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Abstract—Global economies depend on business continuity
within the digital space, and cybersecurity is becoming a strategic
capability among nations and continents. Accordingly, the need
for the cyber workforce is increasing within all public and private
sectors. International communities report that skilled specialists
are lacking, and the building of cyber-resilience should consider
individuals as humans are at the center of most attacks. Existing
and emerging cybersecurity competence frameworks focus on
the development of subject-specific skills. However, cybersecurity
is an interdisciplinary subject requiring understanding human
behavior and behaving in the digital space in security-conscious
manner in daily routines. Therefore, several dimensions should
be integrated into educational programs to support the devel-
opment of critical competencies, including subject-specific skills
and knowledge areas, general skills, and behavioral changes.
The paper presents the intervention-mapping-based methodology
supporting a multi-dimensional cybersecurity educational design.
The methodology applies to different education paths (academic
and professional). The pilot study supports the application of the
methodology and provides a preliminary evaluation of the chosen
approach. The pilot case incorporated continuing education
(professional) and master-level (academic) student groups. The
study considered critical thinking competence development linked
to risk assessment based on cyber threats identifiable within the
provided scenario. The results demonstrated the potential value
of integrating non-technical topics into the development of role-
specific competences.

Index Terms—cybersecurity education, behavior change, IT
risk assessment, critical thinking, intervention mapping

I. INTRODUCTION

Today’s hyperconnected digital world drives global
economies, meanwhile, emerging technologies create new
threats to organizations and individuals [1]. Across continents,
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cybersecurity leaders and joint initiatives emphasize the short-
age in the cyber-skilled workforce and suggest the directions to
fill the gap. For example, the European Union (EU) revised the
education action plan to raise cybersecurity awareness among
individuals and encourage upskilling and reskilling [2].

The existing cybersecurity competence frameworks, e.g.,
the National Initiative for Cybersecurity Education (NICE)
Workforce Framework (NIST NICE framework) [3] and the
European Union Agency for Cybersecurity (ENISA) skill
framework (ENISA framework) [4], distinguish professional
roles and associated tasks focusing on technical competencies.
Nevertheless, cybersecurity is an interdisciplinary, diverse field
[5], [6]. Therefore, several dimensions must be integrated into
education programs, including subject-specific and general
knowledge areas, general skills, and behavior changes. ENISA
emphasizes a need to reflect the skill range in terms of contents
and levels because general skills are crucial in the industry [7].

This paper aims to propose a high-level multi-dimensional
educational methodology supporting the integration of gen-
eral skills and behavioral changes into the development of
role-specific skills. The three-layered methodology contains a
competence model as a top block linking educational prac-
tices with stakeholder requirements and specialist roles. The
middle block describes the process based on the intervention
mapping [8] to integrate general skill development into the
study courses. The education design process can be based also
on similar systematic methods, as ADDIE model [9]. Finally,
the tools and training environments make the base for the
methodology as they can provide and limit the range of learn-
ing activities required to develop and assess skills. The paper
also presents the pilot case study to support and illustrate the
application of the methodology. The methodology was applied
in continuing and master-level education, combining critical
thinking competence with other general skills to develop IT se-
curity risk assessment professional skills for defined roles. The
pilot case showed how general topics back up the development
of role-specific competencies using predefined close-to-reality978-1-6654-6297-6/22/$31.00 ©2022 IEEE
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scenarios. The results showed that the proposed methodology
suggests that the chosen approach increases student acceptance
and awareness of behavior changes.

The paper is structured as follows. Section II reviews related
work. Section III introduces the methodology to develop role
specific technical and general skills and consider the behavior
changes of learners. The case study is presented in Section IV,
and Section V discusses its results. Section VI concludes the
paper and points out future work directions.

II. RELATED WORK

This section reviews existing practices and recommenda-
tions used for cybersecurity training and education to identify
whether cybersecurity training methods are integrated with
psychological aspects, such as developing critical thinking.

Launched by major international computing societies
(ACM, IEEE CS, AIS SIGSEC, and IFIP WG 11.8), the
CSEC2017 Joint Task Force on Cybersecurity Education (JTF)
proposed the first curricular recommendations in cybersecurity
education [6]. The working group emphasizes that cyberse-
curity is an interdisciplinary course, including law, policy,
risk management, computing, and human factors, for example,
critical thinking, working under uncertainty, and ethics.

The National Initiative for Cybersecurity Education (NICE)
presented the Cybersecurity Workforce Framework (NIST
NICE framework) [3], describing the task statement and the
knowledge and skills statements required to perform the task.
According to the NIST NICE framework, these statements
are the foundation for cybersecurity education. Although the
framework provides the method to group the tasks, skills,
knowledge, competencies, work roles and teams, it mainly
focuses on education for the organization’s employees and
does not provide the methodology for educating students.

Developed by various community college educators, the
Cybersecurity Curricular Guidance for Associate-Degree Pro-
grams (Cyber2yr2020) [10] is based on CSEC2017 and in-
spired by CAE-CD 2Y knowledge units [11] and NIST
NICE [3]. The guidance focuses on competencies and learning
outcomes. The Cyber2yr2020 competencies include the ability
to describe various human factors that could affect privacy and
security and the ability to compare different mental models and
their impact on the user’s response to cybersecurity risks.

Strategic Programs for Advanced Research and Technology
in Europe (SPARTA) Cybersecurity Skills Framework [5] links
cybersecurity work roles and required expertise and demon-
strates how to develop a curriculum reflecting job market
requirements. To support educators in the design of the study
programs, the authors propose to use the Curricula Designer
tool. The authors highlight the importance of cybersecurity
interdisciplinary and general skills. However, methodology
mainly focuses on technical and operational competences in
role-based competence mapping.

The Cyber Security Body of Knowledge (CyBOK)
guide [12] maps established cybersecurity knowledge to cyber
education programs and professions. The guide is divided into
21 Knowledge Areas categorised as human, organizational

and regulatory aspects, cyber-attacks and defences, system
security, software and platform security, and infrastructure
security. The guide highlights the importance of training and
confidence creation in risk communication to ensure a sense
of responsibility as a human factor.

Various studies suggest that it is possible to improve cy-
bersecurity education by integrating psychological principles.
Taylor et al. [13] highlight that understanding social psychol-
ogy and cognitive psychology can help improve understanding
of human behavior, decision-making process, risk analysis,
and fraud identification. Thackray et al. [14] suggest that psy-
chological training helps cybersecurity specialists gain these
aspects and develops an understanding of hacker motivation.

Existing competence frameworks and curricula mainly focus
on subject-specific competences definitions. Gradually models
incorporate general skills. Meanwhile, personality traits and
the integration of cybersecurity behavior changes is still not
widely used in education and remain a challenge [15].

III. METHODOLOGY

The proposed methodology consists of three key building
blocks—competence model, course design process, and learn-
ing & training environment (see Fig. 1).

Workforce dimension
(standards and frameworks)

Education dimension
(curricula, programs, and legislation)

Behavior and attitude

Step 1—Needs Step 2—Expected changes Step 3—Strategies

Step 4—PreparationStep 5—ImplementationStep 6—Evaluation

Mapping to cybersecurity specialist roles

Relying on a diversity of (non)digital environments

Toolset: External and Internal tools & sources

Online (collaboration tools
and cloud services)

On-site (student centered
activities)

Competence Model

Education Design Process

Learning & Training Environment

Fig. 1. Methodology overview

The competence model interconnects workforce and edu-
cation dimensions defined by the stakeholder positions, stan-
dards, and formal regulations. Thus, the model block links
defined specialist roles and associated tasks with specific com-
petences and related learning objectives. The model combines
such central components:

1) Work roles are the most detailed groupings of
cybersecurity-related work, including a list of attributes,
i.e. knowledge, skills, and abilities required to perform
tasks associated with the role [3].

2) Tasks represent specific defined pieces of work that,
combined with other identified tasks, compose the work
scope in a speciality area or work role [3].
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3) Competencies describe capabilities of applying or using
knowledge, skills, abilities, behaviors, and personal char-
acteristics to successfully perform critical work tasks,
specific functions, or operate in a given role or posi-
tion [3].

4) Behavior and characteristics define individual actions
and attitudes towards others on particular occasions.
Behavior is how the person responds to a particular
situation or stimulus. Personalities are characterized by
traits, which are relatively enduring characteristics that
influence our behavior across many situations [16].

The methodology emphasizes the importance of a solid
combination of subject-specific and general skills to enable
roles specific task execution. Therefore, the process block of
the methodology (see Fig. 1) suggests the main steps based on
intervention mapping approach [8] to integrate human factors
into the educational environment. The process starts with
exploring the audience’s needs (Step 1) providing grounds to
identify target roles, tasks, and competencies (Step 2). After
selecting learning strategies and defining learning outcomes
(Step 3), course preparation follows (Step 4). Finally, the
course is executed (Step 5) and evaluated accordingly (Step 6).

The implementation of skill development depends on the
available toolset and learning environments. Various collabo-
ration tools and virtual learning environments support online
activities, events, and information sharing, including tests,
challenges, learning material, and external sources (documen-
tations). An on-site learning environment enables face-to-face
activities involving online tools. Modern education relies on
the student-centered approach, but tool specifics can limit or
open possibilities related to educational paths.

IV. COURSE DESIGN

The proposed methodology was applied in a pilot case
that incorporated two different groups of learners—continuing
education students and IT master students. Both groups rep-
resented different learner profiles with specific needs and
objectives.

Continuing education students are professionals in non-IT
fields who want to re-skill and start a career in IT. Master
students are local and international students with practical
work experience and an undergraduate degree in IT who
aim to become cybersecurity professionals. The numbers of
continuing education and IT master students were 13 and 17,
respectively.

The continuing education students design and execution
timeline is presented in Fig. 2. Fig. 2 presents the design
and execution timeline for the continuing education program.
Individual knowledge assessment test was executed before
the training. The test contained a brief sample organization
description with a risk assessment task, structured in the online
tool. Afterward, two training sessions were conducted, inte-
grating lectures and group-oriented practical assignments. The
tasks relied on the learning scenario (IT risk assessment, third-
party risk assessment, data protection impact assessment for

Fig. 2. Continuing education course timeline

the sample organization). Firstly, the course addressed subject-
specific and context-related topics; afterward, general and
expected behavior-related topics were introduced. Between
sessions, students watched prepared videos. After training
sessions, a knowledge assessment test was conducted (similar
to the one before training).

The second student group training schedule was analogous,
and the training started after first group results analysis and
learning materials update. The course content was designed
using the methodology described in Section III, and Fig. 3
illustrates the pilot course design.

A. Step 1—Assess the Needs

Training needs and requirements were assessed by analyzing
different sources – existing cybersecurity competency mod-
els and curricula, industry requirements, legalisation, experts
recommendations and learners’ profiles, including their ex-
pectations and needs. Learners’ profiles were defined using
design thinking methods [17], [18]. Requirements and needs
were collected by literature analysis, interviews, focus group
sessions, and feedback analysis from previous training ses-
sions (three years perspective). The main topics of interest
highlighted by the learners were subject-specific and related
to technical competencies. Learners identified the following
subject-specific topics of interest: IT aspects in personal data
protection, IT risk management, best practices in information
security governance, and information security tools. The iden-
tified requirements and needs were mapped with relevant target
roles and tasks from the NIST NICE framework [19] to enable
role and task-specific training scenario design and execution.
A variety of learners’ profiles (existing roles, expected career
paths, personal portfolios and backgrounds) led to selection
of several target roles. Four target roles were selected—
Cybersecurity and Strategy Planner, Security Control Assessor,
Privacy Officer, and Information Security Manager. The tasks
associated with the roles were identified based on NIST
recommendations [19]. Role-based essential interrelated tasks
were selected for the study course content design. Following
roles, similar or interrelated target tasks were selected for
the training (see Fig. 3): (1) Establish a risk management
strategy for the organization that includes a determination of
risk tolerance, (2) Perform security reviews, identify gaps,
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Target roles & tasks

Expected changes & learning outcomes (pilot case)

Competencies

Training scope (pilot case)

Learning profile

Characteristics &
expected behavior

Key target tasks

1. Establish a risk management strategy for the orga-
nization that includes a determination of risk toler-
ance

2. Perform security reviews, identify gaps, develop a
risk management plan

3. Perform risk analysis
4. Assess the effectiveness of security controls
5. Advise senior management on risk levels and se-

curity posture
6. Develop security compliance processes and/or au-

dits
7. Assure successful implementation and functionality

of security requirements and appropriate policies
and procedures

8. Ensure that all acquisitions, procurements, and out-
sourcing efforts address information security re-
quirements

9. Evaluate contracts to ensure compliance with fund-
ing, legal, and program requirements

10. Develop policy, programs, and guidelines for imple-
mentation

11. Interpret and apply applicable laws, statutes, and
regulatory documents and integrate into policy

Target roles
Cyber Security and

Strategy Planner
Security Control

Assessor
Privacy Officer
Information Security

Manager

Subject-specific skills

1. Cybersecurity management
2. Risk management
3. Business continuity
4. Process control
5. Third party oversight
6. Data policy and privacy
7. Legal advice and advocacy
8. Contracting / procurement
9. Strategic planning and policy

10. Asset / inventory management
11. IT assessment
12. Requirement analysis

General skills

1. Critical thinking
2. Conflict management
3. Professional

communication
4. Abstract thinking,

analysis, and synthesis
5. Team work
6. Presentation
7. Time planning and

management

Subject-specific skills

1. Risk management
2. Third party oversight
3. Data policy and privacy
4. Contracting/procurement
5. Asset/inventory management
6. IT assessment
7. Requirement analysis

General skills

1. Critical thinking
2. Professional communi-

cation
3. Abstract thinking, anal-

ysis, and syntesis
4. Team work
5. Presentation
6. Time planning and

management

Personality
Ambitious

Goal-oriented
Subjective

Questioning
Social

General
∼30–40 years old
Higher education
∼10 years profes-
sional experience

Existing roles
Lawyer

Privacy officer
IT administrator
Internal auditor

Information system
security manager

Needs
Up-skill or re-skill

in IT area and
change career
path/direction

Improve current
performance

Competences & behavior changes

1. Ability to perform IT change risk assessment
2. Competence to make reasoned decisions
3. Improve self-efficiency
4. Reduce risk propensity

Competences & behavior changes

1. Risk adversity
2. Self-efficiency
3. Organizational commitment
4. Rationality
5. Self-regulation
6. Confidence
7. Creativity

Fig. 3. Pilot course design

develop a risk management plan, (3) Perform risk analysis, and
(4) Assess the effectiveness of security controls and others.

B. Step 2—Define Expected Changes

Target roles and required subject-specific competences to
execute defined tasks were selected from NIST framework [3].
The following subject-specific competencies were selected:
Risk management, Cybersecurity management, Business con-
tinuity, Process control, Third-party oversight, Data policy and
privacy, Legal advice and advocacy, Contracting/procurement,
Strategic planning and policy, Asset / inventory management,
IT assessment, and Requirement analysis.

Required general competencies were selected from the Tun-
ing competence model [20] based on IT industry and education
experts [21]–[23] and related research [5] recommendations
about key general competencies for cybersecurity profession-
als. The following general competences were selected: Critical
thinking, Conflict management, Professional communication,
Abstract thinking, Analysis and synthesis, Team work, Presen-
tation, Time planning and management.

Expected behavior and target personality traits were defined
based on research team experts (psychologists) assessment, re-
lated research [24], [25] and industry experts recommendations
[26]. The following characteristics and expected behavior
items were selected: Risk adversity, Self-efficiency, Organi-
zational commitment, Rationality, Self-regulation, Confidence,
Creativity.

Competences and expected behavior were mapped to learn-
ing topics. For the pilot case IT security risk governance
related knowledge were selected, as it was relevant for both
selected training groups students profiles and needs, as well
as different sources highlighted its importance to build cy-
bersecurity capabilities foundation [5], [6], [19]. Expected

changes in trainee performance and learning objectives were
defined to ensure required competences and expected behav-
ior changes. The following learning outcomes were defined:
Ability to perform IT change risk assessment, Competence to
make reasoned decisions, Improve self-efficiency, Reduce risk
propensity.

Continuing education learners group profiles, target roles,
tasks, competences and learning outcome mapping are pre-
sented in Fig. 3. Other group target roles, tasks, competences
and learning outcomes also fit to the model (more technical
competences were incorporated on other sessions).

C. Step 3—Define Strategies

A scenario-based learning method was chosen as a primary
method to enable learning outcomes. It aims to connect the
student learning process with the real-world challenges [27].
The selected learning scenario was “a significant IT change”
within the enterprise IT landscape. The IT change meant
implementing a new information system hosted on the public
cloud and provided as service (SaaS). The overview of the
prepared training scenario is shown in Table I.

The scenario-based method was complemented by tradi-
tional lecture-based learning (audiovisual materials) and short
learning videos to develop an awareness of attitude impact on
business continuity.

D. Step 4—Make Course Preparation

The course content was adjusted to trigger general com-
petences development and behavioral changes. A specific
session was designed to execute a new learning scenario
that included subject-specific topics—IT risk management,
IT resources risk management, and Assessment of personal
data processing impact. Additionally, the following general
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TABLE I
CHARACTERISTICS CARD FOR LEARNING SCENARIO

Name: Significant IT Change—implementation of the new information system
Scenario
overview:

Latvian private sector organization has an outdated IT landscape. The organization lacks IT competencies and capabilities. It
is willing to replace one of the outdated information systems (ERP system) and procure a SaaS ERP solution hosted on the
cloud environment. The organization has selected the offshore service, and the SaaS solution will be hosted outside the EU.
The case description incorporated several risk factors related to the sample enterprise vulnerabilities, such as human factors
(missing competences, sub-optimal decision-taking structure, low employees awareness level, etc.), technical and technological
factors (insecure integration patterns and network protocols, non-existing network protection and data quality controls, etc.) as
well as legal (non-compliance to GDPR) and third-party management related aspects.
The case is presented to students in a separate description (app. 2 pages).

Context: Industry—Manufacturing, Region / Country—EU / Latvia, Information system type—SaaS, Sourcing—Procurement
Exercise: Perform IT resources risk assessment; Perform third party risk assessment (work in groups); Discussion of results
Learning envi-
ronment

Online tools: ZOOM break-out rooms, Miro collaboration tool, Google sheets, MS Forms

Time: 10 hours total (2 hours practical task in groups, 2 hours individual assignment)

topic was incorporated in the scenario: Critical thinking in
IT risk assessment. Finally, context-specific topics were added
for learning scenario support: Third-party risk management,
European Union and Latvian IT security and personal data
regulation.

Critical thinking is essential in emergency handling (as IT
incident response), as well as in strategic and operational
planning (as IT risk response planning) [28]. Industry pro-
fessionals have highlighted five critical thinking skills [29]:
Challenge assumptions, Consider alternatives, Evaluate data,
Identify key drivers and Understand context. Relevant topics
were included in the audiovisual materials and integrated into
group exercises—IT resources risk assessment and Third-party
risk assessment. Firstly, students were introduced to a subject-
specific topic (IT risk management). Afterward, the exercise
and learning scenario were presented. Students performed the
IT risk assessment exercises for the given case in groups
and prepared a report in a predefined form. In the second
training part, a general topic was introduced (critical thinking).
Afterward, the students were asked to apply explained skills
and challenge the IT risk assessment prepared by other groups.
Students’ performance was examined with a similar individual
task.

E. Step 5—Run Implementation

The course schedule was adjusted to incorporate new con-
tent, time divided to IT risk management topic increased by
approximate 30 percents. The schedule is shown in the Fig. 2.

F. Step 6—Perform Evaluation

Evaluation incorporated three key aspects: Students’ compe-
tence evaluation (before and after training), Students’ behavior
evaluation (before and after training), and Training approach
and content evaluation. The evaluation methodology is pre-
sented in Table II. Each evaluation aspect included criteria,
and the course entailed a measurement for each criterion.

To evaluate students’ ability to identify “right” threats and
vulnerabilities, the literature was reviewed to explore the
most common context-specific information security risks for
the learning scenario that involved cloud solutions, hosting
outside EU, and web technologies. Table III contains the

case-related cybersecurity risks and threats summarized from
various literature sources such as reports, web articles, and
scientific papers.

As shown in the figure, risks and threats were grouped into
five categories: software as a service (SaaS), cloud solution,
data migration from an old system to a new system, web
application security, and data stored outside European Union.
These categories were included in the use case scenario to
review students’ risk assessment abilities. For example, to
reduce personal data leakage risk and ensure compliance with
EU GDPR requirements requires organizations to implement
additional measures, deviate resources and take relevant deci-
sions when introducing solutions hosted outside the EU.

V. COURSE DELIVERY RESULTS

The pilot study included a qualitative assessment according
to the evaluation methodology presented in Table II. The
qualitative assessment enabled determining the significance
of the introduced didactic approaches based on the expected
impact on the achievement of learning outcomes. The case
run and student feedback provided the initial evaluation of the
methodology’s applicability in the educational environment.
The results showed that the applied methodology increased
learners’ performance in selected task execution, which might
have been triggered by competence development and behavior
change in task execution. The generalized evaluation outcomes
are presented in the following sub-sections.

A. Students competences evaluation

Students demonstrated improved competences in the indi-
vidual tests at the end of the course. Learners were able to
perform IT change risk assessment and articulate professional
terminology. Before the training, more than 50 percent of
test tasks showed misinterpreted terminology (for example,
confused terms ”threat” and ”vulnerability”). Overview of test
results before and after training is presented in Fig. 4. The
pilot study involved 30 students.

Students were able to justify their reasoning about the
risk score. In justification, students mainly referred to sample
organization threats and vulnerabilities. For example, students
justified a high-risk score of the e-commerce service disruption
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TABLE II
EVALUATION METHODOLOGY

Goal Criteria Measurement
Student competence
evaluation

Ability to identify threats & vulnerabilities and
assess risk level; Ability to justify the decision;
Ability to identify the “right” threats & vulner-
abilities

Test results review (understanding of concepts and definitions, logical risk
justification & assessment; Comparison of test results to related research
and expert evaluation results (most common context-specific information
security risks)

Student behavior evalu-
ation

Risk adversity; Self-confidence; Self-efficacy Number of identified risks; Risk score (assumption: less risks with lower
score = higher risk adversity); Students self-confidence score (1–10); Test
completion time

Training approach and
content evaluation

Student competence level; Course content use-
fulness

Comparison of competences after subject-specific skills training to achieve-
ments after training combining general & subject-specific skills ; Student
feedback score (1–10)

TABLE III
CYBERSECURITY RISKS AND THREATS IN LITERATURE

Context Risk/Threat Source

SaaS

Unused entities exposed [30]
Compromised APIs [30]
Misconfigured cloud users’ privileges [30]
Critical data transferred to private cloud [30]
Unauthorized access to the hosting platform [31]
DDoS attack [31]
Data breach [31]
SaaS application data loss [31]
Service unavailability [31]
Malware distribution from SaaS website [31]

Cloud
solution

Abuse and Nefarious Use of Cloud Services [32]
Data breach [32]
Account hijacking [32]
Insider threats [32]
Compromised Cloud Server and Credentials [32]
Inadequate security solutions [32]
Regulation Compliance [33]
Business Continuity and resiliency [33]
User privacy and secondary usage of data [33]
Service and data integration [33]
Incidence analysis and forensics [33]
Non-production environment exposure [33]

Data
migration

Lack of data knowledge [34]
Incompatibilities of data migration between
different vendors’ applications

[34]

Web
API
security

Unencrypted Data [35]
Adware [35], [36]
Identity Theft [35], [36]
Data breaches [36]
Broken Access Control [37]
Cryptographic failures [37]
Injections [37]
Security misconfiguration [37]
Vulnerable and outdated components [37]
Identification and authentication failures [37]
Software and data integrity failures [37]
Security logging and monitoring failures [37]
Server-side request forgery [37]

Data
stored
outside
EU

Non-compliance with GDPR [38]

caused by a DDoS attack with a weakly protected enterprise
network and lack of monitoring capabilities. In most cases
students related particular risks with sample enterprise vulner-
abilities and industry research on the most common threats,
as ”OWASP TOP 10” [37]. The observation of the group
exercise indicated that students could apply new knowledge

0 10 20 30 40 50 60 70 80

THREAT

VULNERABILITY

RISK

Students, %

Before training After training

Fig. 4. Key terms knowledge evaluation

regarding critical thinking, for example, challenging their and
colleagues’ assumptions. During the past years, the training
focused only on subject-specific skills, and students demon-
strated lower analytical reasoning capabilities in the same task
execution. Individual tests of both training groups highlighted
the difference between the two training approaches. Students
who learned critical thinking provided more than 80 % risk
justification. Meantime, students who learned subject-specific
topics only justified just 30 % of identified risks.

Testing results highlighted that only about 50 % of learners
identified risks matched with typical risks associated with
a particular scenario context (see Table III). In comparison
to other areas, less of typical risks were identified in the
SaaS security area. This result might be related to the limited
knowledge about SaaS solutions and their specifics. In addition
to IT change risk, several students also evaluated the sample
organization’s existing situation IT risks (before changes).
About 30 % of identified risks were associated with physical
security threats, as physical security issues were highlighted
in the sample organization case description. More than 80%
of the learners highlighted privacy and compliance (GDPR)
related risks, as the training sessions included the particular
related topic. Overview of test results before and after training
is presented in Table IV. Overall, after training, students iden-
tified additional threats compared to results before training.
It could be related to the critical thinking topics that covered
recommendations about different data sources assessment.

B. Students behavior evaluation

The number of identified risks and risk scoring accuracy did
not increase significantly. It can be related to the relatively
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TABLE IV
REFERENCE RISKS IDENTIFICATION

Context Risk/Threat Before
training

After
training

SaaS
security

Unused entities exposed
Compromised APIs x
Misconfigured cloud users’ privileges
Critical data transferred to
private cloud
Unauthorized access to the hosting
platform
DDoS attack x x
Data breach x x
SaaS application data loss x x
Service unavailability x x
Malware distribution from
SaaS website

Cloud
solution

Abuse and nefarious use of cloud
services
Data breach x x
Account hijacking x
Insider threats x x
Compromised cloud server and
credentials
Inadequate security solutions x
Regulation compliance x x
Business continuity and resiliency x x
User privacy and secondary usage
of data x x

Service and data integration x x
Incidence analysis and forensics
Non-production environment
exposure

Data
migration

Lack of data knowledge x x
Incompatibilities of data migration x x

Web API
security

Unencrypted data x
Adware
Identity theft x
Data breaches x x
Broken access control x x
Cryptographic failures
Injections x x
Security misconfiguration x
Vulnerable and outdated components x x
Identification and authentication
failures
Software and data integrity failures x x
Security logging and monitoring
failures
Server-side request forgery x

Data stored
outside EU Non-compliance with GDPR x x

small training scope. It indicates that course plan of the
following training sessions must be revisited to incorporate
additional scenarios and topics. Empirical observations from
the previous years’ courses highlighted that learners’ risk
awareness might decrease after practical task execution (such
as password hacking games) and after examining realistic
incident cases.

Execution time of individual tasks decreased by more than
20 %, which can be related to competence increase and self-
efficiency increase in the task execution.

C. Training approach and content evaluation

The students rated course content usefulness for scenario
execution as Very good (8.2 on a 10-point scale). Their

confidence level about the ability to assess IT risks raised
from Good (6.9) to Very good (8.5). The students reflected that
the course content was interesting and admitted that scenario-
based learning promoted general competences next to subject-
specific ones.

A volume of trainee questions and comments showed that
students without an IT background were more interested
in general topics. Empirical observations pointed out that
computer science students appreciate subject-specific (e.g.,
technical) topics more. Continuing education students assessed
the risk more comprehensively than students with an IT
background, mainly focusing on technological threats (such as
malware and man-in-the middle attacks). Both groups identi-
fied insider and outsider threats and stressed the importance
of human aspects in cybersecurity.

VI. CONCLUSION AND FUTURE WORK

Cybersecurity competences and education design recom-
mendations are presented in several competence models, cur-
ricula, and frameworks [3], [6], [12]. However, they mainly
focus on subject-specific competences, even though some
directly accountable positions require a wide range of general
skills and the ability to understand human behavior to make
strategical decisions. Meanwhile, integrating personality traits
and cybersecurity behavior changes in education is still a
challenge.

The paper proposed the multi-dimensional cybersecurity
education methodology and presented the case study of its
application. The methodology enriches the classical education
design process (as [8] or [9]) with a cybersecurity-specific
competence model and diverse learning environment patterns
to enable a complex process of role-based cybersecurity com-
petence development. The approach requires adding study
topics related to general skills, behavior, and characteristics
and adjusting the learning strategy to the selected professional
roles. The approach supports the design of different education
paths, e.g., professional and academic. The pilot case incorpo-
rated two different groups of learners—continuing education
students (professionals) and IT master students. Students were
tested before and after training to evaluate their competence
level.

The case study highlighted that general competences and
behavioral changes related learning topics integration in cyber-
security education programs support learners to gain needed
competences for effective target roles and tasks execution
according to industry needs. In the pilot case, three of four ex-
pected learning outcomes were reached: 1) develop the ability
to perform IT change risk assessment; 2) develop competence
to make reasoned decisions; 3) increase self-efficiency. The
fourth defined learning outcome of reducing risk propensity
still requires course amount and content enrichment, as human
behavior changes demands a complex activity.

Based on observations applying the proposed methodology
in the course design raised students competences and led
to improved performance compared to previously executed
training that focused on subject-specific skills only.
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The case study results can be interpreted as a preliminary
evaluation of the proposed approach, as the student group
was relatively small. The validity of the approach will be
tested with larger groups. The case study included one real-
life simulation scenario execution. For further methodology
examination and specification, it is planned to prepare and
integrate several multi-dimensional scenarios and test the
methodology on 2–3 additional student groups, analyzing the
performance of not less than 100 students.

Further evaluations could be used to validate the qualitative
assessment concerning relationships between the study course
design and the learning outcomes related to behavior and
attitude changes in role-based scenarios.
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