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Abstract. Althoughmost widely used authentication involves characters as pass-
words, but secure text-based passwords are complex and difficult to remember.
Users want to have easy to remember passwords, but these are vulnerable to var-
ious kinds of attacks and are predictable. To address these problems, graphical
passwords that involve selection of images and drawing lines have been pro-
posed. The encoded images support creation of secure passwords and facilitate
their memorability. Thus, they are considered as an alternative to strengthen pass-
word securitywhile preserving usability because secure textual passwords become
more complicated to use. The research addresses the issue of improving the user
experiences during graphical authentication. This paper examines cued recall-
based, pure recall-based and recognition-based approaches. The proposed scheme
is based on recognition-based scheme that is selected as the least vulnerable to var-
ious attacks. The solution is currently under development, two qualitative usability
testing sessions are performed and the participants’ feedback is discussed.

Keywords: Graphical authentication · Recognition-based schemes ·
Recall-based schemes · Cued recall-based schemes

1 Introduction

A good password needs to be easy to remember and hard to guess [1]. These are con-
tradictory requirements that encourage research on balancing security and usability of
the user authentication. Textual passwords still dominate over the other methods of end-
user web authentication in web applications due to their simplicity and affordability [2].
Typical authentication includes an email address and a secret alphanumeric text-based
password that is cost-effective in implementation and familiar to users. However, this
scheme requires significant mental effort when the user follows all security conven-
tions for secure password creation and further usage. Saltzer and Schroeder identify the
psychological acceptability as important design principle that ensures effective security
[6]. There are many examples of the fact that overly complex security systems actually
reduce effective security [7].

Graphical passwords are a type of knowledge-based authentication that attempt to
leverage the human memory for visual information with the shared secret being related
to or composed of images or sketches [3, 4]. They offer a good alternative to text-
based passwords in terms of memorability and security [5]. Discussion on authentication
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schemes produced alternative methods, but a comparison of their security and usability
attributes does not show better results comparing with widely used textual password
schemes [2].

We focus on the graphical recognition-based approaches as they are aimed at
strengthening security and enhancing usability. The goal of this paper is to enhance
recognition-based technique that will reduce theirmain drawback, namely the possibility
of shoulder surfing attack while preserving the high security.

This paper examines known issues of existing authentication methods and propose
the preliminary solution. This paper is structured as follows. Section 2 deals with the
graphical authentication schemes that are classified according to required mental efforts
and actions. Section 3 describes the proposed enhancement and findings of the first
qualitative studies. Finally, the conclusions are drawn.

2 Related Works

The users create textual passwords using words because want easy to rememberable
secrets. Such passwords are vulnerable to dictionary attacks [9]. Exploration of a person’s
social information reveals their relative names that makes possible social engineering
attacks [10–12].

The idea behind graphical passwords is to leverage human memory for visual infor-
mation, with the shared secret being related to or composed of images or sketches [4].
The recognized drawback of graphical passwords is shoulder surfing when someone
captures the password while watching over the user’s shoulder during the entering [1,
13]. There are many attempts to overcome this challenge.

Graphical passwords are classified according the required mental efforts or metrics
based on user actions. Classification based on mental efforts comprises recognition-,
recall- and cued recall-based approaches [4, 13].

Cued-recall approach involves images to create an association with words that facil-
itate creation of a stronger textual password. An example of this approach is InkBlot
authentication [14] where the user has to associate the randomly looking images with
memorable textual character or pair of them. Associations support the creation of strong
textual random character password. Observation of the shown images does not help the
attacker because the association outcome cannot be observed. As all textual passwords,
the InkBlot secret string can be cracked using keystroke logger. From the memorability
perspective, the advantage is that such a scheme facilitates memorability of complex
password elements. However, the users can still forget more sophisticated password cre-
ation rules because the users may not necessarily select the first letter of the associated
word and link it to security word. This may result with difficulties recalling the pass-
word elements [15]. All in all, cued-recall schemes are better than textual passwords
because of their resilience to brute force and dictionary attacks and partially facilitated
memorability. However, the security problem remains with keystroke logging; usability
drawback can occur when the user uses a sophisticated password creation rule.

Popular examples of recall-based approaches are Draw-A-Secret (DAS) [16] and
PassGo [17] authentication methods where the latter can be viewed as a discretized
version of the DAS [16]. The user draws a continuous stroke or several strokes on
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chosen elements of the grid or set of points. According to involved user actions this
approach is classified also as a draw-metric authentication scheme [18]. The strokes
are graphical, therefore easy to memorize. However, a study on widely used variation
of DAS – the Android pattern lock – revealed that users are inclined to draw simple
pictures, such as “L”; as a result users get weak passwords [19]. Also, input pattern
is susceptible to guessing [20], shoulder surfing [1, 13], smudge[21], thermal [22] and
video-based [23] attacks. An interesting improvement to these challenges is proposed
in behavioral pattern lock approach [24] in which the users do not need to create their
own pattern and memorize them. Instead, during the login, the public patterns are shown
along with guidance on how to draw them. This approach acquires touch dynamics from
the touch screen and sensors, extracts useful features that classify users using machine
learning.

Pure recognition-based approaches present set of pictures. The users are expected
to recognize the secret pictures, selected during the registration. Popular examples are
Passfaces [25] and Déjà vu [26]. Passfaces exploit the human brain’s ability to quickly
recognize familiar faces, Déjà vu is based on the ability to remember previously seen
images [13]. During login the user points the password image in several rounds, there-
fore, these schemes are also classified as loci-metric or click-based graphical password
schemes [18].

Generally, recognition-based schemes are resilient to most of known attacks, but
the shoulder surfing [2]. Passfaces can also be predictable because the attractiveness,
gender and race of faces can affect the user’s choice [20]. Convex Hull Click (CHC) [1]
scheme guards against shoulder-surfing attacks by human observation, video recording,
or electronic capture. Similar to Passfaces, CHC requires several rounds of challenge-
response authentication. In CHC the pass-icons serve as the points, and the edges are
lines visualized in the user’s mind. To respond to the challenge, the user clicks anywhere
within the convex hull. This is a difference with Passfaces because during CHC login
the user never points directly the password icons. However, the rearrangement of the
login screen, finding the pass-icons, forming the mental convex in mind requires time
and mental efforts. Summarizing, advantages of recognition-based schemes are based
on easier recognition of the password. However, most recognition-based schemes are
vulnerable to shoulder surfing, in some cases to guessing. Although CHC schememakes
unable observation and guessing, it requires significant time and mental effort.

All graphical authentication schemes facilitate the memorability in various ways.
Cued recall-based approaches involve images that help to remember the complex and
unguessable textual password, but finally the user enters the textual password. There-
fore, the problems with keystroke logging and memorability still remain. Recall-based
schemes also support memorability but they are more vulnerable to the attacks compar-
ing to recognition-based approaches (Table 1). Recall-based schemes require to draw
the same pattern, so it can be observed, recorded and used in attacks. Recognition-based
schemes involve clicking on recognized images, but each time images are presented in
different positions. Therefore, the potential attack can be only shoulder surfing. Guessing
occurs only for faces.
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Table 1. Comparison of the graphical authentication schemes.

Scheme User actions Security drawbacks

Recall-based Clicking on an image points in
determined order

Shoulder surfing, guessing, smudge,
thermal and video-based attacks

Cued-recall Images associations facilitate
remembering the complex textual
password

Keystroke logging, memorability

Recognition-based Selection of image or face from
the provided set

Shoulder surfing, guessing (in
special conditions)

In conclusion, the safest graphical passwords belong to a recognition-based group.
Therefore, we further examine the way to refine their security and usability.

3 Proposed Graphical Password

Our goal is to propose improvement of the recognition-based schemes, such as Pass-
faces that are vulnerable to guessing and shoulder surfing attack. Our idea is to combine
positive aspects of recognition-based schemes to avoid guessing and to minimize oppor-
tunities to observe it. Passfaces scheme is vulnerable to guessing because of the user’s
preferences to choose faces of a particular race, gender and attractiveness. Déjà vu pass-
words involve randomly generated images. We suggest to use gallery of photos that do
not contain faces and are not randomly generated. Our assumption is that photos can
be more pleasurable to use and easier to recognize comparing with randomly generated
images.

Known recognition-based schemes make several image recognition rounds to
strengthen security. However, this prolongs the logging and increases efforts required to
authenticate. When authentication is frequently needed, it can irritate the user and dis-
courage from using a service. To minimize the number of selection rounds we suggest to
present photos on the one screen and ask the user to tap on password images. After each
tap the images are reordered. This protects from shoulder surfing because while tapping
the image is covered with the finger; after the operation the other image is shown on the
tapped place. Because images are rearranged after each selection, the same image can
be tapped several times.

To enhance security, the number of shown images can be increased. By tapping on
the image, the associated complex textual string that fit security requirements is entered.
The encoding of photos can be easy to figure out by trying several different passwords.
Therefore, to further improve the security of this solution, the use of password hashing
is proposed. This prevents the data leakage from the password database at hacking.

The registration scenario involves choosing the images that should be recognized
during the login. The user enters a login name and chooses at least three images from
the interactive photo gallery during registration (Fig. 1). The order of selections is also
fixed. To confirm the registration the user repeats the choice of images with the same
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order. It is allowed to enter only two identical photos from the required at least three.
During the login the user enters login name and selects the images in the same order.

Fig. 1. The registration window asks two times to select pictures in the same order (on the left)
and login interface (on the right)

At login, password photos are encrypted. Each photo corresponds to 5 characters,
the password contains numbers, uppercase and lowercase letters, and characters not
described in the alphabet. During the registration, the user is asked to select at least 3
photos that generate a 15-character password that is considered safe to brute force attacks
[27, 28]. The implemented solution also uses cryptography, the password is encrypted
using the Bcrypt library before an account is created.

If the user forgets a secret, the new password can be set using the user’s e-mail. This
solves the problem when a user forgot password or when the account is locked after too
many incorrect attempts to log on to the system.

We conducted usability testing with 5 participants aged 20 to 58 years with various
IT usage experience levels. The goal of qualitative study was to collect their opinions
about how easy is to memorize the photos selected during the registration and to select
them while logging. Initially, the users were exposed with a prototype that contained 30
photos. This number did not fit on the screen, so the screen had to be scrolled. Testers
complained that it was difficult to find the photo after each tap. They were distracted and
get confused if they didn’t find the right photo on the initial screen and had to scroll.

On the second session the number of photos was reduced to fit the space above the
page fold. We found that no more than 20 photos should be shown. With a larger gallery,
you should consider the size of the photos to make sure they fit on the high definition
screens. The photos should be reduced or enlarged according to the screen resolution.
This redesign presented better results comparing to the initial version.

Testing participants requested to provide feedback while selecting an image. How-
ever, marking selected password photos is not secure because of possibility to observe.
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Instead of marking the selected image, we suggest to provide the number of already
selected photos. Moreover, the explanation of registration and logging procedure should
be provided for the new users.

4 Conclusions

Comparison of the graphical authentication methods revealed that recognition-based
approaches are the least vulnerable to attacks. This work aimed at providing a more
efficientwayof ensuring securitywhile not scarifying usability.Our focuswas to improve
the recognition-based approach that is based on the brain’s natural ability to recognize
visual information. The developed scheme does not involve human faces, thus protecting
against the threat of password prediction. Shoulder surfing chances are reduced due to
rearrangements of the photo gallery after each selection. The user opinions during the
testing revealed that this authentication is easily learned and requires an acceptable
amount of efforts during registration and further authentication.

The usability and security of this scheme directly depend from the number of photos
and selection rounds. The proposed scheme requires to choose at least 3 photos. This
minimal case forms a 15-character length string that fits the security requirements.

The further usability studies are needed to conduct quantitative research that would
allow to compare the efficiency of registration and logging with existing recognition-
based methods.
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Open Access This chapter is licensed under the terms of the Creative Commons Attribution 4.0
International License (http://creativecommons.org/licenses/by/4.0/), which permits use, sharing,
adaptation, distribution and reproduction in anymedium or format, as long as you give appropriate
credit to the original author(s) and the source, provide a link to the Creative Commons license and
indicate if changes were made.

The images or other third party material in this chapter are included in the chapter’s Creative
Commons license, unless indicated otherwise in a credit line to the material. If material is not
included in the chapter’s Creative Commons license and your intended use is not permitted by
statutory regulation or exceeds the permitted use, you will need to obtain permission directly from
the copyright holder.
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