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Insider Threat Detection: A New Keystroke
Dynamics-Based Approach to User
Authentication in Critical Infrastructure

Arnoldas Budzys, Olga Kurasova, Viktor Medvedev

Institute of Data Science and Digital Technologies
Vilnius University

arnoldas.budzys@mif.stud.vu.lt

In today’s evolving digital landscape, challenges such as unauthorised in-
trusions, cyber security breaches, and data compromise are threatening
national defence, critical infrastructure, and economic sustainability. Ro-
bust authentication mechanisms are essential to address these vulner-
abilities. Researchers are exploring the challenging problem of protect-
ing critical infrastructure from insider threats, especially in the context
of their increased levels of access and trust. To address this challenging
problem, we present a deep learning-based methodology for user au-
thentication. Our methodology is based on transforming keystroke time
series data generated from passwords (numerical data) into images to
increase the efficiency of intrusion detection and the accuracy of user
verification. We present the GAFMAT (GAbor Filter MAtrix Transforma-
tion) method, a new approach for transforming numerical password
data into a visual format. The Siamese neural network architecture with
triplet loss function (or triplet network) is used to detect abnormal or un-
authorised login entries. The authentication process based on this archi-
tecture compares the features of the password entered by the user and,
using the proposed method, transformed into an image with previously
known and transformed records, evaluating the authenticity against the
reference transformed passwords stored in the database. We have prov-
en the effectiveness of the GAFMAT method by using publicly available
datasets and transforming them into visual representations. The experi-
ments resulted in competitive and, in many cases, better EER (equal er-
ror rate) values compared to existing machine learning techniques. The
robustness of GAFMAT to a range of passwords of different lengths and
complexity confirms its potential as a reliable method for biometric au-
thentication based on keystroke dynamics.
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