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Abstract

The decentralization paradigm has made blockchain one of the most disruptive technologies today. When evaluating the level of
decentralization, the key metric for most public blockchain networks is the degree of decentralization of the resources responsible for
determining who generates the blocks. In turn, it facilitates a greater understanding of both security and scalability on a blockchain. This
work provides an overview of the current state-of-the-art on wealth decentralization, which has not yet received the attention it deserves. We
collect data, calculate various wealth decentralization metrics, and compare our results with research on the same methodology. As the amount
of data for various blockchains increases rapidly, it is helpful to have techniques to aggregate data for statistical analysis. We introduce and
provide conservative estimates of decentralized group metrics based on the reduced data and compare them with full-data measurements. Our
research considers both the Layer 1 blockchains of Bitcoin and Ethereum, along with Layer 2 blockchains such as Arbitrum, Optimism, and
Polygon.
© 2024 The Author(s). Published by Elsevier B.V. on behalf of The Korean Institute of Communications and Information Sciences. This is an open

access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
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1. Introduction

Blockchain is recognized as one of the most disruptive
technologies [1] introduced in Bitcoin [2], which is based
on the decentralization paradigm. Public blockchains such as
Bitcoin and Ethereum are ledgers of transactions operated by
nodes on blockchain networks in a decentralized manner. Due
to its decentralized nature and features such as immutability,
traceability, transparency, and security, blockchain technology
drives the rise of decentralized platforms and applications in
various domains [3], such as finance [4], healthcare [5], social
media [6], etc. Blockchain decentralization is most commonly
viewed as a reduced level of centralized control. Therefore, it
could be understood as a process of the permanent transfer of
control from centralized ownership to a distributed network.

Although the designs of various blockchain networks often
differ significantly, fortunately, they share enough traits to
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evaluate and compare their decentralization. Such traits in-
clude the same consensus protocols, similar governance mech-
anisms, comparable network structure, information on the
holder’s address balances for wealth distribution, etc., and
their decentralization could be evaluated from these perspec-
tives [7,8]. However, as a rule, public blockchains are based on
cryptocurrencies and have monetary assets (coins) distributed
between blockchain participants. Cryptocurrencies play an im-
portant role in the usage and development of blockchain
ecosystems; therefore, the evaluation of wealth decentraliza-
tion is very relevant.

Considering market capitalization, user base, and popular-
ity, there are two dominating blockchain networks: Bitcoin
(BTC) and Ethereum (ETH). Bitcoin is based on Proof-
of-Work (PoW) consensus protocol, while Ethereum originally
used PoW too, but on 15 September 2022, it shifted to
Proof-of-Stake (PoS) protocol. These two types of consensus
protocols (PoW and PoS) dominate most blockchain net-
works today [9-11]. Those networks are comparable regarding
wealth since wealth decentralization involves the distribution
of coins across blockchain participants, which is unrelated to
the network consensus protocol. Additionally, aligning with
prevailing trends in the blockchain industry, we explored three
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prominent Layer 2 protocols, Arbitrum (ARB), Optimism
(OP), and Polygon (MATIC), employing the same statistical
analysis. Moreover, since the Ethereum case involves a transi-
tion from two different consensuses, we analyze and measure
the decentralization of this network in both states (PoW and
PoS), considering two different timeframes.

We also focus on providing all popular metrics in one
place for the same data set. Note that an important quantifi-
cation metric such as the Herfindahl-Hirschman index (HHI)
is seldom used in blockchain decentralization research area.
This study shows that considering this metric enriches the
decentralization quantification process. Additionally, our work
introduces the methodology of simplified statistics using
group-based constructions and compares these measurement
results with full data measurements. Also, we show that
simplified data collection and construction could give consid-
erably conservative estimates compared to the entire sample
statistics.

To sum up, the main contributions of this work are the
following:

e It reviews approaches to measuring wealth decentraliza-
tion for blockchain networks.

e It proposes a group-based metric based on the
Herfindahl-Hirschman index to assess the measurement’s
conservatism and estimate the most relevant data points.

e It collects data, employs metrics, and provides measure-
ments for prominent blockchain networks, including Bit-
coin and Ethereum, along with widely adopted Ethereum
Layer 2 solutions: Arbitrum, Optimism, and Polygon.

The remainder of the paper is organized as follows. Sec-
tion 2 reviews related literature on various aspects of wealth
decentralization. Section 3 provides definitions and an
overview of the decentralization metrics used throughout the
article. Section 4 gives quantification and calculation results
with a comparison of it provided in previous research works.
Finally, Section 5 concludes the work.

2. Related works on wealth decentralization

Wealth decentralization is commonly defined as uniformity
in wealth distribution and is about the distribution across
ownership of addresses and concentration. Thus it captures
the decentralization of monetary assets in tokens and native
cryptocurrencies distributed across blockchain users. However,
there is a big difference between addresses and individual
holders. For example, many Top Bitcoin addresses belong
to exchanges, companies, exchange-traded funds (ETFs), or
parties representing many respective holders. Ideally, the initial
distribution of a cryptocurrency should be as fair as possible
to get off to a good start.

To remind Bitcoin’s evolution, note that there was no “pre-
mine” (the practice of privately mining coins, usually by
the developers) nor “instamine”, where many cryptocurren-
cies/tokens are brought into existence at once. Meanwhile,
Ethereum had a public presale of about 60M ethers. The public
sale comprised 80% of the initial supply, while the other 20%
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was allocated to the Ethereum Foundation and early Ethereum
contributors.

The authors of [12] discovered that Bitcoin and Ethereum
have very high levels of wealth concentration. While in [13],
it was observed that Bitcoin is 12% more decentralized than
Ethereum in mining power and 9% more decentralized in
wealth. [14] apply the Gini index (see for more information
on it) to quantify wealth and consensus decentralization. An
article [15] found that the statement “2% of addresses control
95% of the supply”. We repeated equivalent calculations on
10.11.2022 using BitInfoCharts' data and found that 2.24%
of BTC addresses (not individual holders) control 94.82%
of the circulating supply, which is quite close to this state-
ment. In [16], it was observed that PoS-type blockchains are
susceptible to the Matthew effect.

Table 1 summarizes works on wealth decentralization, em-
phasizing the metrics used — Gini index, Nakamoto coefficient,
Shanon entropy, and Herfindahl-Hirschman index (HHI) (see
Section 3) — and the blockchains analyzed. The list is short,
and most of the works consider only one or two metrics.
The most popular metric is the Gini index, while the second
is the Nakamoto coefficient. Other metrics are rarely found
in the literature. Note that some of the works mentioned in
Table 1 use specific granularity, which is actually a specific
time horizon. Also, another approach is when the method is
applicable to all time horizons, i.e., daily, weekly, monthly,
then we say that we have all granularities. The work of [17]
considered more blockchains, but the authors limited their
research only to the Top 10, 30, and 50 addresses, which is
a considerably small number of data points. In [18], authors
use various blockchains, but their method involves a heuristic
approach.

Overall, the literature on wealth decentralization is growing
but limited, and all of this motivates one to pay more attention
to the analysis of decentralization through the lens of wealth.
Furthermore, we note that, with respect to Layer 2 protocols,
there is no literature on wealth decentralization; therefore, this
work provides pioneering results in this direction. Further,
we investigate the measurement of wealth decentralization by
applying all four metrics and also introduce a new block-based
metric.

3. Decentralization metrics

This section briefly reviews the main statistical metrics
commonly used to quantify blockchain decentralization and
introduces a new group-based Herfindahl-Hirschman index.

Herfindahl-Hirschman Index (HHI) is a standard measure
of concentration and could be applied to measure the de-
centralization of blockchains. Let a participant (holder) share
be denoted by a variable x; (1 < i < N), which corre-
sponds to the percentage of assets (coins or tokens) held on
the ith address so that x; are ordered and normalized to 1.
The Herfindahl-Hirschman index is calculated by squaring

1 https://bitinfocharts.com/.
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Table 1
Literature summary on wealth decentralization.
Source Gini Shanon HHI Nakamoto Used blockchains Contribution and limitations
index entropy coefficient
[19] - - —+ - ETH, ETH tokens Daily granularity
[17] + + - + BTC, ETH, BCH, LTC, Dash, Their approach uses only the Top 10,
Doge, BCH, ETC 30, and 50 addresses.
[7] - + - — BTC, ETH, tokens They use a decentralization index with
construction based on Shanon Entropy.
[18] + — - + BTC, ETH, BCH, LTC, Doge, Multiple input heuristic method,
Monacoin weekly granularity
[14] + - - BTC All granularities
[13] - + - - BTC, ETH Weekly granularity
[20] + - - + BTC, ETH All granularities
This study + + + + BTC, ETH, ARB, OP, MATIC All granularities

each participant’s share x; on a blockchain and summing the
resulting numbers

N N
HHI =Y x} where » x;=1landx; > >xy. (1)
i=1 i=1

An application of HHI is to evaluate the concentration of
holders on a particular blockchain. For example, measuring
what share of all coins is taken by single addresses or groups
of addresses. In this work, we introduce a group-based HHI
and use this modified estimate to provide information on
the size of the blocks (U) and the structure of the sample
needed for the blockchain to withstand the challenges of
decentralization.

The group-based Herfindahl-Hirschman index is defined as
follows:
I‘ﬂi+l n

U,‘: ij and Zm,:N

j=m; i=1

n
HH Iy = Y _ U7,

i=I

(@)

Here, we employ a square sum of groups of input variables
rather than a straightforward square sum. This formulation
improves the statistical dispersion, providing a more accurate
metric estimation. For more theoretical insights, we refer
to [21].

We utilize the notation H HIy.,, where we partition our
sample of N shares into y groups. When the number of groups
(N/y) is not an integer, we use the floor function and select the
highest integer less than or equal to N /y. We start with a group
of size 2 and increase the size of the groups in each iteration by
multiplying by 2. Note that we fixed our sample size to 10,000
so that throughout the article, we could achieve comparability
with state-of-the-art in all metrics. Different sample sizes and
different groups of samples are subject to investigation for
future research.

Theil L, Shannon entropy is a centralization metric com-
monly used in physics, especially in quantum information
theory (Von Neumann entropy), thermodynamics, and statis-
tical physics. Shannon entropy (S) is defined as follows: S =
vazl x; log x;. In the general case, the values of Shannon en-
tropy are unbounded. However, when the number of available
states (N) is fixed, the Shannon entropy takes values from
an interval [0, log(/N)]. Maximal centralization corresponds to
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a Shannon entropy value equal to zero, and decentralization
grows with the growth of the entropy value.

The Gini index is an inequality measure widely used in
economics and social statistics and is defined as follows:
G = &3V, Z?/:, |xi — x;|. The Gini index, also called
the coefficient, is the most popular in economics but can be
applied in various other fields. Thus, it is usually used for
measuring the decentralization of blockchains. The Gini index
takes values from O (complete decentralization of wealth) to 1
(absolute centralization). The Lorenz curve (see Section 4.4)
graphically represents the percentage of wealth accumulated
by various parts of the participants ordered by the size of their
wealth. The line of equality is at a 45° angle and represents
the perfectly equal distribution of wealth. The area between the
line of equality and the Lorenz curve can be used to determine
the Gini index.

Nakamoto coefficient is a relatively new centralization met-
ric in the analysis of cryptocurrency-based blockchains, de-

fined as follows: K = min {n EN:Y ' x> %Z?’zlx,-}.

and could be seen as the minimum number of participants
in a given subsystem required to reach 51% of the total
capacity. [20] pointed out that the Gini index, while indicative,
is not a good measure of the vulnerability of a decentralized
system to compromise. The Nakamoto coefficient is much
more susceptible to rapid changes — a few large transactions
from large wallet addresses can readily skew it. The Gini index
is substantially more stable and considers more information
from multiple addresses.

We note that evaluating a blockchain using various metrics
is not straightforward. Some challenges are that users can
have multiple addresses, custodial wallets represent multiple
users, etc. Also, concerning peeling chains and dust wallets,
hundreds of millions of wallet addresses must be excluded
to reliably interpret the blockchain data for these purposes.
Most often, researchers introduce a requirement of a minimum
balance, the so-called threshold, or consider only addresses
with Top balances.

4. Estimation and comparison of wealth decentralization
metrics

This section investigates and provides calculations on basic
decentralization metrics introduced in the previous section.
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We also compare our results with those given by the authors,
who used the same sample size and calculation technique at
different times.

4.1. Considered data

For the evaluation, we consider data consisting of 10,000
data points, which are addresses of Top balances with the
largest amounts. This number of data points captures the
entirety of blockchain addresses, achieving a well-balanced
compromise between the size of the data set and the emission
of blockchain coins (around 56% for BTC, more than 83% for
ETH and even higher for Layer 2 cases). In the blockchain,
users may control multiple addresses, making it practically
impossible to determine all such addresses and their owners’
relations. However, since this is not expected to significantly
affect the results, we assume that a user controls a single
address.

For Bitcoin, we considered balance data as of 30.06.2023
collected from https://explorer.btc.com/btc/top-address. In the
Ethereum case, we had considered https://etherscan.io/accou
nts and distinguished two points in time: 01.09.2022, while
Ethereum was still using a PoW-type consensus algorithm, and
30.06.2023 when Ethereum had already switched to PoS and
the community had several months to adapt to this change.
With respect to Layer 2, we use the Top 10,000 data extracted
on 30.06.2023 from the following sources: https://arbiscan.io,
https://optimistic.etherscan.io, https://polygonscan.com.

4.2. Evaluation of Herfindahl-Hirschman index

Herfindahl-Hirschman index (HHI) gives only a little infor-
mation when used in its classical form (square sum of all data
points). Moreover, it has not been found in the literature to be
applied to the assessment of blockchain decentralization.

First, the original HHI calculated for all 10,000 samples
gives us a value of 19. Note that a blockchain can be con-
sidered decentralized if the HHI is less than 2500 since the
value above 2500 is an indication of the concentration risk.
The obtained value of 19 is impressively low and shows a
very good decentralization factor. Nevertheless, we must note
that calculations are performed assuming that addresses do not
collide (each address is treated individually).

Table 2 shows results for N = 10,000 and y = 512, 256,
128, 64, 32, 16, 8, 4, 2. Note that in our case, x; is the Top ith
address balance divided by the sample sum.

We see that even under very conservative case scenarios and
correlation assumptions, we still have very good HHI estimates
for ETH and BTC. Results in Table 2 show that for the Bitcoin
case, for the Herfindahl Hirschman index to exceed the 2500
threshold, it is groups of 512 required, while in the ETH case,
it is already for groups of size 90, we have an index crossing
concentration threshold. Note that this analysis is performed
for addresses ranked and ordered by size. The findings indicate
a significantly higher concentration within the Layer 2 proto-
cols. This distinction from the BTC and ETH blockchains can
be attributed to the relative novelty of these protocols, which
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Table 2
Representation of group-based HHI (values rounded to whole numbers) for
groups of rank-ordered 10,000 sample.

Metric BTC ETH-PoW ETH-PoS ARB OP MATIC
H H Loooo 19 298 693 2760 1636 1665
H H I10000:2 37 442 886 5345 3262 2544
H H Iooo:4 71 628 1115 5809 4347 3579
H H I10000:8 133 882 1416 6533 5596 4673
HHLoooo:16 238 1116 1662 6999 6265 5677
HHlIpoo032 403 1452 2026 7362 7357 6331
HH o4 655 1953 2550 7663 8518 7034
HHlIpooo:128 1032 2732 3334 7977 9207 8073
HHlIpooo256 1683 3829 4364 8292 9599 9001
HHlIgooos12 2602 5074 5426 8623 9757 9385

results in fewer circulating nodes. Another contributing factor
to this difference is the token distribution mechanism, which
inherently initiates the decentralization process with a degree
of concentration.

When data samples were randomly shuffled and the same
grouping was used (see Table 3) ETH showed unexpectedly
good results. ETH has very close values for higher HHI splits,
that is, 1024 and higher. Also, ETH shows a very moderate
pace with respect to the smallest groups to the highest. The
explanation is that the two largest addresses form the HHI at
the higher stage. Still, we have a very good decentralization
situation for the other 96 million addresses, which is very
positive for ETH and, in some sense, even better than BTC.

Regarding Layer 2, as shown in Table 3, we observe that
in the case of ARB, whether we start from the first block or
consider the full sample, we surpass the concentration thresh-
old. This phenomenon can be attributed to the dominance of
the Top 1 address within the sample, exerting a significant
influence on the entire distribution. In the cases of OP and
MATIC, the situation is somewhat less extreme. However, the
first two addresses collectively account for more than 85%
of the sample, contributing substantially to the concentration
estimates.

Note that the random shuffle sample (RSS) differs from the
rank-ordered sample (ROS). In practice, observable collusion
typically does not occur among rank-ordered addresses, but
may involve addresses of various sizes. When checking the
HHI for RSS, our aim is not to estimate collusion effects,
but to identify group sizes that exceed the 2500 concentration
threshold. For BTC, in both cases, we have good results and
groups such as 512 (ROS) or 2048 (RSS), which is very good
for decentralization. This implies that a practical concentration
is not achievable, as only addresses in 10 or fewer groups
could potentially form a concentration on the blockchain.
For Ethereum, we have that (ROS) estimates are somewhat
high but still in line with positive decentralization trends.
Conversely, the results from RSS are very positive, indicating
a strong inclination toward high decentralization when looking
from the all-address structure.

4.3. Evaluation of Shanon entropy

In [13] authors employing Shanon entropy demonstrate
decentralization for Bitcoin and Ethereum on Top 10,000
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Table 3
Representation of group-based HHI (values rounded to whole numbers) for
groups of randomized 10,000 sample.

Metric BTC ETH-PoW ETH-PoS ARB OP MATIC
H H Ioooo 19 298 693 2760 1636 1665
H H Ioooo:2 20 299 694 2760 1637 1666
H H Iooo:4 22 300 695 2761 1872 1669
H H Ioooo:8 26 303 698 2762 1873 1670
H H Loooo:16 34 309 704 2776 1874 1671
H H Ioooo:32 49 325 716 2781 1876 1674
H H Looo:64 82 362 743 2788 1917 1685
HHlIpoo0:128 147 415 787 2808 1938 1815
HH Loooo2se 272 530 907 2891 1987 1860
HHlIpooos512 S13 756 1182 3167 2076 1991
HH Loooo:1024 1014 1221 1590 3470 2258 2247
HHlIpooo2048 2019 2324 2487 6776 2962 3637
H HIpooo:40906 3766 4102 3393 7491 3892 5352

address balances as of 10.11.2018. The values Siyi20!% ~
11.33, and SI%L12918 ~ 10.38 were obtained. As decen-
tralization increases with the growth of the entropy value,
we see that the wealth of Bitcoin was approximately 9.2%
more decentralized than Ethereum. However, both values are
much closer to the maximum than to the minimum, so we can
conclude from the Shanon entropy that the decentralization of
both BTC and ETH is quite high.

In our study, we recalculate the Shanon entropy for the
dataset representing the situation more than four years later,
that is, on 30.06.2023, also using 10,000 samples: 3326202 ~
11.55, and S3%29% ~ 8.61. We see that after more
than four years, the gap between Bitcoin and Ethereum is
rising, and the decentralization is now 22% better in Bitcoin’s
favor. Shannon entropy values for ARB, OP, and MATIC (see
Table 4) do not exhibit substantial differences but are notably
lower compared to those of BTC and ETH.

4.4. Evaluation of Gini index

Using our dataset of 10,000 data points, we calculate the
Gini index for Bitcoin (see Fig. 1), resulting in a value of
0.6538. This value closely aligns with the result of 0.65
reported in [20], although there are differences between cal-
culations. In particular, they employ a threshold considering
accounts with >185 BTC per address, while in our case
the threshold is >161 BTC. This lower threshold includes
more addresses with smaller balances, potentially resulting in
slightly higher Gini.

In the same vein, the calculated Gini index for the Top
10,000 Ethereum addresses is 0.8298 (PoW)/0.8457 (PoS), and
it is around 30% worse than for the BTC case.

To sum up, Bitcoin and Ethereum’s wealth decentralization
can be on par with (or even better than) many countries
(compared with countries’ wealth Gini index, not the income
Gini index). For example, according to the [22] global wealth
report, many major countries have a Gini wealth index higher
than 0.7: Brazil (0.89), China (0.704), the United Kingdom
(0.717), and the United States (0.85).

384

ICT Express 10 (2024) 380-386

c L Absolute decentralization
% Lorentz curve (BTC)
.2 08l Lorentz curve (ETH-PoW)
(IEJ I I EEEEEE Lorentz curve (ETH-PoS)
E [__1Area under Lorentz curves
[}
& 06 i
o
L
e Gini: _~0.6538 (BTC)
. 04 0.8298 (ETH-PoW) 3
2 0.8457 (ETH-PoS
5 /
£ 02 A=
S
A
........ *r

0
0 01 02 03 04 05 06 07 08 09 1
Rank ordered Top 10,000 BTC, ETH addresses

Fig. 1. Lorentz curves and Gini indices for Layer 1 blockchains: BTC,
ETH-PoW & ETH-PoS.
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Fig. 2. Lorentz curves and Gini indices for Layer 2 blockchains: ARB, OP
& MATIC.

Concerning Layer 2, it is apparent that the indexes are
significantly higher compared to Layer 1 blockchains, Bitcoin
and Ethereum (see Figs. 1 and 2), or numerous countries. This
can be attributed to its relatively recent development and the
concentration within the first five top addresses.

4.5. Evaluation of Nakamoto coefficient

For our data collected, the calculation of the Nakamoto
coefficient for BTC is equal to 5401 and is a considerable
increase compared to [20], where it was 456. For Ethereum
PoW, the Nakamoto coefficient is 285, while in [20] — 72. It is
a significant improvement in both cases since the higher values
of the Nakamoto coefficient indicate better decentralization.
Note that both Ethereum and Bitcoin Nakamoto calculations
are straightforward, since we can sum up top balances inside
our sample and get the result.
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Table 4
Summary of obtained wealth decentralization metrics values.

Metric BTC ETH-PoW ETH-PoS ARB OP MATIC
HHI 18.97 297.6 693.8 2760 1636 1665
Shanon ent. 11.55 9.41 8.61 4.02 4.37 5.04
GINI index 0.6538 0.8298 0.8457 0.9516 0.9895 0.9770
Nakamoto c. 5401 285 275 2 2 3

As expected, Arbitrum, Optimism, and Polygon show quite
low Nakamoto coefficients (see Table 4) due to their high
concentration of Top 3 addresses, which by their sum value
takes a dominant part of the overall emission.

4.6. Summary

Table 4 summarizes the values obtained for all four metrics
applied to the BTC and ETH, along with Layer 2 protocols
ARB, OP, and MATIC, each analyzed with a full dataset of
10,000 samples. Unlike the Gini index (which ranges from
0 to 1), the Nakamoto coefficient defines a single threshold,
often considered the number of nodes needed to compromise
a blockchain system. Due to this difference, it is possible,
though unlikely, to obtain a small Gini index value (high
wealth distribution) with a small Nakamoto index (a small
number has 51% control) or a high Shanon entropy or high
HHI (both showing high concentration). Similarly, it is also
possible to get a high Gini index value with a high Nakamoto
coefficient, inferring an uneven wealth distribution across the
whole population, but a more fair distribution in participants
who control 51% of wealth.

5. Conclusions and future research

This work conducted an overview of the current state-
of-the-art of various measurements for decentralization in
blockchains focusing on wealth decentralization. Using four
statistical metrics (Herfindahl-Hirschman index, Shannon en-
tropy, Gini index, and Nakamoto coefficient), we quantified
blockchain decentralization based on wealth. Additionally, a
novel group-based Herfindahl-Hirschman index was intro-
duced, employing an adjusted sample technique, facilitating a
more detailed analysis of the decentralization structure within
the blockchain sample. We found that for wealth decen-
tralization, both the Bitcoin and Ethereum blockchains are
comparable in all the most popular decentralization metrics,
but, in general, Bitcoin shows better results. Moreover, we
found that Ethereum’s shift to the PoS consensus protocol
had little impact on wealth decentralization. However, Layer
2 blockchains, namely Arbitrum, Optimism, and Polygon,
exhibit significantly higher centralization across all investi-
gated metrics. Finally, the data collected and all calculations
performed are freely available, ensuring complete replicability,
reusability, and further development.

In our upcoming research, we plan to explore the imple-
mentation of group-based construction with various metrics
and analyze time-series data within the wealth decentralization
cycle. Moreover, the novel metric can also be applied to Monte
Carlo simulations. Finally, we are interested in surveys and
analyses about transaction decentralization.
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