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Abstract

Recently, based on the concept of Visua Secret Sharing (VSS) scheme proposed by Naor and Shamir in 1994, many of schemes
have been proposed to protect the security of binary image. Y et, the problems of pixel expansion, extensive codebook designs, and
lossy recovery are still unsolved. The current paper attempts to propose a new (k,n) scheme to refute the pixel expansion based on
codebook and transpose of matrices. This schemewill offer promising solutions for the security condition, computation complexity,
storage requirement, fast network transmission, and reconstructing the secret image accurately without any distortion.
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1. Introduction

Visual information isatype of datathat is used for authentication purposes such as biometric devices, medical
diagnosis, and e-court evidence. However, with the current rapid advancement in networking and the large number of
communication channels such as Internet, Wi-Fi, and other techniques, the access into visual information has become
easy. Therefore, it becomes a necessity to secure visual information during transmission through public network from
the unauthorized users. To resolve the problem of information security, a lot of scholars have proposed different
techniques and methods such as Visual Cryptography (VC) as a new encryption technique used to secure and hide
visual information.

* Corresponding author. Tel.: 0091-989-074-3372.
E-mail address: mah_hodei sh@yahoo.com

1877-0509 © 2016 The Authors. Published by Elsevier B.V. Thisis an open access article under the CC BY-NC-ND license
(http://creativecommons.org/licenses/by-nc-nd/4.0/).

Peer-review under responsibility of the Organizing Committee of ICACC 2016

doi:10.1016/j.procs.2016.07.288


http://crossmark.crossref.org/dialog/?doi=10.1016/j.procs.2016.07.288&domain=pdf

Mahmoud E. Hodeish et al. / Procedia Computer Science 93 (2016) 760 — 767

The VC has been proposed by Naor and Shamir [1]. It isaso called aVisual Secret Sharing (VSS) that is used to
encrypt the secret message in visual form by splitting it into n sharesthat can, then be transmitted securely viainternet
or any other communication channels. Asthe secret message can only be decrypted when a sufficient number of shares
superimposing together [2].

The important feature of the VSS scheme is that the decryption side can easily be done by Human Visual System
(HVS) without using a complex computation that requires more time for decryption. In addition, there are other
features that have attracted people’s attention such as imperceptibility, security, high capacity, and reversibility [3].

Asabasis for the VC method, a secret sharing was firstly introduced by Shamir [4] and Blakly [5] as the simplest
method to secure information. Usually, this scheme can be implemented as (k,n) scheme with n participants and with
k threshold, in such that k < n[6]. The basic idea of (k,n) method is sharing a secret message s among n participants;
one share for each of them. In this regard, the following conditions should be held:

¢  No participant knows the share given to another participant.
o ktogether can reveal the secret image by superimposing k (transparencies).
e Any ttransparencies, t < k, the secret cannot be decoded.

It isworth noting that the secret sharing scheme is supposed to be a bank vault that must be passed by a secret key,
and to provide a good solution in many real-life applications [ 7-8].

The VSS scheme is the second method. It was, firstly, invented and innovated by Naor and Shamir in 1994 for
protecting the security of visual information transmitted to different participants over public network. According to
them, this method is expressed as k-out-of-n secret sharing. The concept of this scheme isillustrated as follows; the
secret image is divided into n shares so that the original image is visible if any k of these shares are stacked together.
The image remains hidden if fewer than k shares are superimposed together. The construction of shares can be done
by using a codebook to encode a binary image with different pixel expansion as following:

A.  Two-out-of-two scheme (2 subpixels):

In this scheme, a secret binary image is encoded by using a codebook (shown as table 1) into two shares as shown
infig. 1 (a). Each pixel (p) in the secret image is split into two subpixels (black/white and white/black) located next to
each other in each of the two generated shares. If ap is white, four pixels will be selected randomly from the pixels
opposite to the white pixel in the codebook. In contrast, if ap isblack, four pixels will be selected randomly from the
pixels opposite to the black pixel in the codebook. Finally, two shared images, as shown in fig. 1 (c) and (d), will be
constructed and transmitted to different participants. When these shares are superimposed, the original information
can easily be reconstructed by the human eyes as showninfig. 1

Fig. 1. Two out of two (2 subpixels) scheme, (a) the secret image, (b) and (c) the shared images and (d) the reconstructed image.
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B.  Two-out-of-two scheme (4 subpixels):

In practice, the (2,2)- VC scheme with 2 subpixels expansion can change the aspect ratio of the original image and
leads to the loss of someinformation, and for this reason, Naor and Shamir suggested to use four subpixels expansion
by using a codebook. Here, the secret image is encoded into two shared images. In caseif a pixel iswhite, two blocks
will be chosen randomly from the left side of the codebook. In contrast, if a pixel is black, two blocks will be chosen
randomly from the right of the codebook, then two shared images will be constructed. Finally, the original information
can be obtained by superimposing the two shared images together.

Table 1. The codebook of (2,2) secret sharing scheme (two pixel expansion).

Pixel Sharel Share2 Probability
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To avoid the use of the pixel expansion, Ito et al. [9] proposed a new scheme with using the traditional (k,n) scheme
with no pixel expansion. In addition to the use of the traditional VSS, this scheme uses a Boolean n-Vector V= [v;
ceeere Vn 1T, Where v; represents the pixel in i-th shared images. To obtain the original image, traditional OR-ing
operation is used to al pixelsin V. Moreover, a probabilistic scheme also proposed by Yang [10] to deal with size
invariant shares in which the frequency of white pixelsis used to show the contrast of the reconstructed image. This
scheme is non-expansible and based on the conventional V' SS scheme. The non-expansible term means that the size
of shared images and original image is the same.

Recently, many schemes have been proposed to solve the problem of invariant shares sizes and invariant aspect
ratio [11, 12, and 13]. Non-expansible scheme proposed by Hodeish & Humbe [14], which iseasily to be implemented
by taking two neighbouring pixelsin turn to generate the shared images with the same size of the original image. This
scheme provides a quite enough quality for the regenerated image, but the distortion is still there.

The methods discussed earlier can provide solutions for the security of binary image. Y et, the problems of pixel
expansion, extensive codebook designs and contrast of reconstructed image are still unsolved. In this paper, a new
(k,n) scheme based on codebook, transport of matrices, Boolean n-Vector, and XORing operation is proposed. Under
this method, codebook has been designed to refute the pixel expansion. Then based on the codebook, Boolean n-vector
is used to generate the shared images. Thus, only the authorized person can obtain the origina image without
distortion.

The remaining part of this paper is organized as follows. Section 2 describes the proposed method in details.
Experimental results and performance analysis are provided in section 3. Finally, the conclusion is drawn in section
4.
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2. The Proposed Scheme

Here, the proposed scheme uses the codebook which is designed on a set of matrices of the traditional V C presented
asfollows:

1 0 0 - 0
Co= { all the matrices obtained by permuting the columns of 1 Omo 0 }
04

0 0 - 07
Ci= { all the matrices obtained by permuting the columns of 0 1_"0 0 }
0o 0 0 - 1

Here, matrix Co denotes the matrix for constructing shares for the white pixels and C; for the black ones.
Depending on Cp and C; matrices, we have designed the codebook for the proposed scheme. The basic matrices used
in the proposed scheme are as follows:

1 0 0 0 1 0 0 0
- 1 0 0 0 - |0 1 0 0
=11 0 0 of" S= 1o 0 1 of
1 0 0 O 0 0 01
In this scheme, the transpose of above matrices is used, then permute all columns to get the codebook used
here.
1 1 1 1 1 0 0 0
T_|0 0 0 O T_|0 1 0 0
Co=lo 0 o of € lo o 10
0 0 0O 0 0 0 1
2.1 Algorithm
Step 1. Take one pixel as onetimeinput P from the secret image.
Step 2. For P, determine whether it is
a Black b. White
Step 3. If thecolor of Pis
1. Black,
a Randomly select one block from the four blocks that is peer to the black pixel in the codebook
(shown as atable 2).
b. Randomly select one row from the selected block and assign it to vector V.
2. White,
a. Randomly select one block from the four blocks that is peer to the white pixel in the codebook
(shown as atable 2).

b. Randomly select one row from selected block and assign it to vector V.

Step 4. V= [v1, v2, v3, V4], constructs four shares as.

sharel= vl, share2= v2, share3= v3, shared= v4.

Step 5. Repeat the steps from 1 to 5 until al pixels of the secret image are shared.

Step 6. To reconstruct the original image, use XOR-ing operation in order to superimpose any order of sharesfor different
construction as follows:
(2,4): sharel®@share2 or sharel@share3 or sharel@share4 or share2@share3 or share2@share4 or share3@shares.
(3,4): sharel®share2@®share3 or sharel@share2@share4 or sharel@share3@share4 or share2@share3@share4.
(4,4): sharel®@share2@share3@share4.

Where @ indicates the XOR operation.
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Table 2. The codebook of the proposed scheme.

Pixel [si|s2 | B8] 4] [si| 2] B8] 4] [si| 2 B8] 4] [si|s2 | B8] A ]
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3. Experimental Resultsand Performance Analysis

The binary text image with size of 261x127 is taken as a secret image as shown in fig. 2 (a) to conduct the
experiment of the proposed scheme. The codebook is designed based on the transport of basic matrices that are used
in the current scheme. Firstly, one pixel is taken as input by raster-scan order. Then each pixel of secret image is
successively taken into the codebook of this schemein order to generate four shares with the same size of the original
secret image as shown in fig. 2 (b), (c), (d) and (€). As you can notice, fig. 2 (h) shows the recovered image by
superimposing the four shared images by performing X ORing operation without distortion.
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Fig. 2. The proposed scheme, (a) the secret image, (b),(c),(d), and (€) the shared images , (f) the reconstructed image(sharel&?2), (g) the
reconstructed image(sharel,2& 3), (h) the reconstructed image(sharel,2,3& 4).

The XORing operation permits the complete restoration of secret image [15]. The XOR-based VC was firstly
suggested to increase the quality of the reconstructed image and solve the problem of pixel expansion [16]. The
reconstructed image by superimposing two or three shared images together also has a quite good contrast as shown in

fig. 2 (f) and (g).
3.1 Performance Analysis

The proposed scheme results in the following advantages: (1) The reconstructed images have the same size of
the original secret image that means that the pixel expansion equals one. (2) Due to that it saves the storage space of
the participants, provides fast transmission via public network, Internet, and other communication channels. (3) The
image obtained after stacking the shared images appears accurately. In addition, in case of reconstructing (4,4) for the
proposed scheme by using XOR operation, the reconstructed image quality increases and there is no distortion. This
can be evaluated by Peak Signal-to-Noise Ratio (PSNR) which is used to measure the visual quality of the recovered
image with respect to the original image.

To calculate the PSNR, the Mean Squared Error (MSE) should be calculated first. The PSNR and MSE can
mathematically be expressed as eg. (1) and eg. (2):

MSE=

S Sohj -2 &)
) —
|\/|xNi:1j:1J |

PSNR =10x |ogR—2 @
MSE

Fundamentally, while the M SE value should be as low as possible, the PSNR should be higher. A higher
PSNR indicates lower variation between the secret image and the reconstructed image with a good visual quality.
However, when the PSNR value is equal to oo, it indicates that the scheme provides a maximum visual quality [17-
18].

Table 3 shows the obtained values of MSE and PSNR between the original image and the recovered image
of each possible construction of the proposed scheme.

Table 3. The MSE and PSNR values of the possible constructions of the proposed scheme.

The proposed scheme MSE PSNR
(2,4) 0.0482 13.1687
(34) 0.2512 5.999
(44 0 w

For the proposed scheme in case of (4,4), the obtained values of PSNR and M SE are 0 and 0, respectively.
These values prove that the proposed method, especially in case of (4,4), isoptimal due to the fact that thereis no any
difference between the recovered image and the original secret image.
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Recently, many of visual secret sharing schemes have been proposed for securing the secret image. The
current results in comparison with the some previously published schemes are shown in the table 4.

Table 4. The results in comparison to some published schemes.

Scheme Secret image Pixel expansion  Aspect ratio Reconstructed image
Ito et al.’s scheme 1999 Binary (mxn) 1 Unchanged Lossy
Yang's scheme 2004 Binary (mxn) 1 Unchanged Lossy
Yang and Chen’'s scheme 2005 Binary (mxn) Variable Changed Lossy
Yang and Chen’'s scheme 2006 Binary (mxn) Variable Changed Lossy
Pal et a.’s scheme 2010 Binary (mxn) Variable Changed Lossy
o o
Proposed scheme Binary (mxn) 1 Unchanged 34) Lossy
(4,9 Lossless

4, Conclusion

In recent years, methods of secret sharing have been devel oped for V C based on the Naor and Shamir method.
Y et, the pixel expansion and distortion of recovered secret image are still the main challenges and problems that have
been unsolved. In the present paper, a new method has been proposed to solve such issues. The proposed method is
to refute the pixel expansion based on codebook and transport of matrices in order to get hold the security of secret
image and solve the problem of pixel expansion and the lossy of recovered image. From the experimental results, the
shared images in the proposed scheme have the same size of the original secret image. Moreover, by using XORing
operation, the secret image can perfectly be recovered, especialy in case of XORing four shared images together.
Furthermore, the proposed method provides fast transmission via public network, Internet, and other communication
channels.
Future work can develop an image sharing method for gray-level images with enhancing the security of shares
against of number of attackers they have an ability to collect all the shares passing in sequence over the network.
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