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ABSTRACT AND KEYWORDS

The master's thesis analyzes personal (individual) digital human rights, the violation of which
restricts the right to conduct business in the digital sphere. The author characterizes the rules
for observing digital human rights through mandatory registration and licensing of digital
enterprises, as well as compliance with the GDPR. The issues of legal and digital liability,
application of administrative and financial sanctions for violation of rights are investigated

based on the experience of European countries.
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INTRODUCTION

Today, digital technologies are constantly evolving and the ways in which they are used

are reflected in absolutely all areas of our society: education, healthcare, various types of
industry and business, government activities, etc.
One of the important factors that accelerated the development of digital technologies and
opened up the field of remote management is the COVID-19 pandemic, as lockdown
conditions, restrictions on the movement of individuals, allowed many segments of the
population to function and operate remotely for a long time.

However, despite the positive developments in the content of digitalization, there are a
number of specific problems, including the increasing inequalities caused by the digital
divide, the emergence of fair competition in online markets, privacy and consumer protection
issues in the field of digital security.

When analyzing these factors and problems, it is important to note that international
norms and principles of the United Nations on human and business rights, which can and
usually are violated in the digital environment, are of particular importance and require
appropriate protection.

For example, the UN Guiding Principles on Business and Human Rights include:

1) the obligation of the respective state to protect human rights from violations by third
parties, including businesses;

2) the duty of business to respect human rights, which should be manifested in due
diligence regarding the possible negative impact of a particular business activity;

3) the obligation to ensure the effectiveness of judicial, state, extrajudicial and non-state
remedies.

The relevance and novelty of this study is the active manifestation and realization of
digital rights by society, the opening of digital businesses, the transition of society to an
electronic mode, the active use of artificial intelligence, and so on. The above has
significantly increased the level of violations of digital human rights, the protection of which
is currently well regulated in the EU and its Member States.

In this work, I investigate the mandatory nature of business licensing in the digital
sphere and the importance of registration processes, and point out the need to regulate
registration processes by legislating them and having them duly formalized as a mandatory

procedure. I examine not only the types of legal liability in the form of administrative and



financial sanctions, but also the types of digital legal liability in the field of digital
technologies.

The subject of the study is restrictions on the right to conduct business in the digital
sphere in the interests of human rights protection.

The object of the study is the social, legal and administrative relations arising from the
protection of human rights in the context of doing business in the digital sphere and their
restriction.

The purpose of the study is to identify the specifics of human rights in the digital space,
the process of their protection and the types of liability for their violation. In accordance with
the purpose, the author of the study has the following tasks:

1) to reveal the protection of fundamental human rights in the digital space;

2) to determine the mandatory nature of business licensing in the digital sphere today;

3) to explore the importance of registration processes for digital enterprises for the
proper protection of human rights;

4) to characterize the implementation of privacy and security of personal data of
consumers by digital enterprises;

5) to determine the process of implementation of human rights protection in digital
enterprises by European legislation;

6) to identify administrative and financial sanctions for digital enterprises in case of
human rights violations;

7) determine the types of legal liability for digital enterprises that violate human rights
on a regular basis.

The methodological basis of the work includes general scientific and special methods of
scientific knowledge as follows: comparative legal method - to establish the concepts of
different scientific approaches; the method of distinction from the concrete to the abstract -
for analyzing scientific approaches, identifying features, and developing scientific thought;
the method of system analysis for building a logical research; the method of analysis and
synthesis - to determine the importance of registration processes for digital enterprises, for
the proper protection of human rights, to characterize the process of implementation of
privacy and security of personal data of consumers by digital enterprises; method of legal
analysis - to reveal the content of the protection of fundamental human rights in the digital
space; the method of legal reality - to determine whether licensing of business in the digital
sphere is mandatory today, to determine the process of implementation of human rights

protection in a digital enterprise by European legislation; systemic method - to determine the



types of legal liability for digital enterprises that violate human rights on a regular basis, to
establish administrative and financial sanctions for digital enterprises in case of human rights

violations.



PART 1
1.1. Importance of licensing business in the digital sphere and registration of

digital enterprises as an important element of human rights protection

1.1.1. Protection of fundamental human rights in the digital space

Human rights have been conceptualized and regulated in response to the historical
experience of violations of human freedom by the state and its bodies (Khrystova, 2018, p.
130-135).

The central place in the very idea of human rights protection is occupied by the state's
obligations to prohibit interference in the sphere of individual freedom, requirements for
respect for human rights, their guarantee and provision, protection and promotion of their
realization (Uvarova, 2019, p. 8).

These obligations of the state, by their nature, have an international and constitutional
nature, because their legal basis is international human rights law and the constitutional legal
order, namely the norms and principles of constitutional law. (Hristova, 2018, p. 433).

When analyzing these legal norms, it is important to note the concept of international
human rights standards. I support the position of O. Uvarov regarding the definition of the
above concept as universally recognized norms and principles of international law which at
the universal level affirm the status of a person as the highest social value and, accordingly,
establish a list of fundamental rights and freedoms, the obligation of states to respect them, as
well as the limits of possible or permissible restrictions on them (Uvarova, 2019, p. 9).

At the same time, it is important to note that the main documents that enshrine
international standards on fundamental human rights and their protection include:

1) The Universal Declaration of Human Rights (1948), (Universal Declaration of
Human Rights...);

2) Document of the Copenhagen Conference on the Human Dimension of the CSCE
(1990), (Document of the Copenhagen Meeting - Conference on the Human Dimension of the
CSCE...);

3) Outcome Document of the Vienna Meeting of Representatives of the participating
States, (Final Document of the Vienna Meeting of the Representatives...);

4) International Covenant on Economic, Social and Cultural Rights (1966),
(International Covenant on Economic, Social and Cultural Rights...);

5) European Social Standard (1961), (European social standard...);



6) Final Act of the Conference on Security and Cooperation in Europe (1975), (Final
Act of the Conference on Security and Cooperation in Europe...);

7) The European Convention for the Protection of Human Rights and Fundamental
Freedoms with Protocols (1950), (Convention for the Protection of Human Rights and
Fundamental Freedoms...);

8) Conference on Security and Cooperation in Europe (1989), (Conference on Security
and Cooperation in Europe....);

9) International Covenant on Civil and Political Rights (1966), (International Covenant
on Civil and Political Rights...);

However, not only the binding norms mentioned above include international human
rights standards, but also soft law norms, as opposed to contractual norms. These standards
are used to fill in gaps in the law, to characterize and interpret norms, and to directly
contribute to their development. At the same time, they play one of the most important roles
in the process of implementation of international law (Prof. V.V. Phillipov, 2011, p.17).

The content and text of the so-called soft law is not legally binding as most adhere to
the principles and norms reflected in international documents or agreements that have a
recognized authoritative value as a vision of the aspirations, intentions and positions of
international organizations and their bodies.

States themselves and their agencies may have recourse to soft law for the following
reasons:

- when they are unable or unwilling to adopt measures of a more stringent nature, it is
advisable to outline future directions and fill or remove gaps in the international legal order;

- in cases where state authorities have concluded that legally binding mechanisms are
not the best tool to address the immediate problem;

- in cases where the state gains a political impetus to avoid additional binding measures
(O’Brien, 2018).

International law on human rights and their protection plays an important role at the
national level and directly affects the domestic legislation of the European Union (EU)
member states. Therefore, direct international treaties on the subject matter impose
obligations on the Member States, as this has important consequences for all national
authorities (legislative, executive and judicial).

Thus, human rights in today's realities should be considered certain requirements

addressed to states. This understanding is fully consistent with the classical structure of



understanding human rights, which includes the addressee (bearer of obligations), the bearer
of the right and the subject of the right (requirements), (Alexi, 2008, p. 174).

It should be further noted that not only the state is the main actor in the protection of
human rights. Gradually, the framework of the classical concepts of human rights and their
protection has been established in international law through the recognition of businesses as
bearers of human rights obligations and their protection.

Turning to the analysis of the protection of rights violated in the digital space, it is
worth noting that the rapid development of technology, changes in old legal relations and the
emergence of new forms of business and economic activity, asymmetry of information and
the increase in the online life of individuals raise the issue of conceptual law in terms of its
legal regulation and legal practice.

In other words, the most important values for a person are freedom, the rule of law and
justice. And if his or her rights are under threat - their protection requires consideration,
changes and implementation of new legal instruments.

Thus, in order to analyze the protection of human rights in the digital space, I believe it
is important to define the concept of digital human rights. Today, there are two
understandings of this aspect. While the first understanding refers to human rights, the
protection and realization of which are closely related to the use of online components and
digital tools, the second refers to those human rights that arise in the course of activity and
claim to be fundamental and fundamental in the digital space.

Thus, the list of digital human rights should include the following fundamental rights,
namely the right to information, privacy, participation in public affairs, freedom of expression
and opinion, the right to be forgotten and, accordingly, to anonymity, and the general right to
the Internet (Right to privacy..., 2003, p. 19). One of the most important issues of human
rights protection in the digital space is the protection of information about private life
(Milanovic, 2015, p. 64).

This is due to the fact that in the digital environment information about personal and
private life is disseminated and threatened quite often. As is well known, the disclosure of
private or personal information of a person can affect not only the moral state of such a
victim, but also the position of a person in society.

Also, despite the fact that digital space is increasingly filling the life of society today,
international civil society organizations emphasize that the Internet is the space that threatens
human rights defenders. This is because society is increasingly exposed to attacks and abuse

by private actors simply because of their activities on the Internet in support of human rights.



In the following, I propose to consider the protection of digital human rights, which are
most susceptible to violations and threats in the current context.

1. The right to be forgotten. This right allows a person to demand that the relevant
entity, under appropriate conditions, remove his or her personal data from public access
through search engines, i.e., to remove those links that, in the opinion of a particular person,
may harm the latter (Derevyanko, 2023, p. 55).

Today, the right to be forgotten is reflected in some decisions of the Court of Justice of
the European Union (hereinafter referred to as the EU Court) that directly relate to the
protection of this right. The most appropriate example would be the case of Google v. CNIL"
case of the French regulator on the possibility of covering the global nature of the right to be
forgotten in connection with the problems that arose with this multinational corporation
outside the territorial scope of the EU. Analyzing this case, I came to the conclusion that the
CJEU found that the corporation was not required to erase data outside the EU and remove
digital traces from all versions and search systems, based on the fact that citizens of EU
member states have a legal right to be forgotten, but it is not absolute and must be properly
balanced within the EU. However, at the same time, the EU Court of Justice provided
recommendations on the possible erasure of all data to the national courts of EU member
states (Google v. CNIL: The Territorial...).

It follows from the above that Google processes special categories of private data of
individuals, and if required by the national courts of the EU member states, in each individual
case, this corporation must prove that the processing and non-deletion of data is of significant
and essential interest to society.

Privacy (confidentiality) is the most important human right that needs to be protected in
today's environment, as new technologies, tools and communications complicate privacy
issues.

A relevant decision on the protection of privacy is the decision of the European Court
of Human Rights (hereinafter referred to as the ECHR) in the case of Barbulescu v. Romania.
This judgment declared the limits of surveillance of a particular employee at his or her
workplace using the latest communication channels to be limited. This proves that judicial
practice in resolving a particular conflict will be quite dynamic and controversial (Barbulescu
v. Romania [2017] ECHR 754...).

In general, the interference with a person's private life in today's realities is quite
common. Unfortunately, their nature allows them to be invisible, as a person does not always

pay attention to the means of surveillance when in a particular state of publicity.



2. Freedom of expression and speech. The protection of this right is reflected in the
balance of respect for freedom of expression of privacy and views, counteraction to hate
speech, protection of honor, reputation, dignity, data, and legitimate interests.

For example, the balancing of fundamental rights today should not only strike a balance
between individual privacy and the freedom of the media at the national level, but also take
into account different interpretations of the content and scope of these rights, if, for example,
a certain conflict concerns the digital environment or the use of digital tools. For instance, if
there is a conflict between the right to protect private data and the right of the media to
process such data, the importance of freedom of expression and the role of the media for
freedom of information is taken into account. However, at the same time, the issue of
protection against excessive coverage of personal or private data of a person is determined
(Razmetayeva, 2020, p. 22).

At the same time, international law on human rights and their protection is ensured not
only by joint international and EU law, but also by the domestic legislation of each individual
EU member state.

In today's realities, human rights should be considered as requirements addressed to
both the state and its relevant bodies and enterprises, and, in accordance with the issue under
study, to digital enterprises.

Thus, in the digital space, it is digital rights, the realization and protection of which are
closely related to the use of online components and digital tools, as well as those that arise in
the course of digital activities and claim to be fundamental in the digital space, that need to be
protected first.

The list of digital human rights includes the following fundamental rights, namely the
right to information, privacy, participation in public affairs, freedom of expression and
opinion, the right to be forgotten and, accordingly, anonymity, and the general right to the
Internet. In addition, the analysis of the ECHR and the EU Court of Justice case law revealed
that each individual case is considered separately and all factors are weighed for a full and

lawful resolution of the case on the merits.

1.1.2. Mandatory business licensing in the digital sphere today

The digital enterprises, both large and small, must adapt to the standards of today. This

is quite a challenge for them but, at the same time, new opportunities are opening up for



enterprises, namely, to achieve better efficiency and increase their competitiveness in the
digital market.

Digitalization in companies is the replacement of conventional production and business
processes with their digital equivalents, monetization of existing data. Today, it is an
important element of market success and often even one of the main conditions for
maintaining positions in the digital space.

It is important to note that the digitalization of processes is relevant not only at the level
of individual enterprises, as entire industries choose this path of development as the only way
to meet the rapidly changing conditions of the world around them. As a result, the digital
transformation of industry, retail, the public sector, and other areas is already changing the
lives of every person and every company.

Digital technologies make it possible to organize the most personalized interaction,
which is preferred by most customers. Digital communication channels, omnichannel,
artificial intelligence, and robotics are already part of our daily lives. For example, the digital
transformation of banks cannot do without chatbots, and the pharmaceutical industry actively
uses modern mobile devices in its work.

The introduction of advanced and new technologies transforms traditional economic
processes by opening new market niches, improving the quality, speed and availability of
services, changing the market environment, changing the way of doing business, making a
profit from it and adjusting production to the current needs and tastes of a particular
consumer. At the same time, in order to form a digital economy that will meet the current
realities of today, it is necessary to achieve an active dialogue between business and law,
government and society, by focusing the state's efforts on developing and creating effective
legal regulation using the latest technologies, as well as eliminating problems that create
obstacles to business development, such as minimizing burdensome procedures and rules that
are unnecessary and eliminating bureaucratic burdens.

Due to the change in the regulatory paradigm, most countries in the world are searching
for and subsequently implementing the experience of successful legal instruments and
practices to improve the national regulatory system. This will make the system consistent,
more flexible and responsive to market and technological changes. It will help to reaffirm
their credibility and enjoy significant trust from the business community.

The issues of creating a favorable regulatory environment are still relevant today, as

despite the implementation, streamlining and updating of the legal framework, harmonization
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of the development of public relations, there are risks of violation of rights in the digital
sphere.

When analyzing the aspects of improving legal regulation in the area under study, it is
important to reveal the content, concepts and clearly outline the field with possible problems
and adapt it to the new and modern technological reality by adopting innovative regulatory
decisions.

In the course of analyzing the concepts established in legal science I have defined that
within the framework of the general theory of law, legal regulation is the influence of law on
various relations in society. At the same time, many scholars understand legal regulation as
an effective regulatory and organizational impact on the relevant social relations through the
system of legal means.

It is important to note that the most important social relations may also be subject to
legal regulation. For example, with regard to economic relations, their legal regulation is
related to the implementation of economic activities and is reflected in a set of measures to
apply mandatory requirements to business entities by the state, appropriate measures to
influence those who violate the requirements, as well as supervisory, notification and
permitting procedures.

From the content of these concepts, it is possible to determine the sequence of elements,
namely:

- establishment of mandatory rules, standards and, of course, requirements;

- control over their implementation or compliance;

- implementation of liability measures (if the requirements are violated).

The set of requirements that have the status of mandatory is the basis for regulating
legal relations in the economic sphere and their violation leads to negative consequences for
business and liability of the controlling entity. Additionally, it may further affect the security
in the field of regulated public relations.

Considering in more detail the legal framework for the protection of human rights
through the prism of licensing digital enterprises, the first to be noted are the UN norms,
namely the "Convention for the Protection of Human Rights and Fundamental Freedoms", in
which:

- Art. 8 provides for the right to respect for private and family life, as most digital
enterprises often require the input of personal data, which allows the state to request a

license;
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- Art. 10 provides for freedom of expression, which can be more applicable to digital
enterprises that disseminate certain information, and the state can also require a license for
such enterprises (Convention for the Protection of Human Rights and Fundamental
Freedoms...).

The foregoing allows me to conclude that the qualitative and rational construction of a
system of mandatory requirements that are understandable to both business and regulatory
authorities is the basis for effective legal regulation of economic activity in the digital reality.

As for the protection of human rights through the prism of licensing of digital
enterprises this protection is realized through the state, namely its initiative and warning to
digital enterprises that collect or disseminate certain information, which can further protect
people's right to privacy and freedom of expression (however, it should be borne in mind that
freedom of expression is a rather specific issue and in most cases countries can restrict this
issue by national law for the purpose of protecting their own interests). Therefore the
requirements should be appropriate, feasible, clear and reasonable, in line with the level of
development of digital technologies, and in line with the needs and principles of a market
economy. At the same time, it is important to note that the relevance of digital rights, rather
than general human rights, is accompanied by the fact that today the world's population
spends more and more time using digital technologies, the Internet and online media.

The digital transformation of the economy and business activities in particular has
suffered to a greater extent from the instability of legal regulation, since the fullest disclosure
of the potential of digital technologies is ensured primarily through their active use in all
aspects of business: processes, products, services and decision-making approaches
(Economic Commission for Latin America and the Caribbean...) The Economic Commission
for Latin America and the Caribbean notes is quite significant for the issue under study, as it
implies that the emergence of transformations of their own capabilities in most enterprises
and the transition from physical to digital tasks is not easy, as it requires large physical and
economic needs that not everyone can afford. However, it should be noted that there are
certain contradictions in this opinion regarding the instability of legal regulation, which is
caused by constant changes and improvements in the digital sphere.

Considering this contradiction through the prism of digital licensing, legal regulation
also remains quite unstable, as the digital sphere is not limited to national borders, which
leads to adaptation to international standards, rapid change in the digital sphere, where each
situation needs to be considered separately, and most countries try to group them in one law

and further improve it, which does not allow for full consideration of others.
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In addition, it is important to mention that a large number of areas of social relations,
within which types of supervision (control) and mandatory requirements are organized into
certain groups, are dispersed in different regulatory sources. In some cases, many
requirements are contradictory or duplicate each other, sometimes even redundant, making it
impossible to create an exhaustive list, and for controlled entities it is difficult to understand
what exactly will be subject to inspection. The situation is also complicated by the fact that
traditional approaches to regulating objective reasons have exhausted their potential
resources, while the latest regulatory technologies have insufficient methodological and
descriptive basis and are not sufficiently adapted to existing institutions and the
implementation of real legal relations.

Analyzing the legal framework, namely Directive 2000/31/EC of June 08, 2000, in
particular the Directive on e-commerce, which reflects the rules of the obligation to license
an enterprise in the digital space:

- according to Art. 5, the service provider is obliged to provide information for quick
communication with him;

- according to Art. 6, the provider must comply with the rules on contracts that allow
for the withdrawal from them within a certain period of time;

- according to Article 10, the supplier must comply with the transparency of digital
commerce (Case C-298/07: Judgment of the Court (Fourth Chamber)...).

Next, it is important to note the Directive on Copyright in the Digital Single Market
(2019/790/EU), where special attention should be paid to:

- Art. 2, which provides that authors may prohibit or authorize the use of their works;

- Art. 3, which provides that authors have the right to grant licenses to use their works;

- Art. 15, which provides that a Member State has the right to require a digital
enterprise to record proof of an agreement to use an author's work;

- Art. 17, which provides that a Member State has the right to require a digital
enterprise to personally control and monitor the information that is uploaded;

- Article 18 provides that a Member State has the right to demand from a digital
enterprise to receive information about the persons who have downloaded the information
(Directive (EU) 2019/790 of the European Parliament and of the Council ...).

It is also worth mentioning the Electronic Communications Directive (2002/58/EC),
namely:

- Art. 5, which provides for the requirement to provide users of digital enterprises with

information about their rights and obligations (e.g., the right to privacy);
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- Art. 6, which provides for the protection and confidentiality of user communications;

- Art. 8, which provides for the protection of minors from harmful content.

Thus, the above provisions of the Directives reflect the importance of a license for
digital enterprises, which, in the course of their activities, fulfill one of their direct
responsibilities - to protect human rights.

For instance, using the example of the Federal Republic of Germany (hereinafter
referred to as Germany), I propose to consider the specifics of the rights and obligations
regarding the licensing of a digital enterprise.

First of all, Germany has a variety of digital licenses covering different types of digital
content, ranging from software licenses to music and image licenses. In other words, there is
a wide range of digital licenses in this country that can be used for different purposes.

Digital licenses have different forms and for different types of digital content, the most
common types of digital licenses in Germany include:

1) Software licenses. The content of this license is manifested in the essence of the
agreement between software developers and users, which allow the latter to use certain
software programs on their devices. Depending on the agreement, software licenses may
include various rights of use, such as perpetual, time-limited, use on a specific device, or use
for a specific purpose.

2) Music licenses. The content of this license is an agreement between music
publishers, music studios or performers and users that allows users to use music in a certain
way. The rights of use may vary depending on the agreement, for example, the right to
broadcast, download or share music.

3) Image licenses are agreements between image agencies or image rights holders and
users that allow users to use images in a certain way. The rights of use may vary depending
on the agreement, for example, the right to use images for a limited time, size or type of use
(The new digital edge: Rethinking...).

There are also other types of digital licenses, such as license agreements for e-books,
videos, or games. Each type of digital license has its own specific terms of use and
restrictions depending on the specific agreement.

Digital licenses are governed by various legal frameworks in Germany, and the key
legal principles relating to digital licenses include:

a) The Copyright Act (UrhG) regulates the legal relationship between authors and users
of protected works. It protects authors against unauthorized use of their works and guarantees

them the right to compensation. Digital licenses are usually regulated by the Copyright Act
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and must comply with the provisions of the law (Gesetz liber Urheberrecht und verwandte
Schutzrechte...).

b) Contract law. Digital licenses are governed by contracts between rights holders and
users. Contract law regulates legal relations between the parties and ensures compliance with
contractual agreements. Contractual terms and conditions must be clear and unambiguous to
create a legally sound basis. It is important that users carefully read the terms of a digital
license before accepting it (Vertragsrecht fiir Nichtjuristen...).

c) The Data Protection Law - regulates the processing of personal data. In many cases,
users are required to provide personal information in order to purchase or use digital licenses.
The processing of personal data by the copyright holder must comply with the provisions of
data protection law. Therefore, users should always check how their personal data is stored,
processed, and made available (EU GDPR).

Thus, when analyzing and issuing a digital license, it is important to note:

1) the subject matter of the agreement, which describes its digital content (software,
images or music). This is necessary for users to choose the right license.

2) the scope of use, which describes how the digital content is to be used. This can
include various restrictions and conditions, such as the number of devices on which the
digital content can be used or the purpose of use.

3) license duration, which indicates the duration of the use rights. This can be a
time-limited or perpetual license. For example, a time-limited license can be valid for a
certain period of time or a certain number of uses.

4) commission - describes the price that the user must pay for the use of digital content
(one-time commission or periodic payments). The amount of the commission depends on
various factors (the amount of use or the duration of the license).

5) liability and warranty - describe the legal obligations of the parties to the contract.
For example, rights holders can be held liable if digital content does not work as agreed. This
ensures that users can expect a certain quality of digital content.

Considering the above, it can be concluded that in order to guarantee users their digital
rights, it is important to comply with legal obligations when purchasing a license. At the
same time, many EU member states have already implemented improvements in legal
regulation, i.e., old and inappropriate acts are being repealed and new timely ones are being
introduced. Thus, in ensuring legal stability, it is important to take a comprehensive approach,
including the introduction of a comprehensive, full-fledged digital licensing regulation

system.
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The above also allows me to note that licensing of the digital sphere is quite significant
in today's conditions, as it allows protecting consumers from fraud, ensuring transparency to
all participants in the digital space, and helping to combat criminal and illegal content in the
digital sphere.

However, it is also necessary to note the negative aspects of such activities, which are
expressed by the fact that many digital spheres are not intended to earn large amounts of
money, but are only used as an information base, increased costs and a large number of
bureaucratic actions for licensing may force people to refuse to sell in the digital sphere, and
inefficiency due to the rapidly changing digital sphere can be a separate point. Thus, digital
licensing of businesses plays an important role in the human rights protection system. To
date, all EU member states have brought their national legislation in line with the
comprehensive, full-fledged system of regulating digital licensing and protecting human
rights from the state. The main components of a license, which are necessary to guarantee
users their digital rights, include legal obligations when purchasing a license: the subject of
the contract, the scope of use, the duration of the license, the fee, liability and warranty. From

my point of view, no improvements to the licensing system are needed today.

1.1.3. The importance of registration processes for digital enterprises for the proper
protection of human rights

Registration processes of digital enterprises play an important role in the human rights
protection system, as the process of acquiring the right to engage in digital business activities
requires clear regulations and compliance with the relevant rights and obligations. The
country is interested in regulating the registers of companies and entities engaged in both
business and digital enterprise activities, since the act of registration and its publication can
influence legal transactions and enter into legal relations with third parties.

For legal security purposes, it is also very important that all parties to legal relations are
familiar with the basic data of digital business entities, and this can only be achieved through
the use of digital technologies or online availability of such data. However, in recent years,
this procedure has been supplemented by the possibility of electronic registration of business
entities. Historically, the registration of business entities arose almost simultaneously with the
need to organize activities in one of the established forms of business entities.

The Commercial Code, adopted by Milos Obrenovi¢ I in 1861, also contained

provisions on the obligation of every trader, whether working alone or in partnership, to
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report the company under which he wanted to operate to a certain commercial court. In
addition, the trader was obliged to publish his company and shop in the official newspaper,
together with the approval he received from the court to carry out the declared work. Also,
when the merchant carried out his direct activities, he had to keep reports and send them to
the commercial court (Milo$ Obrenovic...).

For example, the Republic of Croatia had a Commercial Law, i.e., legal article XVII of
1874, which was territorially applicable in Croatia and Slavonia. This law provided for
mandatory registration, which was carried out by commercial courts in the form of a special
book. It also determined the publicity of the register, which was of two types, i.e. one was
kept for traders, which would correspond to today's idea of entrepreneurs, and the other for
companies.

At the same time, the company registration system was introduced in the UK in 1844.
Australia, as a British colony, also received its own legal legislation in the 19th century. An
important document of business registration is the Directive on the establishment of a central
company register throughout the European Union, which was adopted by the European
Parliament in 2012, and which had to be ratified and implemented by the member states by
July 7,2014.

The aforementioned Directive became invalid in 2017 as a result of the newly adopted
Directive (EU) 2017/1132 of the European Parliament and of the Council of 14 June 2017,
which in its content relates to certain aspects of company law, provides for possible
cross-border access to business information about companies, including their branches
established in other EU states. This can be greatly enhanced by the mandatory participation
of absolutely all EU member states involved in ensuring electronic communication between
the relevant registers, transfer of information to direct users in a standardized manner, and
compatible technologies using identical content within the EU. This interoperability of
registers is ensured by the national registers of the EU states that provide the relevant services
and are the European central platform and its interface.

The content of the platform itself should be a centralized set with the use of information
technology capabilities that form a common interface during integration. All national
registries, in turn, should use this interface. At the same time, it should provide services for
the formation of the interface through the portal, which is a European electronic access point
and additional points for EU states. The platform should also explore how registries can be
combined, but not as a third-party legal entity, and be able to disseminate information in a

standardized message format, exchange information technology systems in the appropriate
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language version, from EU registries to other competent registries of other states (Directive
(EU) 2017/1132 of the European Parliament and of the Council...).

The above directive has a significant impact on human rights protection, as it provides
for simplification of access to information, which especially allows for transparency (applies
to consumers, investors and other stakeholders), pays attention to the protection of personal
data (privacy and security of human rights) and ensures access to information for everyone
(important for ensuring justice and equal opportunities for everyone).

All of the above cases have in common that the relevant company registers and, of
course, business in general are always under the jurisdiction of the legislature and,
accordingly, the state, and their organization is carried out through the relevant regulations.
Subsequently, their organization is realized through the judicial and executive branches,
depending on whether the relevant registration is carried out by specific courts or, possibly,
by a special administrative body. The direct data entered into the registry and made available
(public) to third parties ensured the security of both legal and business transactions. Thus, the
information in the registers was considered to be true until proven otherwise, and the registers
themselves were so-called public books. Thus, the state is interested in legal regulation of this
sphere, in the implementation of practical application of legal norms and is successfully
supported by it (Yuanpehen cepBuc "ePeructpanuja ocHUBama HMPUBPEIHOT IpymITBa'...).
With the creation of an electronic database (modern registers of business entities), the age of
digitalization and the use of modern technologies at the stage of establishing a business
entity, namely its registration, has begun. It is important to note that since the beginning of
the twenty-first century, this trend has spread globally in the international arena. For example,
in the Republic of Serbia, starting in the second half of 2018, it became possible to carry out
the entire process of registering business entities online, without physically sending certain
documents by mail, and the registration itself turned into a full electronic registration. Of
course, in order for electronic registration to be possible, certain conditions must be met (the
applicant must have a qualified electronic signature certificate, have the appropriate program
installed on the computer, have a payment card with which to make payments, etc.)

However, this important step in providing electronic registration confirms previous
statements that digital technology has made business easier for businesses, saved time and
money, and has also uncovered many problems that did not exist before or that are existing
dilemmas.

After the establishment of the Enterprise Registration Agency in Serbia, one of the

dilemmas that still exists is whether the relevant administrative body, funded by the
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non-governmental sector, can be even more professional and independent in its content than
the direct judicial registry - the special registration department of the courts. At the same
time, after the establishment of the Agency, the registration of business entities acquires the
status of a legal entity, and this action has become a formal procedure that determines the will
of the founder and registrar. That is, the entry of a business entity in this register is not
declarative, but constitutive, when such an entity is new, different from the previous one, or
the founders have changed. The continuing establishment of the Enterprise Registration
Agency is appropriate and important. As I have noted above, the fact that the Agency is
professional and independent will greatly simplify the acquisition of legal entity status by
business entities. But I also believe that the procedure has become very simple. This means
that obtaining the status of a legal entity through the Business Registration Agency requires
legislative regulation, namely, a relevant law with a clearly defined procedure for obtaining
the status, obtaining permits, entering into electronic databases, and submitting the necessary
documents for registration. This will further ensure and further guarantee the digital
protection of entities' rights.

The above allows me to understand that registration processes are quite significant for
the protection of human rights, as they can quickly identify a digital enterprise and respond
promptly in case of human rights violations, and allow the state and state bodies to control
the activities of digital enterprises (where the most vulnerable are consumer rights,
intellectual property rights, etc.). The process of acquiring the right to engage in digital
entrepreneurship requires clear regulations and compliance with the relevant rights and
obligations. However, it is worth noting that an improved system of business registration
exists in the EU countries and is based on the Directive on the establishment of a central
register of companies throughout the EU. And the specifics of digital rights protection are
that today the only international legal document that regulates the processes of digital human
rights protection and establishes sanctions for their violation is the GDPR. However, not all
countries in the world are EU members and comply with the GDPR. Therefore, it is
important for all countries of the world that are actively engaged in digital interaction to
create an appropriate regulatory act on the protection of digital rights of individuals at the
national level and establish clear regulations, procedures for the establishment and
registration of business entities. Digital enterprises also have access to government services
and programs, which standardizes the opportunities for all participants in the digital space, as

everyone has the right to engage in this type of activity.
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PART 11

2.1. Study of human rights protection mechanisms in digital enterprises

2.1.1. Content monitoring mechanisms implemented by digital enterprises as one

of the elements of human rights protection

Nowadays, the implementation of privacy and security of personal data by digital
enterprises is important and quite relevant, since digital enterprises are a kind of database that
stores significant amounts of user information, such as full name, address, phone number,
user's email, personal correspondence, etc. It should be noted that even the most insignificant
information about a consumer is important, as it can be used by fraudsters as a manipulative
tool.

Therefore, data protection is important not only for business owners and consumers, but
also for most countries that aim to ensure human rights for trust in the digital sphere and
reduce the risk of legal problems.

Considering the EU regulatory framework for the protection of personal data of consumers,
the following laws can be noted, namely:

1) General regulation on data protection, which provides rules for digital enterprises
that collect, use and store personal data of consumers in their activities (EU GDPR..);

2) the Directive on electronic commerce, which sets out the rules on how businesses
should collect and use personal information of consumers in their activities (Directive
2002/58/EC of the European Parliament and of the Council...);

3) the Directive on Privacy and Electronic Communications, which sets out the rules for
how digital businesses should collect and use consumer personal information in electronic
communications (Directive 2000/31/EC of the European Parliament and of the Council...).

The above laws have become the standard of privacy and security - not only from the
point of view of the state and relevant companies, but also in the eyes of consumers, users
and society as a whole (EU GDPR...);

Customers want their personal data online to be as secure as possible, but at the same
time they expect innovative services, both online and in stores.

It is also well known that personalized products and services provide a strategic
advantage. However, all personalization relies on one fundamental resource: personal data,

without which it is impossible to personalize an individual.
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Of course, personalization is a complex topic that can encompass several different
levels:

1) In the simplest terms, personalization is based on known factors such as location
based on IP address. Stores already use this feature, for instance, to display information in the
local language and currency, but there are websites that go further by adapting content to the
current situation in a particular location (such as weather or special events). Of course, even a
free VPN program can thwart these efforts, but that doesn't change the fact that the practice is
generally beneficial to companies.

2) On the other hand, people usually start using personal data when a user creates an
account and becomes a regular customer. In this case, people have their basic data (name and
surname, location, etc.), as well as their activity history. At this stage, most organizations start
using the collected personal data for specific purposes, such as recommendation systems,
personalized newsletters, and advertising.

3) The next level is advanced automation. In advertising or social media, companies
have learned to use data as much as possible and wherever they can. And it is at this level that
the greatest resistance is usually encountered, and personal data controllers face all sorts of
problematic issues (Personenbezogene Daten — Wichtige Regelungen im Datenschutz...).

Considering privacy and personalization from the customer's point of view, the answer
is simple: the user is ready to provide some personal data, but expects it to be used on his
terms, and consent to its processing will be as easy to withdraw as to provide. Now, while
expressing consent to personal data processing is something standard, the rules for
withdrawing consent are not very transparent in practice.

Companies that would not have invested in advanced business technologies ten years
ago are now doing everything they can online. Even if the company itself operates only
stationary. A store or cafe wants to have its own special app. However, in many cases, it
doesn't allow placing orders online and doesn't cover other typical online services.

Such apps are just a special way of collecting data. They allow consumers to participate
in loyalty programs, receive personalized offers, and are encouraged to make further
purchases.

Companies should ensure that personal data is clearly identified at the time of
collection. At the same time, they should avoid situations where a specific individual can be
identified with an appropriate amount of anonymous data. Most businesses and organizations

appoint a data protection officer to manage data and ensure compliance with the principles of
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personal data processing, including ensuring that customers' rights, including the right to be
forgotten, are exercised.

The protection of personal data and privacy will no longer be limited to purely digital
and commercial activities. For example, hyper-personalization will also appear in advertising
on digital channels, blurring the line between virtual and physical reality, so data will be used
both offline and online.

However, it is worth considering that in the case of advertising on digital channels, we
are dealing with "banner blindness," which also makes personalization a phenomenon.
According to statistics, the level of user distrust depends on the channel or device used.
According to a 2019-2022 US report the highest level of distrust is in VR and AR (95%), and
the lowest is in smartphones (81%), although this particular study did not include websites. It
is logical that the same pattern applies to data processing consents (The Essentials for
Successful Digital Transformation (DX)...).

We also have to understand that any new technology raises doubts and suspicions in the
technological world, especially when it comes to maintaining personal data protection, so it
takes the efforts of the first users to normalize this process (Yogesh K. Dwivedi , Elvira
Ismagilova, D. Laurie Hughes...).

One of the biggest benefits of stricter data controls is that it allows for audience
selection, eliminating people who subscribe to a newsletter, follow a company on social
media, or perhaps even make one purchase but end up silently discontinuing services.

If a customer decides to register or provide their data, it means that they either want it
or do not object to it. As a rule, their decision to provide personal data is directly related to
the benefits they receive in return.

Another effect of the GDPR is to increase the responsibility of companies for the
technological tools they use to an increasing extent. Companies now have to specify in their
privacy policies which tools collect consumer data and confirm that the companies that create
these tools have the appropriate permissions and consents to process the data. This also
applies to cloud-based technology solutions, in which case the data should be stored in the
relevant countries or regions. Fortunately, most cloud providers know how to protect data and
comply with regulations, often better than many companies and governments. Since it is the
proper protection of personal data that will ensure not only full protection of human rights,
personal information and positive cooperation, but also help to avoid future mistakes and

unpleasant situations.
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The easiest solution - at least for large enterprises - is to use your own tools as much as
possible. Not only does this eliminate external threats, but it also closes the data flow and has
a reassuring effect on customers.

When we talk about data privacy, we naturally mean data related to specific customers
and users. When the data is public and does not relate to specific individuals, it does not pose
a threat of a breach. While e-commerce is not the only market for such data, it certainly has
the most potential. For example, I can measure activity based on geolocated data, such as
weather. I also have a wide range of Open Source Intelligence (OSINT) databases at my
disposal (Ritu Gill What is Open-Source Intelligence...).

In this case, I am essentially combining known information with anonymous data and
thus obtaining true market knowledge. And, for instance, if I have users who create accounts
and give me more access to information, additional opportunities open up for me. Burger
King used to use geolocation for rather controversial purposes, for example, to advertise food
orders from home on rainy days. Therefore, on the one hand, this company can be said to
have partially violated the personal data of consumers, and on the other hand, it was
expanding the boundaries of its cooperation. People will undoubtedly remain concerned
about the privacy of personal information. It's safe to assume that the pressure to comply with
regulations will increase. Therefore, the first thing that the vast majority of companies should
do is to improve data management - from ensuring security and access to data to ensuring full
compliance with user privacy rules.

It is important to note that a digital enterprise actively monitors content on news portals
as part of its digital marketing efforts. Sometimes such moderation leads to an escalation of
tension, during which the norms of etiquette and morality are violated, but on the other hand,
it leads to an increase in the discussion of certain issues. The monitoring of news content
itself can be used in the future to promote the content on social networks, and the moderation
of user discussions will help to avoid violations and identify possible problems.

As we can note, digital companies are using quite creative ways to use personal data to
advertise their activities. Therefore, it is advisable for companies to develop appropriate
strategies to encourage customers to willingly provide their data. Loyalty programs and other
digital motivational tools are a perfectly balanced solution here, as they provide benefits for
both the customer and the company. In my opinion, it would be logical to build a system of
personal data protection for companies that advertise via the Internet or applications on the
phone, including geolocation. Moreover, in today's environment, the implementation of

privacy and security of consumers' personal data by digital enterprises is important and quite
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relevant, since digital enterprises are a kind of database that stores significant amounts of user
information, such as full name, address, telephone number, user's email, personal

correspondence, etc.

2.1.2. Implementation of human rights protection in digital enterprises by

European legislation

The international human rights protection system includes a core principle that is
reflected in effective legal protection and the application of appropriate access to remedies
when human rights are violated or significantly harmed. The purpose of reparation is
primarily to ensure that such harm does not recur and to remedy and prevent any future harm
to human rights.

It should be noted that legislative, public and, accordingly, financial scrutiny of specific
corporate actions on human rights is steadily growing and improving. The next step is to
consider remediation in line with the UN Principles, which are guiding, as companies are
rapidly investing in due diligence of their supply chains, staff training, risk mapping, and of
course suppliers, to further reduce human rights abuses.

For example, the UN Guiding Principles on Business and Human Rights emphasize and
recognise reparation, namely: the duty of the state to investigate and punish and ensure the
protection of human rights of violators (art. 1); the obligation of corporations to cooperate in
matters of reparation, to provide reparation if they have caused or contributed to harm
(Article 22).

In general, these UN Principles play a key role in facilitating access to redress.

For example, Article 30 of the UNGPs emphasizes that joint, multilateral and industry
initiatives based on compliance with relevant standards have ensured that effective grievance
mechanisms are in place. Such systems and standards for sustainable development are a type
of multilateral initiatives (UN Guiding Principles on Business and Human Rights...).

When the rights of rights holders have been violated, there are reasons why they turn to
the independent system of multilateral initiatives:

- accessibility (characterized by ease of navigation through the complaint procedure);

- trust and safety (due to the possibility of retaliation, it is easier to file a complaint with
a third party than with the employer);

- the reality of the existence and operation of global supply chains. Thus, it is difficult

to determine who is responsible for a violation in a transnational supply chain that is complex
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and opaque. In some cases, it may be easier to lodge a complaint with a credible and reliable
presence through an independent scheme.

Sustainable development systems can play a key role in remedying human rights
violations and abuses, and can help to increase access to appropriate remedies. This is
achieved through appropriate schemes of their own grievance mechanism, primarily for
certified organizations. In this case, it is not only the existence of such mechanisms that is
critical, but their effectiveness.

Effective grievance mechanisms in UNGPs have a clear understanding of what makes
an effective grievance system, and ISEAL's work focuses on improving the capacity of
community members to meet these criteria, referring to the relevant UNGPs accountability
and remedy guidelines. Accessibility, for example, is a key aspect, and the grievance
mechanism in principle allows rights holders to file complaints in different languages.
Therefore, immediate legitimacy requires that the mechanism enjoys the trust of those for
whom it is so difficult to invest in schemes to build dialogue, trust with relevant stakeholders,
and to maintain legitimacy through their independence. To ensure that the aggrieved party has
reasonable access to a source of information, expertise and advice, a focus on fairness is
necessary to participate in the grievance process in an informed, fair and respectful manner.

Sustainable development schemes are used to improve the system, procedures and
policies for recovery. The ISEAL Self-Assessment Tool for an Effective Grievance Redress
Mechanism is a very important first step in helping community members to improve
themselves.

Sustainability in promoting remediation at the local level and gaining knowledge about
how best they can. Finding the right partners at the local level to support remediation and
encouraging schemes operating to cooperate in the same region and sector are specific ideas
that have emerged and are relevant today.

The human rights space itself, and of course business, is constantly evolving, as
corporate responsibility for human rights is significantly regulated by legislative measures
and sustainability frameworks are also in the spotlight. Along with recognising in those
standards that address these rights, the role of the framework in remediation is fully traced.
For example, this next step will be a key distinction between those who do not cause harm
and those who seek to promote respect for and protect rights in business.

Council of Europe member states have an obligation to ensure to everyone within their
territory the rights and fundamental freedoms enshrined in the European Convention on

Human Rights (ECHR). This obligation also extends to the use of the Internet. Other
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conventions and instruments of the Council of Europe related to the protection of the right to
freedom of expression, access to information, the right to freedom of assembly, protection
against cybercrime, as well as the right to privacy and protection of personal data are also
applicable (Recommendation CM/Rec(2014)6 of the Committee of Ministers...).

States' responsibilities to promote, respect and protect rights include oversight of
private sector companies. Human rights are non-negotiable and universal in nature, taking
precedence over general conditions and standards imposed by the private sector.

The Internet is of general public value. Individuals, private entities, governments or
communities rely on the Internet for their activities and have a legitimate expectation of
access to its services that are non-discriminatory, affordable, accessible, sustainable, reliable
and secure. Thus, no one should be subjected to unlawful, unnecessary and disproportionate
interference with the exercise of their rights when using the Internet.

For the effective exercise of rights, users should be provided with appropriate support
to understand their existing rights in the event of restrictions or interference with their
freedoms and rights. Such support should include advice on how to access effective remedies.
Given the opportunities that the Internet provides for accountability and transparency in the
conduct of public affairs, users should use the Internet for their democratic lives.

In order to ensure the equal application of human rights and freedoms both online and
offline, the Committee of Ministers, on the basis of Article 15.b of the Charter of the Council
of Europe, recommends that EU Member States: review and evaluate on a regular basis, and,
if necessary, repeal restrictions on the use of the rights under study on the Internet. It is
believed that any restriction must be consistent with the achievement of a legitimate aim and
its proportionality, especially if it is not in line with the ECHR case law; provide Internet
users with access to reliable and effective legal protection if their rights are violated, which
will significantly strengthen the issue of cordoning and cooperation between institutions.
Depending on national regulations, this may also include a mechanism and process for
redress by data protection authorities, court procedures, and ombudsmen; within and outside
the Council of Europe, facilitate cooperation between non-state and state actors on legal
procedures and standards; encourage the private sector to fulfill its corporate social
responsibility; encourage society at large to use and legally disseminate the Guidelines.

The Annex to the Guidelines explains not only the remedies and access to them, but
also enables users to know their rights and possible restrictions, with the Convention on

Human Rights as a fundamental basis, which all EU Member States must implement.
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In a modern democracy, access to the Internet is one of the most important means of
exercising one's rights. That is, against a person's will, he or she cannot be disconnected from
the network, except when it is done by a court order. It is important to note that this can also
be used under specific contractual relations aimed at terminating the provision of services.

In general, access to the Internet should provide users with the opportunity to
implement content, network services and applications, i.e. the network should be accessible
and non-discriminatory. At the same time, public authorities should take all measures to
facilitate access to the Internet, taking into account certain segments of the population with
low income, disabilities or special needs, or those located in geographically remote areas. The
user must also not be discriminated against on the basis of gender, skin color, language or
religion, etc.

It is important to note that the right to search for, disseminate and generally receive
information of one's choice means: to have access to information, express themselves online,
freedom of expression (views on religion, political speech, etc.); expression may be restricted
if there are signs of incitement to discrimination and violence. Restrictions must be
legitimate, protecting order and national security, public morality, etc. They must also be
communicated to the user; create and distribute content in a free form, taking into account
elements of copyright or intellectual property rights; ensure protection of views by public
authorities; the provider of the Internet and the relevant content bear corporate responsibility.
In the case of inappropriate content policies, content may be restricted. These are important
things to keep in mind for further decision-making.

In turn, the user has the right to: assemble and associate for peaceful purposes; freely
choose a website or service; freely use available online tools to discuss government policy;
develop and sign petitions.

The rights of the individual user related to the protection of rights and inviolability
include: protection of personal data; secrecy of communication; secrecy of correspondence.
Therefore, a person should be aware that his or her personal data is regularly processed, and
that government agencies follow special procedures when processing it, subject to the user's
consent and in accordance with the provisions of legislative acts. Also, the user should be
aware that the processed personal data is transferred to third parties, but they can control their
data: delete, store it, etc.

Confidentiality issues are also observed in work processes. Thus, the employer must
notify the employee if he or she is being monitored or monitored in private correspondence or

communication via the Internet in general.
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In case of violation of any of the above rights, the user may request protection of his or
her personal data.

It is important to constantly warn the user that the content a person publishes on the
Internet will be available worldwide and may pose a real or future threat to his or her honor
or dignity, security and confidentiality. Thus, if necessary, a person may request the deletion
of information about him or her, which is carried out within the reasonable time limits
established by law.

If necessary, a person may use effective legal remedies, such as investigation, apology,
explanation, restoration, response, compensation, etc.In this case, the Internet service
provider should provide all information and support in data protection and minor violations.
In the case of full-fledged criminal activity, the relevant law enforcement authorities should
protect against violations such as fraudulent manipulation, forgery, interference or illegal
access and take appropriate measures, such as sanctions.

In the course of determining and defending an existing Internet-related charge, a user is
entitled to: within a reasonable time, to a fair, impartial trial; after exhausting all available
national remedies, to apply to the ECHR. These aspects are important because they provide
for fundamental rights in the digital sphere, in order to_ reduce negative consequences in the
future. It can also be noted that European legislation quite successfully regulates all possible
rights of individuals in the digital sphere to ensure the proper exercise of the right to freedom
of thought, privacy (protection of personal information in the digital sphere), the right to
accessibility (access to information), the right to form and join any associations, the right to
normal treatment of everyone regardless of their race, gender, sexual orientation, religious
preferences, etc. Thus, if a person properly exercises his or her rights in the digital space,
there is a clear and comprehensive system of European protection. In my opinion, the

mentioned above do not require any additional legal regulations at the moment.
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PART III

3.1. Implementation of sanctions and other types of liability for digital enterprises

3.1.1. Establishment of administrative and financial sanctions for digital

enterprises in case of human rights violations

In the system of legal liability, administrative and financial sanctions applied to digital
enterprises in case of human rights violations have a number of features and relevance, as
they ensure the rules of substantive and procedural law, the repressive nature of financial
sanctions and administrative fines, which are important elements in the system of protection
of human rights and freedoms.

Over the past decade, European legislation has undergone significant changes in the
system of sanctions, namely, there has been a significant progression of coercive measures in
the form of financial penalties and administrative fines, which are listed in 200 provisions. At
the same time, criminal sanctions were automatically concealed, and the omission of
guarantees of the criminal procedure, which is not a positive consequence for the
digitalization system and the protection of human rights in it (The Essentials for Successful
Digital Transformation...).

At the same time, it is important to consider legislative shortcomings that are reflected
in the regulation of the general principles of imposing financial penalties and administrative
fines, and which in general lead to a dangerous situation from the point of view of protecting
human rights and freedoms. Establishing clear substantive and procedural rules in
proceedings for the imposition of financial penalties and administrative fines would serve to
implement the principles of a democratic state governed by the rule of law, as well as the
principle of equality before the law. The current legal situation leads to unequal treatment of
subjects of administrative and financial liability who are subject to punishment on different
legal grounds. In order to properly define the requirements for substantive and procedural
principles used in imposing sanctions, it is necessary to define this legal instrument and
determine its goals and functions.

The Common Foreign and Security Policy (hereinafter referred to as the CFSP)
currently has a great potential for Europe's strategic autonomy. Thus, since the entry into
force of the Treaty on European Union (hereinafter referred to as the TEU) on November 7,
1993, the CFSP has been institutionalized in the basic law in Title V, Chapter 2, Articles

21-46. According to the content of the TEU, through "restrictive measures (sanctions)" the

29



CFSP has an operational toolkit that is increasingly used to achieve the foreign and security
policy objectives set out in Article 21 of the CFSP. Among these goals is the preservation and
strengthening of the rules-based multilateral approach as the basis for world peace and
international security (Treaty on European Union (TEU) / Maastricht Treaty...). In my
opinion, digital rights are a matter of common foreign and security policy, as digital rights are
closely related to personal data protection and are an integral part of everyone's security.

The use of administrative and financial sanctions by the EU is partly based on relevant
UN Security Council resolutions. However, as the permanent members of the UN Security
Council have become less and less likely to agree on multilateral UN sanctions over the past
20 years, the number of autonomous EU sanctions without an international mandate has
increased. The growing importance of the EU's autonomous sanctions is reflected in their
respective strategic documents, in particular on:

- European and global security (2003, 2016);

- cyber security (2013, 2017);

- maritime security (2014, 2018),

as well as in the Human Rights and Democracy Action Plan for 2020-2024.

In addition, some national strategy documents of member states describe this tool of the
CFSP as a precautionary measure in crisis and conflict prevention. Sanctions can also be
useful in stabilizing and promoting peace by helping to isolate perpetrators and support
constructive forces alongside other measures such as mediation (Common Foreign and
Security Policy).

The EU sees itself as a community of laws in its external activities. As such, it always
seeks to impose autonomous sanctions in a manner that is consistent with fundamental rights
and legally based. The relevant legal requirements stem from both multilateral agreements
and international treaties that have committed the EU to their observance.

In addition, the EU is obliged to comply with the Charter of Fundamental Rights of the
European Union (EU Charter), which defines fundamental rights and principles that have the
same legal force as European treaties in accordance with Article 6, paragraph 1 of the Treaty
on the Functioning of the EU (Communication from the Commission to the European
Parliament...).

Paragraph 3 of Article 52 of the EU's Treaty on Economic Cooperation also establishes
that it is necessary to ensure the preservation of the principles of the rule of law set out in the

European Convention for the Protection of Human Rights and Fundamental Freedoms of the
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European Council (Consolidated version of the Treaty on the Functioning of the European
Union...).

In general, the application of autonomous EU financial sanctions in accordance with
Article 48 of the EU's Charter of Economic Relations (presumption of innocence and right to
defense) cannot be equated with a legal conviction for previous crimes. This is an important
administrative measure that does not involve punishment or confiscation, and therefore does
not violate property rights. Nevertheless, a ban on the disposal and provision of property can
have virtually the same effect as judicial confiscation or even confiscation of property
(Consolidated version of the Treaty...).

For example, it can greatly affect civil debt relations. Therefore, academic and legal
critics have charged that the consequences of the respective prohibitions for the persons
concerned are very similar to those of "civil death". In addition, the prohibitions on
disposition and granting constitute a violation of the freedom of capital (para. 1) and
payments (para. 2) under Article 63 of the Treaty on the Functioning of the European Union,
which in principle should be ensured both within the EU and between the EU and third
countries (Communication from the Commission to the European Parliament...).

In this context, the principle of proportionality enshrined in Article 52(1)(2) of the
Charter of Fundamental Rights of the European Union is important. According to this
principle, the measures applied must be appropriate, necessary and adequate to achieve the
foreign and security policy pursued in each case. The relevant decisions under the CFSP on
the application of EU autonomous sanctions should be formulated in such a way as to achieve
the fairest balance between the recognized violation and the relevant consequences. To this
end, it is necessary to have clear lists of persons subject to sanctions, supported by adequate
evidence, in accordance with Declaration 25 on Articles 75 and 215 of the Treaty on the
Functioning of the European Union (hereinafter TFEU).

Therefore, the Council must base the lists of individuals and legal entities on reliable
grounds, which must be substantiated by the link between the relevant actions constituting the
violation, on the one hand, and the damage caused to foreign and security policy as provided
for in Article 21 TFEU, on the other hand, in accordance with Article 296(2) TFEU
(Consolidated version of the Treaty on the Functioning...). Such a link must be substantiated
in accordance with Article 41 of the EU Charter of Fundamental Rights (right to good
governance) so that possible excessive assumptions or allegations of reputational damage can

withstand judicial scrutiny. In addition, a transparent and legally enforceable process should
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be ensured to allow individuals and legal entities to defend their rights in the event of
sanctions.

The key is the judicial review of the legality of the decisions of the CFSP in accordance
with Article 47(2) of the EU Charter of Fundamental Rights (the right to an effective remedy
and an impartial tribunal).

Although the CJEU does not normally have jurisdiction over the CFSP under Article

24(1) of the Treaty on European Union and Article 275(1) TFEU, the application of
autonomous EU financial sanctions is included in the exceptions set out in Article 263(4)
TFEU, which allows individual stakeholders to successfully challenge their inclusion in the
sanctions lists by way of delisting. The above indicates that if it is possible to appeal the
decision to impose financial sanctions, it is possible to apply to the EU court with the relevant
list of appeals. In my opinion, this case is a certain gap in the legislation and needs to be
improved by prohibiting the appeal of the decision in similar cases.
The case law on this issue shows that the authorization to cancel under Art. 263(4) TFEU has
been significantly expanded after 2 decisions in the case: «Rosnefty in March 2017
(«Rosneft» in March 2017 ECLI:EU:C:2017:236...) and «Bank Refah Kargaran» in October
2020 («Bank Refah Kargaran» In Case C134/19 P...). In these cases, the validity of the
evidence submitted in relation to certain lists was considered. After the publication of these
cases, the CFSP may also be reviewed by the EU Court of Justice through a preliminary
ruling in accordance with Article 267 TFEU (Further erosion of the Polish democracy...).

Currently, third countries directly affected by the EU's autonomous financial sanctions
can challenge the relevant legal bases through a repeal. Before a court of law, evidence of the
alleged acts, such as embezzlement, weapons financing, terrorism, and human rights
violations, must be supported by convincing evidence.

In some cases, such as cyber attacks, the identification of responsible persons is
technically extremely difficult. In general, the reform of Article 105 of the EU Procedure
Rules, which came into force in July 2016, facilitates the collection of evidence by allowing
for expedited review of documents marked "not secret" in accordance with Article 6,
paragraph 1 of the Agenda of the Council of the European Union. However, the legal review
of the legality of the CFSP decisions does not include a substantive assessment of the
relevance or legality of the grounds for individual lists. The assessment of their relevance
remains a matter of a political decision of the Council.

Considering further the procedural rules for the implementation of administrative and

financial measures, it would be advisable to expand the scope of the analysis and pay

32



attention to and study the practice of Poland as an EU member state and its implementation of
personal data protection.

Personal data in Poland is of great importance as it plays an important role in many
areas of life. Continuous technological advances mean that both private businesses and public
institutions can easily manage and use it in various ways and for various purposes in their
activities.

However, the problem was to ensure that the processing of such data was properly
controlled. In order to meet the expectations of citizens, the EU authorities led to the adoption
of a regulation on enhanced security standards that guarantees the right to privacy and data
protection. The established law is uniform for all EU countries. This is a convenience created
primarily for the citizens of the Community, who will be able to assert their rights in
connection with data protection violations in a simplified manner.

At the same time, on May 25, 2018, Regulation 2016/679 of the European Parliament
and of the Council of 27 April 2016 on the protection of individuals with regard to the
processing of personal data and on the free movement of such data and repealing Directive
95/46/EC (General Data Protection Regulation), hereinafter referred to as the "GDPR", came
into force (Regulation (EU) 2016/679 of the European Parliament and of the Council...).

In order to adapt the GDPR to the Polish legal order, it was also necessary to prepare a
new national law on personal data protection. The law entered into force on May 10, 2018
(Regulation (EU) 2016/679 of the European Parliament and of the Council...) and, in terms
of its scope, complements the EU General Data Protection Regulation.

In the context of the changes resulting from Regulation 2016/679, attention should be
paid, among other things, to the wording of the definition of "administrator". This term has
replaced the previous definition (from the previous European regulation on personal data
protection - Directive 95/46/EC) of "data controller".

Thus, while the legal acts limited the concept of a data controller, excluding the element
of possible joint administration, according to the new legislation, a controller - administrator
is a natural or legal person, state body, agency or other organization that determines the
purposes and means of processing personal data not only independently but also jointly with
others. Due to its responsibility and scope of powers, the administrator's function is key in the
context of data protection.

However, according to representatives of the doctrine, the newly introduced regulatory
decisions on the definition of an administrator have not eliminated the problem of assigning

the status of an administrator. The introduced legal provisions on personal data protection
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significantly expand the scope of obligations of entities that collect and use this data. In
particular, attention should be paid to the obligation to appoint a data protection officer
(Guidelines for data protection officers ("DPOs")...).

The tasks of the inspectors are regulated by Art. 39 R. 1 and Art. 38 R. 5 and 6 GDPR
According to these rules, the inspectors are primarily responsible for informing the controller
(administrator) and processor, as well as employees who process personal data, about their
obligations under the GDPR, monitoring and complying with their regulations. Other
responsibilities include, but are not limited to:

- reformulating provisions for obtaining consent to the processing of personal data;

- implementing appropriate data security procedures and measures, as well as reporting
to the supervisory authority on any identified personal data protection violations (Justification
of the government bill on the protection of personal...).

At the central level, a new supervisory authority responsible for personal data
protection was also appointed - the President of the Personal Data Protection Authority,
hereinafter referred to as the "President of the Personal Data Protection Authority". The rules
for the appointment of this body, dismissal and term of office are regulated by Chapter 6 of
the Law on Personal Data Protection (Ustawa z dnia 10 maja 2018 r. o ochronie...). Among
the many powers granted to the President of the Personal Data Protection Authority, the
power to impose administrative fines is particularly important in the context of the issues
under discussion. According to the previously effective Law on Personal Data Protection, the
only possible monetary sanction that the supervisory authority could impose on a data
processor within its powers was a so-called compulsory fine in the amount determined in
accordance with Article 121 of the Law on Enforcement Proceedings in Administration. Its
maximum amount could not exceed PLN 10,000, and for legal entities and organizational
units without legal personality, the amount could not exceed PLN 50,000.

However, the penalty was characterized by a low degree of effectiveness, as it could
only be imposed if the entity did not comply with the provisions set out in the decision. The
new law has changed the existing rules for imposing fines and set their amounts to an
incomparably higher level. This is a deliberate action that somehow "mobilizes" both private
companies and government agencies, which have so far been negligent in data processing, to
better protect such sensitive information as personal data. This is primarily due to the right to
privacy and information autonomy that every individual has. Sometimes, the only objectively
possible way to ensure the fulfillment of the above guarantees is to impose high fines. This is

mainly how EU Member States can force the recipients of the legal provisions of the
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regulation to respect and comply with them. More lenient sanctions, including all types of
warnings, are ineffective and only to a limited extent can prevent future violations.

Although the institution of an administrative fine has existed in the Polish legal system
for many years, the legal definition of this concept was introduced only in 2017. Thus, Art.
189b of the Polish Code of Administrative Procedure states "expressis verbis", which means
"administrative fine", which is characterized by a financial sanction defined in the law
imposed by a public administration authority by way of a decision as a result of a violation of
the law, consisting in the failure to fulfill an obligation or violation of a prohibition imposed
on a natural person, legal entity or organizational unit without the status of a legal entity
(Ustawa z dnia 14 czerwca 1960 r. Kodeks postepowania...).

The mentioned editorial subdivision is a part of Section IVa of the Code of
Administrative Procedure of Poland (hereinafter referred to as the CAP), which establishes
general principles for assessing and imposing administrative penalties (Act of April 7, 2017
amending the Act - Code of Administrative Procedure...).

Proceedings leading to the imposition of a fine in accordance with the provisions of the
Law on Personal Data Protection and the GDPR are conducted in an administrative manner,
so in this case the provisions of Section IVa of the Polish Code of Administrative Procedure
will apply, as defined in Article 1, paragraphs 1 and 2 of the Code of Administrative
Procedure (Uzasadnienie rzadowego projektu ustawy...).

At the same time, in accordance with Art. 189a of the Polish Code of Administrative
Procedure, the direct application of the standards included in this section may be limited due
to the introduction of detailed regulation of legal proceedings provided for in Art. 189a § 2 of
the Polish Code of Administrative Procedure (in accordance with the principle of lex
specialis derogat legi generali) (Uzasadnienie rzadowego projektu ustawy...).

Such a case occurs in accordance with the provisions of the Law on Personal Data
Protection, as provided for by the conflict of laws provision expressed in Article 106 of the
Law: "The provisions of Articles 189d-189f and 189k of the Law of June 14, 1960 - the Code
of Administrative Procedure shall not apply. The admissibility of certain provisions of the
Code of Administrative Procedure is disabled in order to enable the direct application of the
GDPR provisions" (Ustawa z dnia 10 maja 2018 r. o ochronie danych).

Returning to the very concept of administrative penalty, attention should be paid to the
semantic conditions associated with this concept. Repeatedly, financial sanctions, which are

in fact also administrative fines, have been reflected in the following forms: increased fee,
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penalty fee, additional amount, additional tax liability, and financial penalty
(Zakiewicz-Zborska, K. «Dr Edyta Bielak-Jomaa: Attention...).

The current practice of different terminology has not contributed to compliance with the
standards of correct legislation, therefore, to ensure clarity of the law and terminological
consistency, financial penalties of an administrative nature, previously established in
numerous acts of norms, should remain unchanged, and the new norms should be called
"administrative fines".

A correlate of the concept of punishment is a sanction. It is believed that a sanction is
one of the defining features of law and a guarantee of the effectiveness of a legal provision.
The concept of a sanction, like the concept of a fine, is always associated with a certain
discomfort for the addressee. In general, the institution of a fine is classified as one of the
types of administrative penalties along with the sanction of enforcement. However, there are
many other divisions in legal doctrine based on different criteria. For this reason, the division
of sanctions is loose and not strongly methodological.

For example, based on the criterion of the responsible entity, sanctions are divided into
defined and unspecified, monetary and non-monetary sanctions.

The division by the criterion of the responsible entity (individuals and legal entities,
public authorities) divides sanctions into absolutely certain and absolutely indefinite
sanctions (Staniszewska, L. (2017). Aligning administrative fines with democratic
principles...).

However, in my opinion, this division should be further subdivided by the criterion of
severity of sanctions into financial and non-monetary sanctions.

Non-monetary sanctions reflect the negative legal status of the violator, since the right
to carry out activities is deprived. Financial sanctions also reflect the negative state of the
violator, but are less severe because the administrative decision does not deprive the violator
of the right, but imposes a fine in the form of a fixed amount of money (Btachucki, 2015).

Financial sanctions are currently the most effective means and ways to ensure the
fulfillment of administrative and legal obligations.

With regard to administrative sanctions, it is worth noting Chapter 11 of the Law on
Personal Data Protection. Thus, Articles 101 - 108 of the Law reflect the general conditions
for imposing an administrative penalty (Act of May 10, 2018 on the protection of personal

data...).
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As already noted, in Poland, the authority authorized to impose this type of sanction is
the head of the Office for Personal Data Protection, while in some EU countries (Denmark
and Estonia), courts are vested with such powers.

In addition to the authority to impose fines, the Head of the Personal Data Protection
Authority also uses legal powers. These are additional measures that are more lenient than
administrative fines.

The supervisory authority may apply them both simultaneously with the imposition of a
financial penalty and instead (if it considers that the use of a substitute in the form of human
rights powers is sufficient to achieve the purpose of the penalty).

The types of such powers include:

- issuing warnings;

- issuing warnings or ordering to notify the data subject of a data protection violation.
The full list of rights is contained in Article 58(2) GDPR.

Administrative fines can be imposed on both personal data controllers and entities that
process data on their behalf. These can be both private individuals (including individuals and
businesses) and public institutions.

The possibility of penalizing public organizations is contained in Article 83 R. 7 of the
GDPR. The EU authorities have left the decision on the admissibility of punishing public
institutions to the Member States, so Polish law has decided to introduce such a possibility.
The threat of imposing financial sanctions on public institutions is provided for in Art. 102 of
the Law and includes:

- public authorities, public administration bodies, state control and state security bodies
(in particular, the Sejm, the Senate, the Council of Ministers, the Supreme Court of Control,
the Polish Financial Supervision Authority, the Police, the Military Police)

- universities;

- National Fund.

The catalog of sanctions specified in the regulation, although closed, may be expanded
to include sanctions imposed by national lawmakers. This decision was mentioned in
paragraph 149 of the introduction to the GDPR. This catalog of sanctions may include
criminal penalties in addition to administrative fines. It is important to note that the
imposition of criminal sanctions for violations of national regulations and the imposition of
administrative sanctions should in no way lead to an increase in penalties. A topical issue that
causes controversy among entities potentially facing fines centers on the amount of financial

sanctions.
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Thus, the financial sanctions threshold is divided according to the perpetrators of the
offense - public and private entities. However, it should be assumed that, for simple reasons,
there is a significant imbalance between the above entities in favor of public institutions. In
particular, imposing high fines on public authorities and private entities will have little
repressive effect, since the revenues received from administrative fines make up the total
revenue of the State Treasury. Therefore, it would be extremely pointless to impose
monstrously high fines on institutions that are fully financed from the state budget. In other
words, the money would de facto go there anyway (Uzasadnienie rzadowego projektu ustawy
o ochronie...).

However, it is worth paying attention to some changes in the catalog of entities to
which the lowest threshold of financial sanctions will apply - the National Bank of Poland,
which is a state institution but self-financed.

Thus, a violation of one of the three main directives on the application of fines under
the GDPR (i.e. the principle of proportionality) can be asserted in a situation where a fine of
the same amount is imposed, for example, on the National Bank of Ukraine, Poland and the
National Health Fund, whose activities are fully financed from the state budget.

The maximum amount of such a financial penalty that may be imposed on public
institutions listed in Article 102 of the Personal Data Protection Act is PLN 100,000. The
exceptions are public cultural institutions and local government institutions. Given the main
purpose of their activities, namely the dissemination and creation of equal access to cultural
goods (Konstytucja Rzeczypospolitej Polskiej z dnia 2 kwietnia...), it was decided to set the
lowest fine - up to PLN 10,000.

The financial responsibility of non-governmental entities is at a much higher level. The
Regulation specifies two fine thresholds. Their value is expressed in euros, so they need to be
converted into Polish currency based on the average exchange rate published by the National
Bank of Poland:

- Threshold 1: up to EUR 10,000,000, and in the case of an enterprise, up to 2% of its
total annual global turnover for the previous financial year;

- Threshold 2: up to EUR 20,000,000, and in the case of an enterprise, up to 4% of its
total annual global turnover for the previous financial year.

Penalties imposed on individuals who are not entrepreneurs are set at threshold
amounts. However, financial penalties imposed on businesses are determined according to a

percentage of revenue, which allows for an adequate fine to be imposed in direct proportion
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to the revenue received. This solution makes it virtually impossible to estimate the maximum
amount of a fine imposed on a company.

The financial penalty set out in threshold 1 is imposed pursuant to Article 83(4) GDPR
for minor infringements, such as, for example, the failure of a personal data controller to
register processing activities in accordance with Article 30 GDPR.

The grounds for imposing a fine set forth in threshold 2 relate to a more serious
category of violations related to the basic principles of processing of ordinary and special
category data, including the conditions for obtaining consent, as well as violations of other
obligations listed in Article 83(5) GDPR and in certain provisions of the regulations defining
these obligations. A higher threshold of liability also applies in the case of non-autonomous
penalties, i.e. those sanctions imposed in case of failure to comply with orders referred to in
Article 58(2) GDPR.

The supervisory authority decides on the imposition of an administrative penalty and, if
there are grounds, the amount of the penalty based on the penalty orders set out in Article
83(2) of the GDPR. This provision defines 11 circumstances that are intended to help
regulatory authorities determine an adequate and proportionate penalty, taking into account
all the circumstances in a particular case.

These 11 circumstances are summarized in the following categories:

- elements related to the incident constituting the violation (nature, seriousness,
duration of the violation, degree of responsibility);

- behavior of the controller (administrator, processor) in relation to the breach (current
attitude to compliance with personal data protection standards);

- behavior of the controller (processor) after the breach (minimization of damage,
method of notification of the breach, compliance with corrective measures);

- consequences of the breach (number of people affected and amount of damage).

The above circumstances should also include certain aggravating and mitigating factors
that may have an impact in the context of a particular case, such as financial benefits received
directly or indirectly in connection with the violation or avoidance of losses.

In addition to the circumstances specified in the GDPR, when applying both
administrative fines and financial sanctions, it is important to comply with the principle of
proportionality, which is reflected in Article 5 R. 4 of the Treaty on European Union. Along
with this, EU law, in the provisions of Recital 151 of the GDPR, states that sanctions must

not only be proportionate, but also effective and dissuasive.
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The procedural structure for imposing an administrative fine is as follows. The Head of
the Department of Personal Data Protection issues an administrative decision, which may be
challenged by filing an appeal against the said decision. Pursuant to Article 105 of the Law
on Personal Data Protection, an administrative penalty is imposed 14 days after the expiration
of the term in case of filing an appeal (complaint) to the administrative court, and 14 days
after the administrative court decision enters into force in case of imposing a penalty (Wyrok
NSA z dnia 10 marca 2010, sygn. I FSK...).

Analyzing the Polish CAP, it is worth noting that in the part of the collection of fines
and limitation periods, general rules are used, in accordance with Articles 189g, 189h, 1891,
189j. Along with this, Art. 189 defines the issue of mitigation of the application of a certain
penalty (Wyrok NSA z dnia 2 marca 2016, sygn. II FSK 2474/15...).

At the same time, it should be noted that there are cases when the President of the
Office of Personal Data Protection, at the request of the fined person, postpones the payment
of the fine or divides it into appropriate parts. After that, the relevant public administration
authority, within its discretionary powers, decides on the expediency and justification of the
said request (Wyrok NSA z dnia 2 marca 2016, sygn. II FSK 2474/15...).

It is worth noting that this issue is resolved taking into account objective circumstances,
special reasons indicated by the fined person, including emergencies, and the financial
situation of the latter.

In addition, when an administrative fine is imposed and is to be paid in installments, the
interest is accrued for each installment separately.

Along with this, the law defines the right of a fined business entity to apply for
exemption from paying an administrative fine (Wyrok NSA z dnia 2 marca 2016, sygn. 11
FSK 2474/15...). The above allows me to understand that the practice in the analyzed area
means that the provisions I have mentioned are mainly theoretical in nature and they are
advantageous to national legislation. In my opinion, there is no need to improve the situation
at the moment.

So far, there have been several cases of fines imposed in the European Union in
connection with the implementation of the GDPR. The violations concerned access to the
patient medical data management system. The audit found that the number of registered
accounts with access to patient medical data was more than three times the number of doctors
working at the hospital. The hospital was fined a total of €400,000 for failing to exercise due
diligence in data processing and breaching authentication methods (Uzasadnienie rzgdowego

projektu ustawy...).
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It is currently difficult to determine whether the ambitions of the EU authorities in
adopting the new General Data Protection Regulation (GDPR) have been realized. However,
there is no doubt that paying a high fine effectively influences the imagination of entities that
could potentially be subject to sanctions and thus makes them comply with the law. The first
cases of financial sanctions show that the newly adopted regulations are not just dead rules,
but effective tools that guarantee the security of personal data protection. Thus, I can observe
that the above is not only a theoretical aspect, but is also actively applied and implemented in
practice.

In my opinion, if a sufficient level of protection of confidential information, such as our
personal data, can be ensured only by introducing and imposing high fines, then such a
measure should be fully supported. However, it is important to note that these sanctions are
important not only in relation to personal data protection, but also in relation to the protection
of digital human rights in general.

When applying administrative and financial sanctions, the relevant regulatory
authorities strictly adhere to the principles of a democratic state governed by the rule of law,
equality before the law, proportionality, efficiency and consistency. The main types of
sanctions studied include: increased or penalty payment, additional charge of the amount,
additional charge of tax liability, financial sanction, and non-monetary sanctions. When
applying sanctions, the governing body is guided by the criterion of the certainty of the
offender, for example, if the offender is an individual as a business entity, the minimum
penalty will be applied, and in the case of a state body, the maximum penalty will be applied.
The peculiarities of sanctions are that the imposed sanction can be appealed or the required
amount can be divided into separate payments, the interest for which is charged separately
(Fedorenko, 2022, p. 83). From my point of view, this is the tool that will help to avoid

violations of not only general but also digital human rights as much as possible.

3.2.1. Determining the types of legal liability for digital enterprises that violate

human rights on a regular basis

Today's realities force digital enterprises to increase the level of sustainable yet flexible
growth of companies' competitiveness by developing and transforming their digital landscape
(starting with raw materials), (By James Sullivan and Fawn Fitter How to make sustainable)

and the main supply chain to quickly meet the changing needs of customers (The Essentials
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for Successful Digital Transformation...) with more personalized service and order
fulfillment, modernization and implementation of innovative traditional business models.
Since it was the COVID-19 pandemic that forced digital businesses to get rid of outdated
systems and digitalize and modernize their work processes, it is worth noting a McKinsey
survey that showed that after the pandemic, many respondents admit that their companies'
business models are outdated, 11% of respondents believe that current business models will
remain economically viable until 2024, and 64% say that their companies need to build a
digital business in order not to disappear (The new digital edge: Rethinking strategy...).

This suggests that the new processes of digitalization and modernization of work
processes will also lead to the emergence of various new types of liability for human rights
violations in business.

In general, the concept of responsibility is used in various scientific fields: law,
philosophy, sociology, psychology, ethics and other areas of knowledge. However, the
essence of responsibility is the same regardless of the area of its existence.

Legal liability is one of the most important guarantees of observance of human and civil
rights and freedoms, which solves the main tasks of ensuring social stability, protecting
society from criminal attacks, strengthening and protecting the state (Fedorenko, 2022. p. 82).

Thus, the concept of responsibility is generally considered to be a multidimensional
aspect; it has a philosophical and methodological character, conveys a special social and
moral attitude of an individual to society as a whole, and the fulfillment of his or her moral
and legal duty.

At the same time, however, responsibility in different branches of law is highly specific.
In the context of the development of the information society, new challenges and threats are
constantly emerging, and the issues of legal liability are of particular importance.

Considering in more detail the existing legal liability of digital enterprises, it is necessary to
take into account that their liability depends on the type of claim made by the end user.

When establishing and implementing joint and several liability, it is important that
the online store that received the complaint had an excellent contractual relationship with its
supplier, and in the event of a complaint about the product for this reason, the latter agreed to
assume responsibility through the technical support service and refund the costs incurred by
the user (refund the amount paid), (Alexi, 2008, p. 177).

The peculiarities of joint and several liability also include the fact that if a certain
product defect appears within the first 6 months, it is considered to exist at the time of

delivery of the goods, so in theory, an online store has the right to demand that the consumer
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prove that the defect existed at the time of delivery of the goods to the latter. If the online
store purchases its products from a supplier that does not have a company or permanent
establishment in the European Union, the supplier is liable instead of the manufacturer. If the
products caused damage to the consumer, only the manufacturer is held liable. In my opinion,
in order to avoid problematic issues with the consumer, namely, the issues of establishing
who will be liable for the damage caused, it is important for digital businesses, such as online
stores, to determine their intermediation in this case in order to preserve their reputation. In
other words, the latter inform the user (consumer) about their role as an intermediary in the
transaction and ensure that the professional providing the services has the appropriate
licenses and permits to operate.

Analyzing further and exploring digital liability for human rights violations, it is worth
mentioning that it covers such important aspects as respect, confidentiality, responsible
participation, and more. The above suggests that the rights of digital users include obligations
and digital laws that must be observed. In general, the business sector aims to regulate and
level the playing field for all digital companies, regardless of their size, guided by two
important legal acts: the Digital Markets Act and the Digital Services Act (Digital Markets
Act and the Digital Services Act...).

When looking at the first law on digital markets, it is important to note that at its core it
seeks to promote innovation, development and competitiveness, while helping smaller or
newly established companies to compete with larger ones. The main goal of this law is to
eradicate unlawful actions against companies and consumers.

The Law on Digital Services focuses on creating a safer digital environment for users
and digital businesses by protecting fundamental rights on the Internet. The problems
addressed by this law include, in particular, the trade and exchange of illegal goods, services
and content on the Internet, and algorithmic systems that increase the spread of
disinformation.

The above indicates that digital marketing (enterprises) must know and unquestioningly
comply with the laws that directly affect it, as non-compliance will lead to appropriate
(financial) sanctions.

When exploring the concepts of a common digital system, service and digital content, it
is important to note the provisions of European Directive 2019/771 of May 20, 2019 (L’idée
de créer un droit européen des contrats remonte a 2001...), which reveals certain aspects of
contracts for the sale of goods. Thus, according to this, a digital system is defined as a set of

interacting elements that combine digital content or a digital service, are interconnected with
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such content or service, and the absence of such content or service will prevent the system
from properly performing its direct functions (L’idée de créer un droit européen des contrats
remonte a 2001...).

Digital content itself includes data created and provided in digital form (L’idée de créer

un droit européen des contrats remonte a 2001...). A digital service corresponds to a service
that allows a consumer to create, process, store or share or access data in digital form or a
service that allows the exchange of data uploaded or created by the consumer or other users
of that service (L’idée de créer un droit européen des contrats remonte a 2001...).
Exploring liability at the European level further, it is important to note that numerous
directives affect the law of obligations on a contractual basis (e.g., consumer protection) or
on a non-contractual basis (e.g., defective products). But to date, despite attempts at European
harmonization, there is no unified European contract law (Cf. 2.1.1 pour la définition du
contrat...).

Therefore, in my opinion, it is advisable to examine the legislation of one of the most
developed countries of the European Union, namely France, on the mechanisms for
protecting rights in agreements or contracts. For example, Art. 1170 of the French Civil Code
states that any provision that deprives the debtor's essential obligation of its essence is
considered unwritten (Cet article 1171 est issu de la réforme...). Thus, this rule of law aims
to ensure that the contractual arrangement corresponds to the obligation promised by the
supplier. This includes provisions limiting liability under which the debtor has little incentive
to fulfill a substantial obligation to the creditor. For example, a hosting contract should reflect
a significant limitation of penalties in case of non-compliance with the quality of service (Cet
article 1171 est issu de la réforme...).

Art. 1171 of the same code guarantees that any non-negotiable provision determined in
advance by one of the parties that creates a significant imbalance between the rights and
obligations of the parties to the contract shall be deemed unwritten (Cet article 1171 est issu
de la réforme...). Undoubtedly, this article covers: provisions on limitation or exclusion of
liability; provisions excluding legal guarantees; provisions limiting the member's right to act;
provisions on competence; provisions on reconciliation, reduction of limitation periods, etc.

Considering the French Consumer Code, it is worth noting that its provisions primarily
protect the consumer and define this category of persons as a "weak party" in contractual
relations.

An important tool for consumer protection is the concept of an unfair clause in Article

L212-1 of the Consumer Code, which states that in contracts, clauses whose purpose or effect
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is to create a significant imbalance to the detriment of the consumer are unfair between the
rights and obligations of the parties to the contract (Article R212-1 pour les clauses abusives
de maniere...).

To summarize, it is important to note that a consumer association can act and has the
ability to consolidate a series of minor losses taken separately and not offer impunity to an
unscrupulous supplier and act in the interests of the collective on a collective basis: Art.
L621-1 of the Consumer Code "...to exercise the rights recognized by a civil party to a case
regarding facts that cause direct or indirect harm to the collective interests of consumers";
Art. L621-9 - by joining forces with the consumer, they can also claim compensation for
material damage caused to consumers by filing a class action lawsuit (Article R212-1 pour les
clauses abusives de manigre...).

Considering trade law, it is important to note that for relations between professionals,
the concept of restrictive competition in the French Commercial Code plays a role similar to
that of the concept of unfair position in the Consumer Code, as it provides for the restoration
of the contractual balance in commercial relations (L’ancien article L442-6-1 du Code de
Commerce...).

Thus, according to Article L442-1-1 of the Commercial Code, among the restrictive acts
of competition is the fact of "subordination or attempts to subordinate another party to
obligations that create a significant imbalance in the rights and obligations of the parties".
Art. L442-4-1 of the Commercial Code allows the Minister of Economy to intervene in the
process and impose sanctions on actions that restrict competition (Article 1240
(anciennement 1382) du Code civil...).

It is important to note that the general principle of civil liability is liability for fault and
contractual liability (Article 1240 (anciennement 1382) du Code civil...). In my opinion, the
example of France applies the most successful means of protection against digital human
rights violations.

In civil law when analyzing contractual liability (Fedorenko, 2022. p. 85), it is
important to note that it applies when losses were caused by improper performance of a
contract that obliges the debtor (supplier) and its creditor (customer) to compensate for
damage. Such contractual liability involves a combination of three elements: breach of
contract (failure to fulfill contractual obligations), damages, and a causal link between them.
If the said breach of contract results in direct damage to the creditor, the latter must prove the
debtor's fault and the causal link between the breach of contract and the damage in order to

hold its debtor liable and receive compensation for its damage.
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Thus, the creditor must prove that the improper performance of the contract is due to
the debtor's failure to act with all due care. In a performance obligation, the mere fact that the
expected result is not achieved indicates the debtor's failure, as it would normally have been
diligent to achieve the result it undertook to achieve. In practice, proving the debtor's fault is
often confused with proving poor performance. In this case, the debtor must be relieved of
this fault by proving that the improper performance was the result of force majeure. In an
online services agreement, the agreed obligation may, of course, be affected by
non-performance, improper or untimely performance.

This failure to fulfill the relevant obligations may have various forms of consequences:
repeated unavailability or such that it is harmful to normal use; rather long waiting time for
the expected response/reaction; disappearance or substantial modification of a feature
important to the client without observing the notice period; regression during the update;
calculation error; incorrect software documentation that leads to improper use; data for
archiving has been requested, but not performed; data archiving has been performed but not
completed, so it cannot be reused; loss of the previous archive; the waiting period for the
requested service has expired; the presence of viruses in the PDF documents produced by the
program; loss or leakage of information about the client's personal or non-personal data after
an intrusion into the supplier's system.

It should be noted that there are cases according to which the creditor or customer
cannot prove the type of conduct on the part of its debtor (supplier) under the online services
agreement: for services provided remotely, the customer cannot check the references, status
and experience of the supplier's agents to ensure that they are competent and comply with all
the rules; the customer does not have access to technical traces that could prove the supplier's
guilt (lack of technical expertise); unclear standards of good practice. Faced with such a
situation, two ways can be considered to restore the balance between customers (individuals
or professionals) and online service providers, and to facilitate the repair of damage caused
during the use of these services by legal obligations that are ancillary to online service
contracts.

The establishment of no-fault liability for online service providers implies that in many
areas the compensatory function of civil liability takes precedence over all other
considerations and has led to a shift to no-fault liability: fault is no longer always required to
justify liability.

The above makes it clear that the new possibilities of mass data processing provided by

digital enterprises through algorithmic processing obviously have a significant impact on

46



consumer rights. It is the influence which will allow the EU to create new conditions for
consumer protection over time.

Analyzing further the legal liability and the consideration of administrative and
financial sanctions, it is important to note that the liability of digital enterprises is
accompanied by certain regulations addressed to government agencies, businesses, trade
unions, researchers, and stakeholders. The main point I would like to make is that
technological progress brings many threats to humanity related to the ongoing digitization
process, especially inappropriate or unethical digital practices. These threats primarily
concern the global labor market and are associated with the gradual elimination of jobs in
both industry and services. Robots are already replacing human work in simple, repetitive
activities, and in the long term, machines with artificial intelligence and "deep learning" are
expected to develop dynamically, allowing machines to perform functions that also require
thinking. This will undoubtedly lead to the elimination of many professions that were
previously performed only by humans. Although in the long run new technologies will also
create new jobs, some of them in sectors we cannot yet imagine, the general belief of both
experts and society is that technology will take away more jobs than it will create.

The process of replacing human labor with machines will entail social and economic
costs that are difficult to estimate today and will be borne by individuals and state
governments alike. Moreover, not everyone will be able to adapt to the rapidly advancing
digital revolution, which requires technological, engineering, or software competencies,
which may lead to the progressive digital exclusion of individuals or entire social groups. For
workers, digital mobile and communication technologies that offer the possibility of greater
flexibility in work may mean an increased demand for constant availability of workers,
irregular working hours, blurring of work-life boundaries and offering precarious forms of
employment, and may therefore lead to increased levels of stress, exhaustion, life
dissatisfaction, as well as weakened connections and isolation. The use of modern digital
technologies also involves ethical dilemmas related to humanely important issues such as
privacy, free will, autonomy and dignity.

Faced with the challenges associated with the development and implementation of
digital technologies, organizations need to better understand how to manage the risks
associated with them and find an ethical compass on how to act digitally responsibly towards
all stakeholders. Thus, there is a gradual expansion of the concept of corporate social
responsibility (CSR) with its new dimension - corporate digital responsibility (CDR).
However, this will not solve the problem of the fact that today much of the work in the digital
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sphere is done by artificial intelligences, and over time, this will cause unemployment among
the relevant segments of the population.

Thus, responsibility for digital enterprises is quite important at the societal level,
ensuring socially responsible changes for employees and society, which are increasingly
digitalized. Referring to business ethics, corporate digital responsibility can be defined as a
set of values and specific norms that govern an organization's judgments and decisions in
matters that are specifically digital. It is based on the belief that organizations that develop
technology and those that use technology in their operations have an obligation to do so in a
way that has a fundamentally positive impact on the enterprise and all its stakeholders. This
concept, on the one hand, involves countering the threats that result from advancing
digitalization, but on the other hand, it also focuses on seizing the opportunities it brings.

It is important to note that in addition to the above legal liability, there are the following
types of liability in the field of digital technologies. In my opinion, the following types of
liability also apply to the protection of digital human rights. The content of this type of
responsibility relates to the organization's relationship with people and society, covering
issues such as ensuring the protection of private data of employees, customers and other
stakeholders, promoting digital diversity and digital integration, and applying ethical social
practices; economic digital responsibility, reflected in the issue of replacing human jobs with
robots and other digital technologies, as well as the issue of sharing the economic benefits of
digitalization with businesses and society (e.g., through taxation of digital work) and
respecting property rights (e.g., by limiting piracy); technological digital responsibility, which
is related to the responsible creation of technologies themselves: ensuring that the algorithms
created are ethical, fair and non-discriminatory, and that they are not harmful to society;
environmental digital responsibility, which is expressed, for example, in the responsible
recycling or disposal of old computer equipment, or in reducing electricity consumption.

More and more digital enterprises are recognizing the need to comprehensively
incorporate digitalization into their operational strategies, as evidenced by the voluntary
establishment of internal guidelines in companies to address the complexities of
digitalization. We can predict that in the future, responsibility will become a distinguishing
feature for organizations in both the consumer and employee markets. Particular attention
should also be paid to such aspects as user and customer data protection, electronic
commercial communications, procedures for appeal and withdrawal of consent, harassment

of advertising, unfair competition, the right to be forgotten, the use of cookies, etc.
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Thus, legal liability is one of the most important guarantees of observance of human
and civil rights and freedoms, which solves the main tasks of ensuring social stability,
protecting society from criminal attacks, strengthening and protecting the state. The main
liabilities that digital enterprises are held liable for human rights violations include: joint and
several liability, contractual and corporate digital legal liability, digital social, economic,

technological and environmental legal liability, and fault liability.
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CONCLUSIONS

1. International law on human rights and their protection is ensured not only by joint
international treaties or agreements adopted by the EU, but also by the domestic legislation of
each individual EU member state. In today's realities, human rights should be considered as
requirements addressed to both the state and its relevant bodies and enterprises, in accordance
with the issue under study, to digital enterprises.

Thus, in the digital space, it is the digital rights whose realization and protection are
closely related to the use of online components and digital tools, as well as those that arise in
the course of digital activities and claim to be significant in the digital space that need to be
protected first. The basic digital human rights include such fundamental rights as freedom of
expression and speech, confidentiality (privacy), the right to information and to participate in
the management of public affairs, the right to be forgotten and to anonymity, and the right to
the Internet.

Along with this analysis of the case law of the EU Court of Justice and the ECHR, it
was found that each individual case is considered separately, all factors are weighed for a full
and legal resolution of the case on the merits.

2. Digital licensing of businesses plays an important role in the human rights protection
system. To date, all EU member states have aligned their national legislation to a
comprehensive, full-fledged system of regulating digital licensing and protecting human
rights from the state. The main components of a license, which are necessary to guarantee
users their digital rights, include legal obligations when purchasing a license: the subject of
the contract, the scope of use, the duration of the license, the fee, liability and warranty.

3. Registration processes are quite significant for the protection of human rights, as they
can quickly identify a digital enterprise and respond promptly in case of human rights
violations, allow the state and state bodies to control the activities of digital enterprises
(where the most vulnerable are consumer rights, intellectual property rights, etc.). Also,
digital enterprises have access to state services and programs, which regulates the
opportunities of all digital market participants, as everyone has the right to engage in this type
of activity.

4. In today's conditions, the implementation of privacy and security of personal data of
consumers by digital enterprises is important and quite relevant, since digital enterprises are a
kind of database that stores significant amounts of user information, such as name, address,

telephone number, user's email, personal correspondence, etc.
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Considering the EU regulatory framework for the protection of personal data of
consumers, the following laws can be noted, namely:

1) General regulation on data protection, which provides rules for digital enterprises
that collect, use and store personal data of consumers in their activities;

2) the Directive on electronic commerce, which sets out the rules on how businesses
should collect and use personal information of consumers in their activities;

3) the Directive on Privacy and Electronic Communications, which sets out the rules for
how digital businesses should collect and use consumer personal information in electronic
communications.

5. European legislation quite positively regulates all possible rights of individuals in the
digital sphere to ensure the proper realization of the right to freedom of thought, privacy
(protection of personal information in the digital sphere), the right to accessibility (access to
information), the right to form and join any associations, the right to equal treatment of
everyone regardless of their race, gender, sexual orientation, religious preferences, etc. In
other words, if a person properly exercises his or her rights in the digital space, there is a
clear and comprehensive system of European protection. In my opinion, European legislation
reliably protects the personal data of its consumers, but it is worth keeping abreast of the
pulse, as unfortunately, fraudulent ones are also developing more and more today, which will
eventually lead to the necessary changes in legislation and the introduction of new systems.

6. Administrative and financial sanctions applied to digital enterprises in case of
violation of human rights by the latter have a number of features and relevance, as they
ensure the norms of substantive and procedural rights, the repressive nature of financial
penalties and administrative fines, which are important elements in the system of protection
of human rights and freedoms and ensure the necessary efficiency.

When imposing administrative and financial penalties, the relevant governing bodies
strictly adhere to the principles of a democratic state governed by the rule of law, equality
before the law, proportionality, efficiency and systematization.

The main types of sanctions studied include: increased or penalty fee, additional
amount, additional tax liability, financial penalty, non-monetary sanctions.

When imposing sanctions, the governing body is guided by the criterion of the certainty
of the offender, for example, if the offender is an individual, the lowest amount of

punishment will be applied, and in the case of a state body - the maximum penalty.
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The peculiarities of sanctions are that the imposed sanction may be appealed or the
required amount paid is divided into separate payments, the interest on which is charged
separately.

7. Legal liability is one of the most important guarantees of respect for human and civil
rights and freedoms, which solves the main tasks of ensuring social stability, protecting
society from criminal attacks, strengthening and protecting the state, in civil, criminal and
administrative jurisdiction.

The main types of liability, both legal and digital, to which digital enterprises are held
for human rights violations include: joint and several liability, contractual and corporate
digital legal liability, digital social, economic, technological and environmental legal liability,

as well as fault liability.
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SUMMARY

Restrictions of the Right to Conduct Business in the Digital Domain in the Interests of

Protecting Other Human Rights

Yelyzaveta Nalkovska

The master's thesis analyzes the issues of limiting the right to do business in the digital
sphere in the interests of protecting other human rights, including the definition of protection
of rights in the digital space, the importance of registration processes, liability for violations
of human rights in the digital space, and protection of personal data. The topicality of the
master's thesis is revealed in the active manifestation and realization of digital rights by
society, the opening of digital businesses, the transition of society to an electronic mode, the
active use of artificial intelligence, etc. The above has significantly increased the level of
violations of digital human rights, the protection of which is currently well regulated in the
EU and its member states.

The thesis analyzes the fundamental human rights in the digital space, the legal acts that
regulate them, and also notes the importance of registration processes, problems that arise
during registration, and the importance of mandatory business licensing, which is one of the
aspects of human rights protection in the digital space. Based on the analysis of legislation
and experience of successful countries regarding the protection and security of personal data,
the article examines the GDPR and a number of other European legislative sources as the
basis for personal data protection. The author characterizes the aspects of personalization and
automation of information on the Internet, users' rights and obligations in the event of a
personal data breach. The author identifies the types of legal liability and, separately, digital
liability arising in the event of a personal data breach. In addition, the peculiarities of

administrative and financial sanctions in case of violation of human rights are established.
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SUMMARY

Teisés uzsiimti verslu skaitmeninéje aplinkoje ribojimas dél kity Zzmogaus teisiy

apsaugos interesy

Yelyzaveta Nalkovska

Magistro darbe analizuojami teisés uzsiimti verslu skaitmeningje erdvéje ribojimo
siekiant apsaugoti kitas zmogaus teises klausimai, jskaitant teisiy apsaugos skaitmeningje
erdvéje apibrézima, registracijos procesy svarbg, atsakomybe¢ uz zmogaus teisiy pazeidimus
skaitmeninéje erdveje ir asmens duomeny apsaugg. Magistro darbo tematika atskleidziama
aktyviai pasireiskiant ir jgyvendinant visuomenés skaitmenines teises, atveriant skaitmeninj
versla, visuomenei pereinant ] elektroninj reZima, aktyviai naudojant dirbtinj intelekts ir kt.
D¢l minéty aplinkybiy labai iSaugo skaitmeniniy Zmogaus teisiy, kuriy apsauga Siuo metu
gerai reglamentuota ES ir jos valstybése narése, pazeidimy lygis.

Magistro darbe analizuojamos pagrindinés zmogaus teisés skaitmeningje erdvéje, jas
reglamentuojantys teisé€s aktai, taip pat atkreipiamas démesys } registracijos procesy svarbag,
registracijos metu kylanc¢ias problemas, privalomo verslo licencijavimo, kuris yra vienas i§
zmogaus teisiy apsaugos skaitmeningje erdvéje aspekty, svarbg. Magistro darbe, remiantis
teisés akty analize ir sékmingai veikianciy Saliy patirtimi, susijusia su asmens duomeny
apsauga ir saugumu, nagriné¢jamas Bendrasis duomeny apsaugos reglamentas (BDAR) ir kai
kurie kiti Europos teisés Saltiniai kaip asmens duomeny apsaugos pagrindas. Autoré
apibiidina informacijos personalizavimo ir automatizavimo internete aspektus, naudotojy
teises ir pareigas asmens duomeny pazeidimo atveju. Autoré nurodo teisinés atsakomybeés
rusis ir atskirai skaitmening atsakomybe, atsirandancig asmens duomeny saugumo pazeidimo
atveju. Be to, nustatomi administraciniy ir finansiniy sankcijy zmogaus teisiy pazeidimo

atveju ypatumai.
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