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IVADAS

Internetas vis giliau ir plaau skverbiasii masy kasdiem gyvenimy. Juo naudodamiesi
skaitome naujienas, gaunamairiausias paslaugas, bendraujame, tvarkome finarssreikalus,
ieSkome profesiés ir ponegiy informacijos. Tdiau ar mokame patys saugiai naudotis internetu ir
apsaugoti nuo galimjo gresmiy savo artimuosius? Kartu su interneto nauda negiaemai tenka
aptarti ir interneto keliamus pavojus ypaaikams [29]. Internetu naudojasi ne tik gerara@is
nusiteike Zmores. Kaip ir realiame gyvenimeja pasitaiko piktavali asmen, siekiagiy neteigtai
pasipelnyti, apgauti, piktam pasinaudggytu pasitikjimu. Kai kuriems Zmoéms tiesiog patinka
isibrautii kity zmoniy kompiuterius, visaip kenkti, platinti virusus, tog@ gadinti duomenis. Nedori
verslininkai interneto paslaugas naudoja nepag@daams laiSkams bei reklamai platinti, nekalbant
jau apie pornografijos vetglkuris internef tiesiog uztvind vaikams netinkamu turiniu. Bendravimas
su kitais zmoamis internetu gali @i ne tik malonus. Anonimai galisijungti i pokall ir iSreiksti
agresiy ar kitaipiskaudinti. Blogiausia, kai taip nutinka nepilnaiiaens, kuriej tai jautriai reaguoja,
bei dazniausiai negali ar nenori apie tai pasiéaliu suaugusiais ar netgi draugais

Internete gausu smuréis, pornografigs ir kitokios zalingos informacijos. Vaikai, nar&di
internete, ankSau ar \¢liau gali su tokia informacija susidurti. T@durime kiti pasireng ne tik toka
informacija riboti technimis priemogmis, bet ir kalbtis su vaikais, kad jie Zingt kaip tinkamai ja
reaguoti.Nors vaikai ir jaunimas daznai yra interneto tedbgipy zinovai ir supranta apie gmes ir
budus jas apeiti, taau jie ne visi pakankamai subrendkad tinkamaijvertinty situacijas ir galimas
paseknds, su kuriomis susiduria. Tuo metu, jie retai kpdaidalina patirtimi suévais ar globjais ir
kreipiasi pagalbog juos tik paskutiniu atveju [1]. Targwy ir vaiky yra didet Ziniy spraga apie
augartias interneto gismes ir y supratim. Ir vaikus, ir suaugusiusibnai reikia daugiau informuoti,
kaip imtis priemoni prie$ interneto pavojus, nes vaik nepilnameiy tarp interneto vartotqj vis
labiau gauga.

Siuo metu kvalifikacijos dimo ir sertifikavimo rinkoje atsirado niSa, kuriréty bati kuo
greiiau uzpildyta. Lietuvos ECDL atstovybnumat sukurti naw sertifikavimo program kurios
pagrindinis tikslas — tiesiogiai péttlorganizaciy, susijusy su vaik; ugdymu, darbuotojams beévams
gauti zinias, reikalingas apsaugoti vaikus nuésigny virtualiame pasaulyje ir tas Zinias patvirtinti
ECDL sertifikatu. Sios programos &d - ne kiekvieno i msy moralinip normy nagrirgjimas.
Programa skirta suteikti Zinias, reikalingas supraguacip, veiksmy galimybes irjrankiy tiems
veiksmams atlikti naudojim

ECDL fondas dilo daug kompiuteti vartotojy igadziy sertifikavimo program. 1S praday
ECDL fondas skleid tik bazines kompiuterinio rastingumo sertifikavinppogramas. ¥liau buvo
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sukurtos specializuotos programos skirtos askiformaciniy technologiy sriciu zinioms sertifikuoti.
Pastaruoju metu, pagal ECDL fondo standartus,isgirtSaly ECDL atstovybs gali kurti ir kuria
sertifikavimo programas, atitinkaias iskilusius poreikius. Lietuvos ECDL atstogypractjo darbus
realizuojant sertifikavimo progragne-Guardian, kuri skirta patvirtinti Zinias apie ik apsaug
internete.

Iki Siol, néra spestaproblema, ar kompiuterigmis sistemomis ir internetu besinaudojantys, su
vaikais dirbantys asmenys zino ir moka tinkamaiaagsti duomenis, kompiutegnprogramir ir
aparaiiring irangy bei vaikus, naudojaius minétas kompiuterines sistemas. Ebdabai naudinga
sukurti naug sertifikavimo programy kurios atsiradimas leistsu vaikais dirbatiy organizaciy
atstovams ir norintiems gauti sertifigdévams patvirtinti savo zZinias atitinkansertifikato iSlaikymu.

Tokio poludzio sertifikavimas ECDL / ICDL organizacijoje nefmu sukurtas. Apie kit
pasaulini sertifikavimo organizaaij sukurtas tokios klas sertifikavimo programas (susijusias su
saugiu darbu kompiuteriu ir vajkapsauga) informacijos nerasta. Eogbalyginti ir iSanalizuoti
informacija apie padarytus darbusra galimyles. Dar vienas Sio magistrinio darlmaujumas yra
suformuluotas siymas ECDL fondui modifikuoti produlgt patvirtinimo standartus automatizuoto
testavimo atvejui. Sio darbobjektas - vaiky saugumo internete uztikrinimgadziy sertifikavimo
sistema, apimanti taip pat ir bendrus informacgasgosgidzius. Darbaikslas - angly kalba sukurti
vaiku saugumo internete uztikrinim@udziy sertifikavimo program e-Guardian, turint tiksl ja
autorizuoti ECDL fonde. Darbo tikslui pasiekti sufaluoti tokie uzdaviniai:

e ISnagrireti esamas ECDL sertifikavimo programas orientuagaptspecializuai prograny
turinj.

e ISnagrireti naup ECDL program kirimo standartus.

e Sukurti, kiek galima labiau nuo apamnés platformos ir P nepriklausora e-Guardian
sertifikavimo programos klausimyrgsyllabus).

e Sukurti e-Guardian sertifikavimo programos te&tausimy baz automatizuotam testavimui

(AQTB).

e [kelti e-Guardian sertifikavimo testo klausinbaz naudojimui ECDL Lietuva testavimo
sistemoje.

e |Stirti e-Guardian klausimyno ir testo klausirbazs atitikima ECDL fondo kokylks valdymo
sistemos reikalavimams.

Tyrime bus taikomi tokidyrimo metodai — mokslires literatiros analiz ir apibendrinimas,

anketire apklausa, eksperimentiniai matavimai, statéstiranalizs metodai. Remiantis pirmuoju
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metodu buvo raSoma darbo teérimlalis. Teorigje dalyje nagridjamos ECDL sertifikavimo

programos, ECDL programkiirimo standartai, e-Guardian programos vieta ECDhdéo program

tarpe. ECDL produkto iimo metodai nagrigami antroje dalyjeCia apraSomas ECDL produkto

standartizavimas ECDL fonde, sertifikavimo progrankausimyno ir klausim sudarymo metodai.

Trecioje - dviey tyrimy apraSymas. Pirmajame — atliekama litenad analiz, sudaromas e-Guardian

klausimynas ir testo klausimai automatizuotam testai, antrajame - anketds apklausos pagalba

atlikto tyrimo apie e-Guardian testo klausitmazs koregavim apraSymas. Eksperimentiniai rezultatai

naudojami klausimp bazs tobulinimui, pateikus bandaffa programos versij vartotojams ir

ekspertams. Pagrindiniai darbo rezultatai ir prekteikSne:

1.
2.

Atlikta esamy specializuai ECDL sertifikavimo programapzvalga.

ISnagrireti naup specializuai ECDL fondo program karimo standartai inj kokybés valdymo
sistema bei apibfta e-Guardian programos vieta ECDL fondo progréenpe.

Sukurtas vail saugumo internete uztikrinimgudziy sertifikavimo programos e-Guardian
klausimynas.

4. Pagal sudargtklausimyry sudaryta testo klausirbaz automatizuotam testavimui.

5. Paruosta patvirtinimo paraiSkos forma ir pateik@DE fondui, kuris patvirtino, jog e-Guardian

svarba yra ypadidek.

Sertifikavimo programos bandomoji versija patalpirECDL Lietuva testavimo sistemoje,
siekiant nustatyti testavimo charakteristikas irrtimemo kriterijus. Atlikti  tyrimai,
patvirtinantys sertifikavimo programos klausimynaesto klausim bazs kokyk.

Rezultat, aprobavimas:

2008 met birzelio 21 d. vykusioje tarptautiie mokslireje konferencijoje “Strategies, Media,
and Technologies in European Education Systemstuksw bendraautoriumi Eugenijumi
TeleSiumi pristatytas straipsnis “E-Guardian Pragre — The new ECDL Endorsed Product
Proposal from ECDL Lithuania” [34] (1 priedas).

2009 met balandzio 3 d. tarptautiniame forume ,Baltic IT&I009: eBaltics* Rygoje,
Latvijoje, sekcijoje “Secure Future Internet Sabas” kartu su bendraautoriumi Eugenijumi
TeleSiumi buvo padarytas praneSimas “e-Guardiatification Programme Pilot in Lithuania”
[36] (4 priedas).

2009 meit geguzés 8 d. VUKHF vykusioje 14-oje magistranir doktorant mokslincje

konferencijoje ,IT 2009, sekcijoje ,Informac#is technologijos mokyme* pristatytas straipsnis



.E-Guardian — the New Certification Programme onllSlof Ensuring Children Safety Using

Internet” [35] (2 priedas).

Magistrinio darbo apimtis yra 8Ruslapiai, kuriuos sudargvadas, trys pagrindés dalys ir
iSvados. Pagrindise dalyse yra 1 lentelr informacija grafiSkai pateikiantys 9 paveikslai. Prie darbo

pateikiami 7 priedai.



1. ECDL PROGRAMU IR PATVIRTINT U PARTNERINI Y PROGRAMU KURIMO
TEORINIAI ASPEKTAI

Siame skyriuje pateikiama teotirmedZiaga apie ECDL fond Aprasomos ECDL fondo
sukurtos ir patvirtintos partneda programos, apzvelgiant jturini. Pristatoma naujai kuriama e-
Guardian sertifikavimo sistema, nustatant josai8€DL fondo program portfelyje.

1.1. ECDL fondas

ECDL program propaguoja ir sklaidos procegriziuri ECDL fondas (ECDL-F — European
Computer Driving Licence Foundation). Sio fondokidis — remti ir koordinuoti ECDL koncepcijos
plétra. ECDL-F yra ECDL standarto garantas [35]. Fondaikina, kad ECDL bty administruojamas
tolygiai visoje Europoje ir pasaulyje. Fondas skelsukurti Tarptautin kompiuterio vartotojo
pazynejima (ICDL — International Computer Driving Licence) tapti pasauline informaciui
technologiji Zinias sertifikuojatia ir standartizuojahia organizacija.

ECDL fondas buvo sukurtas siekiant koordinuoti ECKkzincepcijos atsiradigir plétra visoje
Europoje. ECDL fondas yra pelno nesiekianti orgacija, kuri suteikia licencij konkretiai bet kurios
Salies organizacijai — (licencijos #tiojui) naudotis ECDL koncepcija ir sukurti savo gramy ECDL
sklaidai toje Salyje. Europos Salyse nacionalineericijos tuétojas turi lmti Europos profesini
informatikos gjungy tarybos (CEPIS — Council of European Professiémfarmatics Societies) nariu.
Ne Europos Salyse ECDL fondas suteikia licen@yganizacijoms, kurias CEPIS nurodo kaip
licencijos tuétojas [13].

1.2. ECDL Programos

Spatiai plétojantis kompiuterinio rastingumo reikalavimamsektivalstybirs, tiek priv&ios
imoreés kelia vis aukstesnius reikalavimus kompiutems darbuotaj Zzinioms), todl didéja poreikis
objektyviaijvertinti Siy Zmoni; sugejimus. Taigi reikalinga vieninga sistema (apmokymparuoSimo,
testavimo bejvertinimo), kuri kity pripaZinta tarptautiniu mastu. Siuo metu popuiasia ir labiausiai
pripazstama kompiuterinio rastingumo sertifikavimo siséemn ECDL (European Computer Driving

Licence).



ECDL siekiantys asmenys — visi Znésn kurie nori sumaniai naudotis asmeniniais
kompiuteriais. ECDL kvalifikacija leidZia dirbansiems, studentams ir kitiems asmenims formaliai
frodyti ir patvirtinti, kad jie turi pagrindines Zas apie asmeninius kompiuterius ir sugeba jaislotst
PavyzdZziui, raSties darbuotojai, norintys, kad formaliafith pripazinti ir dokumentu patvirtintiyj
darbo kompiuteriuigudziai, tugéty iSlaikyti ECDL testus ir gauti atitinkasmpazyngjima. Formalus
darbo kompiuteriu kompetencijos patvirtinimas reik¥gas ir darbdaviams, norintienpgertinti ju
darbuotoy ar pretenduojafiu jsidarbintijgadzius [13].

ECDL fondo produki portfelyje yra 10 pagrindini produkt; (1 pav.), nuo pradinio lygio
EqualSkills iki profesionaili prograny IT specialistams.

I EqualSkills

@ EqualSkilis Learn Eﬂbr;’ﬂﬁug
ir:hl'nﬂt"iua fun and

ECDL CAD

EEEL An Iiternatianal standard
=3 In core skills in 20 alded
design

EUCiF

Professional competence
development programma
for IT practioners and
undengraduabes

Saltinis: ECDL Foundation (2009) fifista 2009 01 06]. Prieiga per intermet
http://www.ecdl.org/products/index.jsp

Pav. 1 ECDL fondo produkty portfelis

Visos ECDL fondo sertifikacijos pasizymi ne tik &tkis produki patvirtinimo, bet ir
nuolatinio administravimo standartais. Tarptautimastu pripazintas 148 Salyse ir pritrasik8
milijonus kandidai i savo sertifikai programas, ECDL fondas yra pasaulinis etalongs ¢dmiy

vartotop kompiuteriy igudZiy sertifikavimo program.
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1.2.1. ECDL Core programa

ECDL yra informacini technologiy igidziy patvirtinimo pazynjjimas visiems pili¢iams. Jis
skirtas tiems, kam reikia arba kurie nori zinowjk naudotis kompiuteriu. Jis tinka yispecialybi
darbuotojams, tinka tik Zengiantierindarbo rink, tinka ir bet kokio amziaus Zzméms [13].

Europos kompiuterio vartotojo pazgjmas (ECDL) — dokumentas, rodantis, kad jo sakam
turi pakankamai zini apie informacijos technologijir sugeba naudotis asmeniniu kompiuteriu bei
dazniausiai naudojama taikaa programineiranga. Praktiniu poiriu ECDL liudija, kad jo
savininkas iSlaik teorin egzamin, jvertinant informacijos technologijos pagrindzinias, ir SeSis
praktinius testus,vertinarfius jo geljimus naudotis asmeniniu kompiuteriu bei jo taikgpen
programingranga [13].

ECDL yra visame pasaulyje prinalamas dokumentas. Jis skirtas palengvidérbinimo
procediras ir uztikrinti darbday kad pretendentaidarbo viei ir jau dirbantys asmenys sugeba dirbti
kompiuteriu ir naudotisiprastomis programomis. ECDL yra Zinias ir kompeij@npatvirtinantis
pazynejimas, kuris remiasi vieninga Europoje pripazin@®. programa.

Pagrindinis ECDL programos tikslas — bendrasis ipdgriu Ziniu apie informacijos
technologia ir asmeniny kompiuteriy bei ju taikomosios programiéis ijrangos panaudojimo
kompetencijos lygio tobulinimas visoje Europoj@asaulyje [13].

ECDL standartas remiasi tuo,a kkompiuterio vartotojas turi zinoti apie informausj
technologiy ir asmeninius kompiuterius bei kokius asmenkompiutery, ir dazniausiai reikalingosj
taikomosios programis irangos panaudojima@gudzius jis turiigyti. ECDL standarto numatytos
butinos ziny sritys irjgudziy grupes yra aprasytos ECDL programoje. Dar vienas ECDdg@mos
tikslas — iSvardinti faktus, kuriuos reikia zinobgi jgudzius, kuriuos reikiaigyti pagal standarto
reikalavimus [13].

ECDL Core yra praktini igndziy ir kompetenciy testas, susidedantis iS septyratskin
moduliy, apimariy kompiuterirg teorija ir praktika. Norint gauti ECDL sertifikat kandidatas turi
iSlaikyti visy septyniy moduliy test. ECDL modulis 1 yra pagrindiniteoriniy Ziniy apie kompiuterius
testas, o moduliai 2-7 yra praktinsugelgjimy testai.

1 modulis. Pagrindinés informacijos technologijos gvokos. Reikalaujama, kad kandidatas
Zinoty, kaip sudarytas asmeninis kompiuteris, ir suprgsagrindines informacijos technologijos
koncepcijas: duomen saugojim pagrindirgje ir iSorirgje atmintirgje, taikomosios programgs

irangos vied visuomemje, informaciniy tinkly panaudojim. Kandidatas turi suprasti, kakivieta
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kasdieniame gyvenime uzima informacijos technodipkh itaka asmeniniai kompiuteriai gali tétr
zZzmogaus sveikatai. Kandidatas taip pat turi iSmiapggrindinius informacijos saugos dalykus ir
teisinius kompiuteri naudojimo aspektus.

2 modulis. Naudojimasis kompiuteriu ir byly (angl. file) tvarkymas. Reikalaujama, kad
kandidatas parodytzinias ir gebjima naudotis pagrindimis asmeninj kompiuteriy ir ju operacini
sistemy funkcijomis. Kandidatas turi sugéb efektyviai tvarkytis kompiuterio darbo tese. Jis turi
moketi tvarkyti bylas ir katalogus (aplankus), nétikkopijuoti, perkelti ir Salinti bylas ir katalogu
(aplankus). Kandidatas taip pat turi parodyti, kadnoka manipuliuoti darbo lauko piktogramomis ir
langais. Jis turi parodyti, kad moka naudotis pgaieggalimylgmis, operacigie sistemoje es#&momis
paprasgiausiomis redagavimo ir hylspausdinimo valdymo priemémis.

3 modulis. Teksy tvarkymas. Reikalaujama, kad kandidatas paraedyugels naudotis
asmeninio kompiuterio tekstapdorojimo (anglword processingprogramineiranga. Jis turi suprasti
ir moketi atlikti pagrindinius veiksmus, reikalingus ndrigukurti tekstin dokumend, ji tvarkyti ir
uzbaigti darh, kad sukurtasis dokumentastilp tinkamas platinti. Kandidatas taip pat turi parmdy
sugels naudoti sugtingesnes teksto apdorojimo operacijas — standafenteliy kirima, paveikst ir
kitu grafiniu vaizdy iterpima, objekty importavim ir susiejimo su elektroniniu pastu priemones.

4 modulis. Skatiuoklés. Reikalaujama, kad kandidatas supggsigrindines skaiuokliy (angl.
spreadsheejs savokas ir principus, makuy pasinaudoti asmeniniame kompiuteryje e€gan
skaciuokliy programinejranga. Jis turi suprasti ir métk atlikti pagrindinius veiksmus, reikalingus
sukurti, tvarkyti ir naudoti lentel Kandidatas turi sugéb atlikti standartines matematines ir logines
operacijas, panaudodamas pagrindines formulesikcfjas. Kandidatas taip pat turi parodyti sugeb
naudoti kai kurias sutingesnes skaiuokliy operacijas — objeltimportaving, grafiky ir diagram
ktirima.

5 modulis. Duomem bazés. Reikalaujama, kad kandidatas supraghgrindines duomen
baziy (angl. databasg savokas ir principus, maky pasinaudoti asmeniniame kompiuteryje €gan
duomem baziy programineiranga. Modulis padalintag dvi dalis; pirmojoje dalyje patikrinami
kandidato gefjimai suprojektuoti paprastduomem baz, naudojantis standartiniu duomgbaziy
paketu, o antrojoje dalyje patikrinama, ar kandidagali gauti informacijisS turimos duomeanbazs,
naudodamas uzklausas, pasirinkti ir surikiuoti danmbazje esasius duomenis. Jis turi suggb
kurti ataskaitas ir jas modifikuoti.

6 modulis. Pristatymai. Reikalaujama, kad kandidatas mtk panaudoti asmeniniame

kompiuteryje esafias pristatyny (angl. presentationsrengimo priemones. Kandidatas turi sugeb
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atlikti pagrindinius veiksmus: sukurti pristatgmji tvarkyti ir paruoSti demonstruoti bei platinti.
Kandidatas turi parodyti geb sukurtijvairia pristatymy medziag, skirta skirtingoms auditorijoms
arba skirtingoms situacijoms. Kandidatas taip patparodyti gebs atlikti pagrindines operacijas su
grafiniais vaizdais ir diagramomis, mggknaudotivairius skaidn demonstravimo efektus.

7 modulis. Informacija ir komunikacija. Modulis padalintag dvi dalis. Pirmojoje dalyje
(informacija) patikrinami kandidato gefimai atlikti pagrindines paieskos Internete uzdsioir
panaudoti turimas paieSkos priemones, pastiypaieSkos rezultatus bei atspausdinti tinklalagiu
paieSkos ataskaitas. Antrojoje dalyje (komunikgcipatikrinama, ar kandidatas sugeba naudotis
elektroninio pasto programinganga laiSkams i8ss$ti ir gauti, prijungti dokumentus ir bylas kaip

laiSky priedus, kurti ir tvarkyti aplankus bei katalodaskams saugoti [13].
1.2.2. ECDL Advanced programa
ECDL / ICDL Advancedyra aukstesnio lygio programa sukurta tiems Késngigai pasiek

ECDL Core zini lygi ir nori toliau kelti savo kompiuterinkvalifikacija. ECDL / ICDL Advanced

apima Siuos modulius:

o Advanced Word Processing
o Advanced Spreadsheets

o Advanced Database

o Advanced Presentation

ECDL / ICDL Advancedmoduliai suteikia kandidatams galingytapti ekspertais naudojantis
minétomis aplikacijomis. KiekvienasAdvanced modulis sukurtas kaip atskiras sertifikavimas
atitinkamoje srityje. Kandidatai¢kmingai isisavirg ir iSlaike kiekviera moduli, sertifikuojami kaip
konkretios aplikacijosAdvancedsartotojai. Kiekvieno modulio testavimo pasiruogirpaprastai reikia
30 valand, nors, jei kandidatai turi reikiamas Zinias, galimaplenkti pasiruoSimo etapYra iSleista
jvairios ECDL fondo patvirtintos pasiruoSimo medzsgpagal kua kandidatas gali ruostis savo
laisvu laiku.

Kiekvieno modulio testas trunka po 1 valan@&kmingai iSlaik kiekviera Advancedtest,
kandidatai gaunAddvancedsertifikat iS atitinkamo modulio. Kandidatai, pasirgnkaigti visus keturis
Advancedmodulius, gauna nayECDL / ICDL Expertsertifikat, liudijanti ekspertinio lygio ECDL /
ICDL kompetencij.
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1.2.3. e-Citizen programa

Kompiuteriai ir internetas dabar yra kasdieniniovgymo dalis ir mums visiems reikia
sugeldti jais naudotis, kad atliktume dakasdienini uzdu@iy. Internetas tai ne tik naudingas
bendravimo ir informacijos paieSkasinkis, bet vis daugiau organizaciy vyriausyles departament
naudoj interney tiekti informacip ir paslaugas. Tie, kurie neturi interngtmdziy, rizikuoja it
atskirtais nuo informaciis visuomess. Net jei atrodo, kad esame susipa&u internetu, vis tik yra ir
tokiy zmoniy, kuriems jis svetimas. e-Citizen yra iSeitis tiefkigrie nemoka ir nesinaudoja internetu.
e-Citizen - tai sprendimas, kuris leidzia kandidaasuzinoti apie interrgt neturint pries taigytu
kompiuteriniy Ziniy.

e-Citizen sukurtas pat Zzmorems gauti kiek imanoma daugiau apie interpet
supazindindamas kaip jis veikia ir parodydamas, jleadali bati naudojamas daugybei tiksITai gali
buti veikla susijusi su vyriausybémis organizacijomis, informacijos paieSka, ptelpirkimu ar
bendravimu su Seima ir draugais. e-Citizen sea¥fitnas sukurtas specialiai Zntoms su ribotomis
Ziniomis apie kompiuterius ir interrgtPrograma prieinama visiems, nepriklausomai numg@nés
pactties, iSsilavinimo, supratimo ir gabum nors Siokios tokios Zzinios apie kompiuteriugtu
naudingos pries pradedasisavinti S4 prograna.

e-Citizen programa sukurta kaimanoma paprastai. Klausimyne yra uzduotys suteiloan
praktines interneto galimyhi patirties. Programa susideda iS nepriklausamokymosi skyn su
mokomosiomis pagalbomis kiekvienai daliai.

Programa yra lanksti ir leidzia mokytis norimu temget paprastai reikia 30 mokymosi

valand;. e-Citizen mokymosi pabaigoje yra neétiiigas 45 mintiy testas.

1.2.4.EqualSkills programa

EqualSkills yra laisva ir nesttinga iZanga apie kompiuterius ir interagbradedantiesiems.
Programa suteikia supratinapie kompiuterius ir interngt kad igyti pasitikéjimo ir paskatinti kelti
1gudzius Sioje srityje.

EqualSkills apima Sias keturias sritis:

o Pagrindires Zinios apie kompiuterius (kompiutersandara,jjungimas, naudojimasis
klaviatira ir pelyte).

o Supazindinimas su darbalaukiu (darbalaukis, lardygumeni kirimas, faily tipai).
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o Internetas (WWW, interneto narSykbaieska).

o Elektroninis pastas (elektorinio pasto vartotogsktronires zZinues).

Su EqualSkills gaunamas supratimas apie tagalima padaryti kompiuteriu ir kokias uzduotis
galima atlikti naudojantis internetu. Bagy program kandidatas moka gti elektorinius laiskus,
naudotis kai kuriomis paprastomis programomis irSyia internete, kad surastnformacijos apie
naujienas, orus, hobius, t.t.

Programos mokymosi kursas trunka nuo 8 iki 15 éjapriklausomai nuo besimokénjo.
Programa lanksti ir tadl leidzia mokytis norimu tempu. &a formalaus EqualSkills egzamino.
Programa neskirta sertifikuotis, turint tikskazkur jsidarbinti, t&iau suteikia besimoka&mjam
pagrindines kompiutexi Zinias ir atskleidzia technologijvaidmern kasdieniniame gyvenime. Baigus
EqualSkills programp galima pereiti prie sudingesniy programy, gal net prie pilno ECDL

sertifikavimo.

1.2.5. ECDL CAD programa

Visiems, kas naudojasi kompiutetimis technologijomis kuriant 2 matavinobjektus (CAD),
svarbu tuéti pagrindinius 2D CAD programis irangos naudojimospudzius ir pademonstruoti tuos
igidzius darbdaviams arbaigimiems darbdaviams. ECDL Computer Aided DesigADT siilo
galimyk sertifikuoti pagrindinius 2D CADRQguadZzius tarptautiniu standartu.

ECDL CAD yra nepriklausomas tarptautinis pagringi@D kompiuterinio dizainogidziy
standartas. Naujausia ECDL CAD klausimyno versifa atnaujino sertifikavimiki dabartiniy 2D
CAD industrijos standagt Tai leidzia ECDL fondui teikti iSsamir skland, dabari atitinkan{, 2D

ECDL CAD skirtas studentams ir profesionalams, &usiekia tarptautiniai pripgtamo
kvalifikacijos pripazinimo sertifikato, liudijafio CAD jgudzius. Sis sertifikavimas duoda pagend
tolimesrems studijoms arba profesionaliam tojuhui su CAD susijusioje srityje. ECDL CAD
sertifikatas rodo, kad; jiSlaikg Zmores, turi jgadzius ir Zinias naudotis daugumos CAD aplikacij

standartine programineanga ir savyémis.
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1.2.6. ECDL WebStarter programa

ECDL fondo sukurta ECDL WebStarter, yra nauja 8kavimo programa skirta suteikti
igudzius reikalingus modeliuoti, kurti ir prigiéti internetirg svetair. Programa specialiai sukurta
norintiems gautigadziy kuriant ir priziirint internetines svetaines ir yra trumpéesrei pigess, nei
profesionalaus lygio Web dizaino programa.

ECDL WebStarter sertifikavimui reikia apie 20-30arad; mokymo, po kurio seka 45 mitiu
paprastas testas. ECDL WebStarter sertifikatagdiukad kandidatas:

o Supranta pagrindines Web leidybasakas

o Turi pagrindiniuggadzius reikalingus sukurti internetipuslap

o Supranta esminius HTML principus

o Gali parasyti paprastHTML programin koda

o Moka naudotis Web redaktarkuriant internetinius puslapius, kurti formas enteles,

naudotis karkasais ir formuoti tekst

o Gali dirbti su internetinj puslapy vaizdiniais objektais
o Gali publikuoti puslapinternete
o Turi gel supratina apie saugumo objektusistatymus susijusius su Web leidyba.

ECDL WebStarter yra tinkamas produktas smulkiansluerkai reikia internetinio puslapio,
bet nenorima skirti resugsfinansuoti didels apimties puslapius. Taip pat bendruoames, kurioms
reikia bendrauti su savo nariais, naudojantis nsazaisursais; studentams, norintiems dalintis

informacija tarpusavyje; individams, norintiemsétuasmenines internetines svetaines.

1.2.7. ECDL ImageMaker programa

Atsiradus skaitmeniniams fotoaparatams, kompiutesjsskaneriams, mobiliesiems telefonams
su fotokameromis ir skaitmeninio vaizdo manipulmei programineirangai, visi dabar turi galimyb
dirbti su skaitmeniniais vaizdaiwairiais tikslais. Galimybs neribotos — jei suprantate pagrindines
skaitmenini vaizdy idéjas ir turitejgudziy manipuliuoti ir redaguoti juos. Iki Siol, noringyti tokius
sugelgjimus, reilkéjo isisavinti profesionalias auksto lygio programas.

ECDL ImageMaker sukurtas zZmims, norintiems gautigudziy dirbant su skaitmeniniais
vaizdais, neskiriant pernelyg daug laiko ir iSlgidaip kad reikia profesionalaus lygio skaitmenini

vaizdy redagavimo sertifikavimui. ECDL fondo sukurtas HCIlnageMaker yra naujas sertifikavimas,
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skirtas suteikti zinias, reikalingas naudotis irmpaliuoti skaitmeniniais vaizdais. Programa suteik
praktiniy jgudziy tam, kad gauti maksimalinaud, iS skaitmenini vaizd;. ECDL ImageMaker
tinkamas sertifikavimas studentams, smulkiam vershendruomeéms ir individualiems nam
vartotojams.

ECDL ImageMaker sertifikavimui reikia apie 20-30larady mokymo, po kurio seka 45

minuiy trukmes testas.

1.2.8. ECDL CTP programa

Sertifikuotas mokymo profesionalas (Certified TragmProfessional - CTP) yra tarptadtilfCT
mokymo kvalifikacija. Nepaisant griegttarptautini ECDL administravimo standast iki CTP
suldrimo grupinio ir individualaus mokymo organizaajbuvo mazai kontroliuojamos. Kaip vienas is
fondo ne galutinj vartotop sertifikavimy, CTP suteikia mokytojams ir mokymo organizacijoms
objektyw; kokybés standast, kuris atsispinés ju paiy mokymo paslaugose.

Programa sukurta siekiant tenkinti profesionalalisrlokymo poreikius. Sertifikavimas yra
nepriklausomas nuo pries tgytos kvalifikacijos ir kiekvienas CTP kandidatasi tpademonstruoti
savo kompetendij

Norint tapti sertifikuotais mokymo profesionalaisgividualiems mokytojams nereikigdgti ir
laikyti egzamim. Reikia pateiktirodymus, kad jie atitinka programos zjnieikalavimus.Irodymai
klasifikuojami kaip:

o Dokumentiniaijfrodymai: mokymo planai, sesijvarkarasiai, analitires formos,
vertinimo formos, t.t.

o Darly irodymai: mokyma vaizdo medziaga, pagrindinziniy jvertinimas, apimantis
komunikavima, instrukcijas, klausimus ir atsakymus.

Darhy irodymai yra fatini programai, neséna kitos alternatyvossitikinti mokytojo aktyvumu
mokyme. Sertifikuoto mokymo profesionalo progrartikslai:

o Naudoti gegja praktika ICT mokyme.

o Pripazinti ir sertifikuoti gegja praktika individualiems mokytojams.

o Suteikti mokytojams galimypkelti kompetency.

o Suteikti mokymo organizacijoms objekiyyr pripazint ICT mokymo lygio zenk.

o Sukurti sertifikuott mokytoj bendruomeg kuri pacty individualiems mokytojams.
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1.2.9. EUCIP programa

EUCIP (European Certification of Informatics Prafiemals), Europos informatikos
profesionalo sertifikatas yra profesionalaus s&eifimo ir kompetencijos vystymo schema skirta IT
specialistams ir paskutinio kurso studentams.

Daugeliui Zzmoni, dirbartiy su informacijos komunikavimo technolagipramorje, nelengva
patenkinti ambicijas ir progresuoti iS ba@nkvalifikacijosi pilnai profesionali sertifikacip. EUCIP
suteikia netradicinkelia tokiems specialistamg pilng profesionalo pripaZiniem Zmores, dirbantys
kitose specializuotose srityse, turi skumformacijos komunikavimo technologijigudziy poreil
suprasti ir valdyti informacijos komunikavimo tedtogiju projektus savo organizacijose.

EUCIP, kaip ir ECDL, sukurtas CEPIS (Council of &pean Professional Informatics
Professionals), t.y. Europos informatilrofesional tarybos. Programos objektas yra informacijos
komunikavimo technologi, vidurinio lygio kompetencija, uztikrinanti bendrsius pramoés,

valdymo ir viegju organizacij standartus.

1.2.10.ECDL Health programa

ECDL Health yra galutinio vartotojo kvalifikacijarsikatos informatikos sistepvartotojams,
iskaitant gydytojus, seseles ir kitus sveikatos gsioihalus, palaika@ius sistemas, naudojéas
pacientt duomenis. Programa orientuojamaoripazining ir poreik visose Salyse, kurios naudoja
sveikatos informacijos sistemas jgalina nacionalines sveikatos sistemas tapti efektgmis bei
nasesamis.

ECDL Health klausimynas buvo sukurtas tarptastirECDL fondo ekspest grupss ir
patvirtintas vienu metu trijose Salyse: ItalijoiEdziojoje Britanijoje ir JAV.

ECDL Health pripaista, kad nacionaliniai reikalavimaiskaitant praktikos dmus, kulfira,
kalbg ir jstatymy rémus, skiriasi priklausomai nuo Salies, &bdpecifiniai sertifikavimai buvo sukurti
kartu su sveikatos informatikos ekspertais ItadijojDidZiojoje Britanijoje, JAV ir Suomijoje.
Sertifikavimo jrankiai, kuriuos sulké¢ Sios Salys, duoda platesnaud ir gali biti naudojami kitose

Salyse.
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1.3. ECDL fondo patvirtintos partnerin és programos (Endorsed Programmes)

Iki Siol ECDL fondas kr¢ ir leido programas tik savo iniciatyvagtau nuo 2008 metfondas
pakeit poziiri, nusprend, kad iniciatyva turi bti iS Zemesnj lygiu ir atskiroms Salims, t.y.
partneriams, suteék galimybes, kurti savo programas. ECDL fondo pai#meskirtingose Salyse,
atsizvelgdamij savo Salies ar naujai atsiradusius globalius ki gali padilyti fondui naup
sertifikavimo prograra

Patvirtinti produktai yra lokaliai kuriamos serkifivimo programos, kurios tvirtai laikosi auksSt
turinio ir veiklos administravimo standartTvirtas Sii standani laikymasis leidzia &réjui naudoti
“Endorsed by ECDL Foundation” logotiprie savo produkto. Nors patvirtinti produktaira ECDL
fondo nuosavyly t&fiau strukiira ir palaikymo metodai patvirtinami pagal ECDL néto produki
patvirtinimo kokytes uztikrinimo standartus [35]. Siuo metu ECDL fonplatvirtinti produktai yra
naudojami tik tose Salyse, kurios juos &k

Norint gauti ECDL fondo leidimp sukurti ir paleisti nauj patvirtinta partnerir sertifikavimo
program, reikia atlikti standartizuotas prodeds, kurios pl&ai aprasomos Sio darbo 2 dalyje. ECDL
standarto laikyrasi ir ECDL sklaidos darbus stebi ir koordinuoja HCHEbndas. ECDL standart
sudaro:

o ECDL programa — detalus standarto apimamiy sriciy ir jgudziy aprasas;

o Europos klausim ir testy baz (European Question and Test Base — EQTB), kurioje
saugomi klausimai ir testai, naudojami vertinimotume

o ECDL vertinimo metodiniai nurodymai

ECDL standartui palaikyti kiekvienoje Salyje tuiitborganizacija, kug ECDL fondas paskiria
atsakinga uz tai, kad visi testai atittkECDL program. Skirtingose Salyse naudojamos mokymo ir
egzaminavimo procedos gali skirtis, téiau ECDL fondas reikalauja, kad visuose patvirirse
testavimo centruoseaty naudojamas teisingas ir gerai api#tas egzaminavimo procesas kartu su
patikimai veikiagiu testavimo procesu. ECDL pazypmo iteikimo proceso auditatlieka ECDL
fondas.

ECDL pagrindu yra ECDL programa angkalba. Si programa apidfia paZyngjimui
reikalingas zini sritis ir praktiniusigudzius. vairiose Salyse standartiniai testai lokalizuojatatjau
naudojama ta pati programa, ¢biSlaikomas toks pats Ziiir igudziy lygis. Lokalizuotos Europos

klausimy ir testy bazs audig atlieka ir p registruoja ECDL fondas.
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ECDL sklaidos programa skiriasi nuo daugumos nadioiy ir tarptautini Svietimo program,
nes ji remiasi standartiniais testais ar egzamjmarge standartizuotu mokymu. ECDL visada patwrtin
ta paf ziniy ir jgudziy lygio standag, nepriklausomai nuo asmemautykes, iSsilavinimo, amziaus ar

lyties. Vienoje Salyje iSduotas ECDL pazjimas galioja ir kitose Salyse.

1.3.1. GIS programa

AICA (Associazione Italiana per I'Informatica ed @alcolo Automatico) Italijos licenzijos
turétojas [26], kartu su asociacija LABSITA, nesenidleido ECDL fondo patvirtint produkt
pavadinimu GIS (Geographic Information System) egyefirg informacirg sistem. GIS sertifikuoja

profesionalus, kurigrodo savagadZzius Siose srityse:

o Pagrindires GIS naudojamos IT égbs

o Geografires informacirts sistemos komponentai
o Geodezijos ir topologijos GIS

o Skaitmenir kartografija

o GIS analizavimo ir pristatymo technologijos

Siejgudziai testuojami parinktais klausimais ir praktisitestais, pritaikomais daugumos GIS
programires jrangos.
Sertifikavimas skirtas profesionalams, kurie nomrqayti savo GISjguadzius, jgydami

pripazint kvalifikacija. Jis specialiai skirtas:

o Tiems, kurie nori tusti oficialiai pripazing nacionalin (ir tarptautin) GIS igudziy
sertifikat.
o Mokykloms ir studij programoms, kurios nori teikti papildamprofesionah ir

technirg igudZiy ir pripazint profesionak kvalifikacija, tam, kad pagty ieSkantiems darbo.

o VieSiesiems organams ir agerams, kurios reikalauja objektyvios bazirir praktiniy
Ziniy savo darbuotaj sertifikacijos.

o Privatioms kompanijoms, dirb&oms nuo GIS sektagiiki IT tinkly, kurios planuoja
idarbinti Zmones, turiius objektyvias zinias. GIS sertifikacija turi tpagrindinius modulius, kuriuos
reikia pabaigti norint gauti GIS sertifikat

Trys GIS sertifikavimo moduliai:

o Kartografija (1 modulis)

o GIS sistemos (2 modulis)
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o GIS programigs jrangos naudojimas (3 modulis)

1.3.2. ECDL 3D CAD programa

AICA (Associazione ltaliana per I'Informatica ed@alcolo Automatico) - Italijos licenzijos
turétojas [26], neseniai iSleido ECDL fondo patvirtingrodukt, pavadinimu 3D CAD. Sertifikavimas
sukurtas sertifikuoti zmones, kurigijo 3D CAD kvalifikacija, pademonstray kad turi standartimni
3D CAD aplikacij savybiy naudojimo Zinias.

3D CAD sertifikuoja profesionalus, kurippdo savagudzius Siose srityse:

o Bazinis 3D erd¥s modeliavimas
o Pazangesnio lygio architekbs ir mechanikos 3D modeliavimas
o Vaizdavimo technologija ir koncepcija

Siejgudziai testuojami praktiniais testais, taikomaisglamoje architekiros ir mechanikos 3D
CAD programirje irangoje.

3D CAD sertifikavimas nepriklausomas nuo produktoapima daug skirting tipy 3D
CAD/CAM programires jrangos paket Nepriklausomumas nuo produkto yra reikalavimasj turi
atitikti ECDL fondo patvirtintas produktas.

Pagal patvirtid klausimyra buvo sukurti dviej tipy testai, tinkami specifiniams architgkir
mechanily reikalavimams. Visos 3D CAD versijos turi po 2@ksimy. Testo objektas yra sukurti

realy architekirinio ir mechaninio modeliavimo modetuo pradai iki reprezentacinio vaizdavimo.

1.3.3. E-KIDS programa

Kroatijos licenzijos tuttojas, Kroatijos kompiuterinbendruomeé (CITS - Croatian Computer
Society) [27], Kroatijos rinkoje iSleido e-Kids kaECDL fondo patvirting produkt. E-Kids produktas
yra reikalingas zingsnis diegiant kompiutg¢rrastingum vaikams ir jis susideda i$ tgijpagrindini
komponeni:

o Multimedijos kompaktinis diskas (iki mokyklinio anazis vaikams)

o E-Kids paketas

o E-Kids Zurnalas (@nesinis)

Sis Zingsnis ugdo kompiutefimastingum ankstyvame amziuje, tam, kad suteikti galirayb

vaikams iSmokti efektyviai naudotis informaainikomunikacijy technologijomis bet kokioje
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gyvenimiskoje situacijoje: mokykloje, namuose, Bnkylkems ir daug kit tiksly. Tai daug daugiau nei
kompiuteriniy Zaidimy Zaidimas ar bendravimas mobjli telefon; trumposiomis SMS Zinémis. E-
Kids paket sudaro vadadlis (parasSytas kaip animacinis filmas ir iliustrastkeliais animaciniais
herojais), kompaktinis diskas su dviem zaidimaigiginteraktyviai moko informacinikomunikacij
technologiy) ir sertifikuota programa (kuri tikrina vaiko zas).

Mokytojui reikia pasirasytigudziy kortek, kuri liudija, jog vaikas testatliko pats, be jokios
pagalbos. Mokytojas sidia pasirasSytas korteles CITS bendruomenei, kuspaatsdina sertifikat
irfarba ID kortet. Vaikai gali naudotis ID kortéis kaip savo kompiuterinio rastingumo
patvirtinimais.

1.3.4. E-Learner programa

e-Learner yra ECDL fondo patvirtintas produktastPiafrikoje, kuris apfipina jaunesnius
studentus solidziu pagrindu keliant ECDL / ICDL kfrkacija. Tai sertifikuotas, modulinis
progresyvii ICT igudziy kursas, panaudojantis Computers 4 Kids kurso raggdzNaudodamas
unikaly ir integruot poziiri, e-Learner teikia galimybgauti esminius ICTigidZius septyniuose
dalyse.

E-Learner kursas yra sudarytas iS wati yra dviep skirtingy lygiu (Silver ir Gold). Silver
kursas susideda i$ 5 dair apima bazinio lygiagudzius. Gold kursas apima visas 7 daligyirdzius,
kurie Siose dalyje jau yra aukstesnio lygio. e-beardalys lygiuojamosgtas, kurias kandidatui reitq
turéti ECDL Core kurse, tokiutmlu jos yra kaipvadas (Silver) ir progresyvus zingsnis (GalédCDL
Core. e-Learner kurso dalys yra Sios:

1. IT pagrindai
Failai ir katalogai
PieSimas
Teksto redagavimas
Skakiuoklés

Pateiktys

N o ok~ Db

NarSymas internete ir elektroninis pastas
Kai reikalaujamijgudziai pasiekti visose dalyse (nesvarbu ar SilveGald kurse), uzpildyta

igudziy jrad; kortek, kartu su e-Learner administragsrsistemos kopija, perduodainaagrindin ofisa.
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Po patvirtinimo, pripaZinti sertifikatai iSduodarkiekvienam mokiniui, kuris iSpild reikalavimus

Silver arba Gold kursuose.
1.3.5. e-Guardian programa

Lietuvos ECDL sklaidos darbus koordinuoja Lietudasmpiuterininky sajunga ir jos Kaune
ikurta viesojijstaiga “Informacini technologij institutas” (ITI). Si vieSojijstaiga nuo 2000 met
sausio mnesio yra oficiali ECDL fondo atstovybLietuvoje. 2007 met gale ITI vadovo ir Sio
magistrinio darbo autoriaus iniciatyva gimmintis sukurti nauj sertifikavimo program pavadinimu e-
Guardian, skig patvirtinti Zinias apie vaikapsaugojim internete. e-Guardian programos vieta ECDL

fondo produki portfelyje pavaizduota 2 paveiksle.

—
i EqualSkills

@ EqualSkills [Breetitidelit @ e-Citizen
. E In_’h__nﬁtilni_lmn.ﬂ .

ECDL |
imngeMaker |

Protessional competence
developmeant programme
for IT practioners and
undergraduates

@ Endorsed
“ Programmes

Saltinis: sudaryta autoriaus.

Pav. 2 e-Guardian programos vieta ECDL fondo produky portfelyje
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Iki Siol nebuvo spgsta problema, ar kompiuteéimis sistemomis ir internetu besinaudojantys,
su vaikais dirbantys asmenys zino ir moka tinkaapmaugoti duomenis, kompiutegiprogramir ir
aparaiiring irang, bei vaikus naudoja&ius minttas kompiuterines sistemas. Ebdity labai naudinga
sukurti naug sertifikavimo program kurios atsiradimas leistsu vaikais dirbatiy organizaciy
atstovams ir norintiemsétams patvirtinti savo zinias jas liudij@o sertifikato iSlaikymu. Tokio
pohidzio sertifikavimas ECDL / ICDL organizacijoje nelmu sukurtas. Apie kit pasaulini
sertifikavimo organizaai sukurtas tokios klas sertifikavimo programas (susijusias su saugitular
kompiuteriu ir vaik; apsauga) informacijos nerasta. Sio darbo objektasiky saugumo internete
uztikrinimo igudziy sertifikavimo programa. ISkeltas tikslas - anddalba sukurti vailf saugumo
internete uztikrinimojgudziy sertifikavimo program e-Guardian, turint tikgl ja patvirtinti ECDL
fonde.

2008 mei; balandzio mneg buvo sukurtas e-Guardian programos turinys ir pe@DL fondo
reikalavimus suformuotas klausimynas. Sis klausisyrkartu su partneds programos standart
patvirtinimo paraiSkos forma pateiktas ECDL fond@avus klausimyno patvirtinisn2008 mei gale
pagal $ klausimym, buvo sudaryta e-Guardian testo klausibaz, skirta automatizuotam testavimui.
Sudaryta testo klausipbaz pateikta ECDL fondo ekspertamgliau pagal y pastabas pakoreguota ir
patalpintaj ECDL Lietuva testavimo sistepibandomajam testavimui. Siuo metu sertifikavimaoesisa
yra pilotinio testavimo stadijoje. ECDL fondo ekspepageidavimu, pilotiniai testai yra vykdomi
keliose Europos Salyse (Lietuva, Latvija, Bulggrija

e-Guardian sertifikavimo testas susideda i$ fydali

o Bendros saugumo uZztikrinimo priemnmsn

o KenkéjiSkos programosnfalware

. Elektroninis bendravimas

o Saugus narSymas ir atsiskaitymai internete
o Vaiky saugumas

Sertifikato iSlaikymui reikia teisingai atsakyitibent 80% iS5 30 pateikiamklausimy, kurie
pagal special atsitiktinio parinkimo algoritra atrenkami iS automatizuoto testavimo klausibazs
(AQTB). Klausimy bazje klausimai iS vig penkiy minéty daliy.

ISlaikes test kandidatas gautsertifikat liudijanti, kad jis zino ir moka tinkamai apsaugoti
duomenis, kompiutergnprogramir ir aparaiiring irang bei vaikus, naudojaus kompiuterines (yga

bendravimui internete skirtas) sistemas.
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2. ECDL PATVIRTINT U PARTNERINI U PRODUKTU KURIMO
METODAI

Siame skyriuje apraSomi metodai, kurie buvo naudbjamagistrinio darbo tyrimams atlikti.
Pirmasis metodas naudojamas gauti kuriamos senifiko programos ECDL fondo patvirtinamTai
yra grieztai formalizuota procerh, naudojanti specialias standartizuotas form#asknetodas skirtas
kuriamos sertifikavimo programos klausimynui sudiargioje dalyje taip pat aprasomi sertifikavimo

produkto testo klausimbazs klausiny sudarymo ir koregavimo metodai.
2.1. Produkto patvirtinimo standartai

Siame skyriuje pateikiamas naujos sertifikavimogpamos patvirtinimo pagal ECDL fondo
standartus metodas. Atitikimas standartams, tuati i$reikStas specialia forma, taikomas visiems
esamiems produktams ir visiems ECDL fondo patvirio siekiantiems produktams [34]. Standartai
grupuojamij tris kategorijas:

o Klausimyno standartai, kurie nustato sertifikacijg®dziu/Ziniy srities specifikacijas.

o Vertinimo standartai, kurie nustato pagrindinedtedogijas, skirtas priimti sprendimui
apie kandidato sertifikavim

o Veikimo standartai, kurie yra kaip administravimaisykles ir turi uztikrinti
sertifikacijos operaai aukst kokybe.

ECDL licenzijos tuétojas, siekiantis standartizavimo ir norintis ggudukto patvirtinim turi
uzpildyti forma, kuri detaliai apraSoma Siame skyriuje. Ar pro@skatitinka visus formos standartus ir
gali tapti standartizuotas, sprendzia ECDL fondé&adangi standartizavimo siekia skirtingipu
produktai, todl standartai pateikiami bendrai visiems tipams. &lgegnt to, standartai aiSkiai nustato,
kad sertifikacija turi tusti savo pagrindinius unikalius atributus, kagtibpripazinta y aukSta kokyb
[10]. Prie kai kuny standan pateikiami pavyzdziai, iliustruojantys, kaip ghiiti parodytas atitikimas.
Pavyzdziai pateikti anglkalba, nes pati paraiSkos forma pildonti¢elnt Sia kalba.

Pagrindinis magistrinio darbo naujumas yra tai, aoldukto patvirtinimo standartai sudaryti
rankinio testavimo atvejui ir juose nagijamas MQTB sudarymas. e-Guardian programa yra firmo

ECDL fondo patvirtintos partnerds programos statuso siekianti programa, naudojastiavimo
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sistem ir AQTB. Magistrinio darbo metu nebuvo galima aldakti ECDL fondo kokybs valdymo

sistemos standartais, bet r@iktaikyti juos KirybiSkai, derinant su ECDL fondo ekspertais.

2.1.1. Klausimynas

Esminiai sertifikacijos tikslai. ParaiSkos formos pirmajame skyriuje pateikiami @sani

sertifikacijos tikslai, kurie apiidina svarbiausius sertifikacijagidzius ir Zinias. Siame skyriuje Zinios

ir igudziai reikalingi kandidatui, pateikiami pagal padajimo sritis. Pateikiami bendin, reikalavimy
sertifikavimo tikslai ir detalesrigadziu bei Zini srities reikalavimai.

Atitikimo reikalavimams pavyzdys:

The candidate should understaboimmon means for safety assurance:
The candidate should be able to recognize thettheeal be able to protect/ prevent
them in the areddlalicious software:
The candidate should be able to recognize thetthesal be able to protect/ prevent
them in the areas &ecurable web browsing and paying on internet:
The candidate should be able to recognize thetthesal be able to protect/ prevent

them in the areaShildren safety:

Mokymosi medziagos turinys.Mokymuisi reikalingi rezultatai turiiti aiSkiai apibézti, kad

kandidatas gaty vienareikSmiskai nustatyityudziy ir Ziniy sritis, kuriose atliekamas sertifikavimas [9].

Atitikimo reikalavimams pavyzdys:

Common means for safety assurance:

o] Know how to follow, download and use updates fanryoperating system, additional softwar
and security components. Understand the benefitsesE updates.

o] Know multiple user account. Understand what a pesoser account is and how information
of different users is separated.

o] Understand the purpose of a user name, and tlezatiffe between user name and user
password. Understand the meaning and importanaecefss rights.

11

for

ed

o] Know the necessity of login to system password,thatithe usage of login passwords

o] Be able to make complex password. Know the straaifia complex password and the rules
changing and keeping passwords.

o] Be able to turn on / off and adjust protection lémestandard security means that are integra
in the operating system (Firewall, Defender, etc.).

o] Be able to protect data on computer disk. Know aata encryption and password protectign.
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o] Know how to find out whether a data media has awasd protection possibility, used for
protecting against unwanted data access. Be abigetthese passwords for protection. Be able tegr&D,

DVD, USB memory and other external data media.

o] Understand the threat of malicious data spreadtereal data medias.

o] Understand the benefits and purpose of data amdaef backups.

o] Know who you should contact if you discovered apgct that data can be classified as illeg
or dangerous

Malicious software:

o] Understand different malicious software (viruse®jdn horses, spyware, dishonest adware,
etc.) definitions and differences.

o] Know when and how malicious software can get imimguter system.

o] Know what security software used to protect agaireivare.

o] Be able to configure software to automatic and leggupdate

o] Know what has to be done and it what order, if guspect that computer system is infected.
Understand the limitation of security software.

o] Understand that an active version of security saféashould be running when downloading
files or opening email attachments.

o] Know that unknown and unwanted emails and thedchthents should not be opened.

0 Understand what is unsafe data media. Understatditisafe CD, DVD, USB memory medid
should not be used

o] Electronic messages:

o] Know about email that is classified as spam, andilemessages infected with malware.

o] Be aware of privacy protection legal act

o] Know how to redirect children email first to yowrcaunt

o] Know how to reject email from specific email addies

o] Know how to block private messages between a emitanother user

o] Know how to threat email messages from unknown esend

o] Know how to threat securable with instant messaging

o] Be aware of mobile phone capabilities

o] Know who to contact if you discovered or suspectggaous or illegal content

Securable web browsing and paying on internet:

o] Know about tools that ensure safety when browdiegrternet (blocking of cookies, ActiveX

control, etc.).
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o] Know about advantages, disadvantages and dangerteisfet cookies.

o] Know about threats associated with the personal diatlosure

o] Know about gaps and threats, such as possibifidiesvel-minders to use or steal client
information.

o] Know about encryption keys used on internet, knbauatypes of encryption keys and how tp
use them.

o] Be able to distinguish safe/genuine online transattommerce sites from unsafe.

o] Be able to perform online transaction using crediebit cards.

o] Know how to contact service administrator whileuiegd

o] Know who to contact if you discovered or suspectggaous or illegal content

Children safety:

o] Understand that open communications between parehthildren is important to keeping
children safe.

o] Know about online predators, financial scams, medwayber-bullying and the pervasiveness of

pornography on the Internet.

o] Know about system monitoring types and be ablednitar use of computer.

o] Be able to access temporary internet files and seowistory

o] Be able to use software to control children usmtefrnet, operating system and software.

o] Know about children protection software.

o] Be able to use internet content filtering toolegrated on web browsers.

o] Know what defensive software is.

o] Know what a quality anti-virus, anti-spyware, sphlocker, and personal firewall is and how fto
use it.

o] Be able to access the chat, instant messengenhisto

o] Be able to contact service administrator

o] Know about recommended kid directories, searcls gigared for children and targeted at
teenagers.

o] Know who to contact if you discovered or suspectggaous or illegal content

Tinkamu eksperty patikrinimas. Mokymosi medziaga turiisi kuriama naudojant formalius
procesus, patikrintus tinkamtos srities ekspart Turi bati pateikti klausimyno #rimo Zingsniai ir

srities ekspett informacija. Turi lti pasteta, kad klausimynas bus tikrinamas ECDL fondo

28



reikalingy sriciy ekspeny. Si sritis sudaroma technidkai tiksliai ir pagdhusimyn, rySium su
apibrztais programos tikslais [8].

Atitikimo reikalavimams pavyzdys:

Please provide details of the relevant subjectenattpertise:

Dr. Alfredas Otas, Chairman of thehu@nian Computer Society; Chair of IT Expert Gratip
Ministry of
S Science and Education, Lithuania

Piotr Mrozinski, Regional Development Executiv€&®_ Foundation

Dr. Marek Milosz, CEO of ECDL—-Poland, Head of Bigin at Lublin University of
Technology, Poland

Vaino Brazdeikis, Director of the Centre of Infation Technologies of Education, Lithuania

Tomas Lygutas, Doctoral student, Institute of infatics, Lithuania (Internet security)

Mantas Lukosevicius, Security administrator, Conyp&ekasoft, Lithuania

0] Advice is sought at key points from teachers, $igait individuals and organisations. In
particular, professional teacher associations gtaymportant role.

0] A project manager employed by the Office of the lBaaf Studies manages the syllabus
development project, developing the initial proppsatablishing consultative networks, managingsodtation,
and drafting and revising syllabus documentation.

0] Project teams will, at various stages of the syatbevelopment process, include curriculum,
assessment and publications officers.

0] Contracted writers are, at times, also includeithénproject teams. The Expert Group maintains
a register of writers. To be considered for appoerit as writers, teachers from all syllabus aratts w

demonstrated writing expertise can submit an ex@rof interest to the Expert Group.

Klausimyno koregavimo metodai.Klausimyno prieZirai ir koregavimui turi bti sukurtas ir
dokumentuotas specialus metodas. Klausimyno komegev uztikrina, kad klausimynas atitinka
dabartines Zzinias, sukurtas pagal technologiniusampgumus ir naujoves, reikalavimus kandidatui,
kurie bus tinkami tuo metu kai produktas bus i$&sig7]. Rekomendacijos koregavimams tuiti b
gautos IS testuotgjir iS kandidat atsiliepimy, taip, kad stiiu ekspertaii juos atsizvelgt pries
produkto iSleidim.

Atitikimo reikalavimams pavyzdys:

Please provide details of a process for syllabuvigweand upgrade:
Phase 1 Syllabus (SYL) review
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Purpose

A review of the existing syllabus provision andlarpfor the revision or development of the syllabus

Following consideration of relevant data the License determines whether a review of existing

syllabus provision will be conducted.

The review phase will typically involve

« establishment of a Expert Group to monitor tHeabys development process and provide advice
throughout the project

« establishment of the project plan which includessultation and a timeline

« informing Licensees and Test Centres of the ptgkan including the timeline for consultation

« evaluation of the existing syllabus against Wllabus criteria approved by the Licensee

« consultation with teachers and key groups regarthie existing syllabus and the general directfons
the syllabus development

« research, including a review of literature anagtice in Europe and overseas

» recommendation to the Expert Group of the brdeettions for syllabus revision or development in
response to the review findings to the Expert Group

» Expert Group endorsement of broad directions{tiabus revision or development

Outcomes
» endorsement by the Expert Group of the broacttimes for syllabus revision or development

« information provided to the third parties

Phase 2: Writing brief development

Purpose

The development of a writing brief for the draftlalpus that takes account of the Expert Group
directions established during the syllabus revibase.

This phase will typically involve

« preparation of a draft writing brief by a projeéeam, taking into account information from conatidn
and research undertaken during the previous phase

» widespread consultation on the draft writing Hrikvolving:

- teachers

- key groups, including professional associatiams school systems
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- other relevant third partie committees

* preparation of a report that identifies issuegmgimg from the consultation and the action toade
in response

to those issues

» modification of the draft writing brief in respsa to consultation feedback

« consideration of the amended draft writing bftafthe Expert Group with recommendation

« submission of the draft writing brief, consultatireport and Licensee recommendation to the

ECDL Foundation for endorsement

* Internet publication of the consultation repartandorsed writing brief.

Outcome
A writing brief which provides the detailed bluegrfor the development of the syllabus, againsttvhi
the final syllabuss judged.

Phase 3: Syllabus development
Purpose

The development of the syllabus package as defigebe project plan.

This phase will typically involve

« preparation of a draft syllabus package, by geptdeam, according to the endorsed writing brief

« distribution of a draft syllabus package for adtetion (via the Internet) to:

- teachers

- key groups, including professional associatiams school systems

- the Expert Group

- other relevant third parties committees

* preparation of a report that identifies issuegmgimg from the consultation and the action todde
in response

to those issues

* preparation of a report that describes the extemthich board criteria for approval of syllabusese
been met

» modification of the draft syllabus package inp@sse to consultation feedback

« consideration of the amended draft syllabus pgeks the expert group for recommendation to

the ECDL-F

 submission of the draft syllabus package, coasati report and expert group recommendation to
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the ECDL-F for endorsement

« submission of the syllabus to the ECDL-F for awai

« Internet publication of the consultation report

« editing, design, layout and printing of the ap@® syllabus package

« briefing of school authorities to effect handowésyllabus package for implementation in schools
« distribution of the syllabus package to schools.

Outcomes

« A syllabus approved by the ECDL-F

« Publication and distribution of the syllabus pagé.

Phase 4: Implementation

Purpose

1°2}

Implementation of the syllabus is conducted byTast Centres and other Licensee. The LIKS role i
the on-going collection of

data on the use of the syllabus to ascertain whétkdntentions of the syllabus are being achieved

This phase will typically involve

« collection, collation and analysis of data ontise of the syllabus

* routine reports to the Board and ECDL-F

« identification and recording of issues that neete taken into account in subsequent syllabus

revision.

Outcome
Data on the use of the syllabus that can be usiddion a future syllabus review.

2.1.2. Vertinimas
Vertinimas. Vertinimas turi atitikti testavimo vertinimo teati{IRT — Item Response Theory).

Turi bati tikslus vertinimo silymo paaiSkinimas ir vertinimo metodo apraSymasttivenas turi huiti

pateiktas formaliai. Atitikimo reikalavimams pavyzadpateikiamas 3 paveiksle:
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ChutlineBlusprint

Note: The test phates provided in this
oyenaew rElate 0 the phases the Test
Development Team uses o rack the
devalapment of 5 bast

Edit Firslzed
Test Ihems

Phase 3

Firalize Test

Saltinis: ECDL (2009) [Ziréta 2009 01 06]. Prieiga per interget
<http://www.ecdl.org.ro/en/certificari_ecdl.php?id=2
Pav. 3 Vertinimo moksliniu pagrindu atitikimas reik alavimams

Detali vertinimo specifikacija. Siame magistriniame darbe vertinimo specifikadjiloma
papildyti dviem punktais:

o Vertinimo formatas (rankinis arba automatizuotas)

o Klausimy formatas (pasirinkimas iS keligalimy atvej;, spragteijimas grafiniame
vaizde, imitavimas ar realios programos fragmemptalymas)

Ivertinus silomus pakeitimus vertinimo specifikagijuri sudaryti Sios dalys:

o Klausimy skatius
o Vertinimo formatas (rankinis arba automatizuotas)
o Klausimy formatas (pasirinkimas iS keligalimy atvej;, spragteijimas grafiniame

vaizde, imitavimas ar realios programos fragmeiytalymas)
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o Laiko specifikacija (testams su laiko limitais, kiai atlikti tyrima, kad nustatyti
tinkamas ribas)

o ISlaikymo balas (naudojamos hahterpretavimo proceutos, reikia dokumentuoti)

o Testy administravimo proceantos — tesf administracijai turi bti duoti nurodymai.
Test; administravimo proceudty dalis turi kuti irgi pritaikyta automatizuoto testavimo atvejui.

Auk&tiau mireti pakeitimai yra formuluojami kaip @ymas ECDL fondui modifikuoti
produkiy patvirtinimo standartus automatizuoto testavimejaf.

Vertinimo kokyb és stelgjimo procesai Turi bati sukurti tokie vertinimo kokyés ir
vertinimo koregavimo procesai, kurie uZztikknolimesn validumy ir aktualuma. Procesai turi tuti
valdymo ir atsakongu veiksmy iS tarpininky, susijusi su sertifikacija, elementus, o taip pat ir formal
techniniy sertifikavimo aspektaprasSym.

Atitikimo reikalavimams pavyzdys:

Please provide a detailed process for reviewingraniding the assessment:

Phase 1 Existing MQTB review

Purpose

A review of the existing MQTB provision and a plan the revision or development of the MQTB.

Following consideration of relevant data the License determines whether a review of existing
MQTB provision will be conducted. The review phasevill typically involve

« establishment of Item review/development team

« establishment of the project plan which includessultation and a timeline

« informing Licensees and Test Centres of the ptgjian including the timeline for consultation

e research, including a review of literature anactice in Europe and overseas

» Expert Group endorsement of broad directiondQTB revision or development

Outcomes

« endorsement by the Expert Group of the broacttimes for MQTB revision or development

« information provided to the third parties

Phase 2: MQTB blueprint development

Purpose

The development of a MQTB blueprint that takes aotof the Expert Group directions established
during the MQTB review phase.

This phase will typically involve

« preparation of a draft writing brief by a projeéeam, taking into account information from conatidn
and research undertaken during the previous phase
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» widespread consultation on the draft writing Hrikvolving:

- teachers

- key groups, including professional associatiams school systems

- other relevant third partie committees

* preparation of a report that identifies issuegmgimg from the consultation and the action todde
in response to those issues

» modification of the draft writing brief in respsa to consultation feedback

* Qutcome

A writing brief which provides the detailed blueptrfor the development of the MQTB, against whic
the final MQTB is judged.

Phase 3: MQTB development and Validation

Purpose

The development of the MQTB as defined by the tgpan.

This phase will typically involve

« preparation of a draft MQTB, by a project teagtading to the blueprint

« distribution of a draft MQTB for consultation éthe Internet) to:

- teachers

- key groups, including professional associatiams school systems

- the Expert Group

- other relevant third parties committees

* preparation of a report that identifies issuegmgimg from the consultation and the action todde
in response

to those issues

» modification of the syllabus package in respdiessonsultation feedback

« consideration of the MQTB amended draft groop recommendation to

the ECDL-F

 submission of the MQTB, consultation report argest group recommendation to the Expert Grou
for endorsement

« submission of the MQTB

« Internet publication of the consultation report

« editing, design, layout and printing of the ap@®d MQTB

« briefing of school authorities to effect handowéMQTB package for implementation in TC

« distribution of the MQTB to Licensees and TC

-

Outcomes
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* A MQTB approved by the Expert Group
 Publication and distribution of the MQTB

Phase 4: Implementation

Purpose

Implementation of the MQTB is conducted by the T@shtres and other Licensees.
This phase will typically involve

« collection, collation and analysis of data on tise of the syllabus and MQTB

« identification and recording of issues that neebe taken into account in subsequent MQTB remisi

(@]

Outcome
Data on the use of the MQTB that can be used trimf future MQTB review.

2.1.3. Administravimas

Turi bati aiSkiai dokumentuota sistema, uztikrinanti ejeids ir teigtas sertifikavimo sistemos
operacijas. Pagrindés sistemos funkcijos yra vientisumo palaikymas arb organizavimas,
vertinimo vientisumo palaikymas, efektywoperaciy uztikrinimas.

Administravimo sistema turi tbi sukurta taip, kad joje thy saugoma visa pagrindin su
sertifikavimu susijusi, informacija. Si sistemavaio saugoti pagrindininformacip apie kandidat
registracig, vertinimo rezultatus ir sertifikatus. Sistemo®uohenys tukty biti laikomi saugiai ir atitikti
visus atitinkamus duomerapsaugos reikalavimus.

Atitikimo reikalavimams pavyzdys:

Please describe the administration system thaswiport this endorsed product.
The same administration system will be used asudpport of other ECDL Foundation
products in Lithuania. The administration systermifll compliance with the QA Standards.

Jeii patvirtinto produkto operacijas yraaukti partneriai, turi oti aiSkiai, naudojant formalius
palaikymo proces aprasymus, apibiti partneny patvirtinimo reikalavimai. Jeii patvirtinamo
produkto ruoSim jtrauktos kitos organizacijos, tai toms organizangoturi hiti paruosti aisks
reikalavimai, kuriuos jos tés atitikti. Jei partneris bugraukiamas produkto vertinimo diegim turi
buti pateikti aiSkis reikalavimai, susjjsu organizacijosirangos ir personalo tinkamumu. Paprastai

partneriai lina testavimo centrai, kurso medziagosdgiid arba ATES tiegjai.
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Vykdomy veiklos proces patvirtinimui ivertinti reikalingas formalus procesas. Formalus
procesas reikalingas ir veiklos apraSymui, kadkumtiy atitikima veiklos standartams, ypatingai, jei

partneriai yratrauktii vertinima. Neatitikimams valdyti taip pat turiih sukurtas atitinkamas procesas.

2.2. Klausimyno sudarymas

Klausimyno sudarymas yra pirmas ir bene svarbigussajos sertifikavimo programosrkno
zingsnis. Klausimynas yra visos sertifikavimo pogos turit glaustai apibdinantis zing ir igudziy
rinkinys. ECDL fondas yra standartizsv klausimyno sudarymo proagd. Klausimyno strukira
pavaizduota 4 paveiksle. Klausimyne iSskirianmgiziy ir ziniy kategorijos, tai kategorijai tinkamos
Ziniy sritys su kiekvienos srities Zzipiir jgudziy apitadinimo aprasymu [12]. Visos dalys
numeruojamos pagal atitinkantvarka, kur pirmas sk&ius nurodo modulio numg(jei sertifikavimo

sistema susideda ne iS vieno modulio), antras¢sisazymi kategory, tretias - srif, o ketvirtas -

aprasym.

6.3.3.3 Resize pictures, images in a presentation.
6.3.34 Delete text, pictures, images in a slide.
6.4 Charts/ Graphs, 6.4.1 Using Charts/Graphs 6.4.1.1 Input data to create, modify different kinds of
Drawn Objects built-in charts/graphs in a slide: column, bar,
line, pie.
6412 Change the background colour in the
chart/graph.
6.4.1.3 Change the column, bar, line, pie slice colours

in the chart/graph.

6414 Change the chart/graph type.
6.4.2 Organisation Charts 6.4.21 Create an organisation chart with a labelled
hierarchy. (Use a built-in organisation chart
feature).

Saltinis: ECDL (2009) [Ziréta 2009 01 06]. Prieiga per interget
<http://www.ecdl.com/files/products/2006033103573CEV4SWG110159.pdf

Pav. 4 Klausimyno struktiira

Klausimyno turinys turi bti aiSkiai apibézta informacija, kad kandidatas ¢al
vienareikSmiskai nustatyigudziy ir Ziniu sritis, kuriose atliekamas sertifikavimas. Klaugima turinys

turi bati kaip imanoma maziau priklausomas nuo kompiuteriplatformos, operaats sistemos ar
37



konkretios programiis jrangos bei aplikacijos. Klausimyno turinys turiti&ti laikui aktualias IT
tendencijas, naujoves, bei zinias. Jis turi sudaromas sertifikuojamos srities ekspeatba su y
pagalba kel sriciy ekspen. Turi biti atliekamas klausimyno koregavimas, kad uztikrinbg
klausimynas atitinka dabartines zinias, sukurtagapaechnologinius pazangumus ir naujoves,
reikalavimus kandidatui, kurie bus tinkami tuo medai produktas bus iSleistas. Rekomendacijos
koregavimams turiiiti gautos iS testuotgjir iS kandidai atsiliepimy, taip, kad stiiy ekspertai juos

atsizvelgt, pries klausimyno isleidim

2.3.  Testo klausimy bazés sudarymas ir koregavimas

Sertifikavimo programos klausimyno sudarymas itadsausimy bazs sudarymas yra skirtingi,
taciau tiesiogiai susy procesai, kadangi testo klausimai sudgami tik iS klausimyne apradyt
kategoriji ir sriciy, ir tik taip, kaip apraSyta klausimyno apraSomuose dalyse. Testo klausirbaz
turi pilnai atitikti ir iSpildyti sertifikavimo prgramos klausimysn Testo klausim bazs sudarymas yra
taip pat standartizuotas ECDL fondo. Sertifikavippoogramos testo klausimbazs klausimai
sudaromi taip, kad dty skirti automatiniam arba rankiniam testavimui kdili Pastaruoju metu
populiaresnis yra automatizuotas testavimas. Autizoatam testavimui sudaromi klausimai talpinami
i automatizuoto testavimo klausirbaz (AQTB). Sie klausimai na dviej; tipy:

o Klausimas su keturiais atsakymo variantais iSikurénas teisingas

o Klausimas su grafiniu vaizdu. Tai dazniausiai kekiwors aplikacijos lango vaizdas.
Klausime nurodoma uzduotis, o imitavimo lange meigazyndti vieta (ar vietas), kurios reikalingos
pasiekti klausime nurodagezultag [11].

Pirmojo tipo klausim AQTB paprastai #na apie 85 %, antrojo - 15 %. Sudaromi klausimai,
priesS talpinantj testavimo server suraSomij standartizuat forma, kurios pavyzdys pateikiamas 5
paveiksle. Tokioje formoje testo klausinmkarimo ir koregavimo stadijose klausimai pateikiami

ekspertams.
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1.10. Understand the benefits and purpose of data and software backups.

¥ 41| 110 Why do you need to backup your 4 To be able to restore it in case of loosing it.

data? To be able to restore after it has been damaged by a virus.
To be able to restore previous state of changed data.

All above are correct

2 421 1.10. What should you choose on Control
Panel, if youwant to create backup?

Saltinis: Sudaryta autoriaus

Pav. 5 Klausimy surasSymo standartiré forma

Kiekvienai ECDL fondo patvirtintos sertifikavimo ggramos klausimyno s$iai turi bati
sudaryta bent po 4 klausimus. Testo klausimai me@altotis, turi kuti aiSkis, atsakymai
nedviprasmiski, kad atsakantysisdualvienareikSmisSkai suprasti. Testo klausitarinys turi kiti kaip
imanoma maziau priklausomas nuo kompiutariplatformos, operacis sistemos ar konkfms
programires jrangos bei aplikacijos. Klausimturinys turi atitikti laikui aktualias IT tendenas,
naujoves, bei zinias. Jie turiib sudaromi sertifikuojamos srities ekspedrba suy pagalba keii
sriciy ekspeng. Turi bati atliekamas klausim koregavimas, kad uZztikrinti, jog klausimai atitank
dabartines Zinias, sukurtas atitinkant technolpgiazang ir naujoves, reikalavimus kandidatui, kurie
bus tinkami tuo metu kai produktas bus iSleistaskd®endacijos koregavimams turitbgautos iS
testuotoy ir iS kandidaf atsiliepimy, taip, kad stiiy ekspertaij juos atsizvelgt prieS klausim
iSleidima. Eksperty sudaryti klausimai perduodami ECDL fondo paskmgeekspertams analizuoti.
Atsizvelgiant] ekspen pastabas, testo klausimai koreguojami ir pataisgtaija dar kast siurtiama
ekspertams. Paskui sertifikavimo programos testaudiimai talpinamij testavimo server
bandomiesiems testavimams. Bandomuosius testus Vailtotojai, turintys pakankapkompetency
sertifikuojamoje srityje. 1S vartotej surenkami atsiliepimai, pagal kuriuos klauginsudarymo

ekspertai dar kagt koreguoja klausimus. Tokiutbu turi hiti paSalinama kiekmanoma daugiau
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netikslumy, klaidy ar dviprasmyhj. Veikiartios sistemos klausimai taip pa galitbkoreguojami.

Keic¢iantis situacijoms, klausimai papildomi, pakemi, i klausimy baz talpinami nauji klausimai.
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3. E-GUARDIAN KLAUSIMYNO, TESTO KLAUSIM U BAZES SUDARYMO
IR MODIFIKAVIMO TYRIMAI

Sioje dalyje aprasomi du magistrinio darbo metiktattyrimai. Pirmo tyrimo tikslas - pagal
ECDL fondo standartus sudaryti e-Guardian sertiftke@ sistemos klausimynir automatizuoto
testavimo testo klausimbaz;, bei paruosti e-Guardian standartizavimo patvirio paraiskos form
ECDL fondui. Antro - nustatyti beivertinti e-Guardian sertifikavimo programos klaugima ir testo

klausimy bazs klaidas, modifikuoti klausimynir automatinio testavimo testo klausirbaz.

3.1. E-Guardian klausimyno ir testo klausimg bazés sudarymo tyrimas

Tyrimo tikslas — pagal ECDL fondo standartus sudaryti e-Guardiartifikavimo sistemos
klausimyry ir automatizuoto testavimo testo klausgilaz, bei paruosti e-Guardian standartizavimo
patvirtinimo paraiskos formeECDL fondui.

Tyrimas atliekamas trim etapais. Pirmajame etapgapECDL fondo standartus, ruoSiamas e-
Guardian programos klausimynas. Antrajame etapealpsgdaryd klausimyry sudarigjama testo
klausimai automatizuoto testavimo klausirbazei. Tréiasis etapas, tai e-Guardian standartizavimo
ECDL fonde, paraiSkos ruosimas.

Tyrimo tikslui pasiekti iSkeliami tokie uzdaviniai:

1. Atlikti literatiiros analiz.
2. Pagal ECDL fondo standartus, paruosti e-Guardidifikavimo programos klausimymn
3. Pagal sudargte-Guardian sertifikavimo programos klausirayparuosti automatizuoto

testavimo klausim bazei testo klausimus, atitinkans ECDL fondo standartus.

4. Pagal ECDL fondo reikalavimus, paruosti e-Guardisertifikavimo programos
standartizavimo patvirtinimo paraiskos farim pateikti ECDL fondui.

Tyrimo metodai. Siam tyrimui buvo taikoma literatos analiz, palyginimo metodas. ECDL
fondo kokyles valdymo standartai nusako metodus, kuriais remaadotis tyrime. Jie ir panaudoti
sudarigjant klausimya, bei testo klausim baz. Metodai aprasyti 2.2. ir 2.3. darbo dalyse.
Standartizavimo formos ruoSimui buvo taikomas masoaprasytas 2.1. darbo dalyje.

Tyrimo metu atliekama literatos apie sertifikavimo programkirima, vaiky apsaug internete,
interneto gésmes, saugu apsisaugojirp nuo gesmiy, atsiskaitymus internetu, duomgapsaug
analiz. Sudarigjant sertifikavimo sistemos klausimyir programos testo klausimus buvo laikomasi

ECDL fondo iSkely standami, pasinaudota darbo autoriaus darbo patirtimi fdartjamoje srityje.
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Viso tyrimo metu bus konsultuojamasi su ECDL stanhgaesto klausim sudarigjimo ekspertais,
kompiuteriniy sistemy saugumo specialistais.

Tyrimo organizavimas. Tyrimo, atlikus literairos analiz, e-Guardian sertifikavimo
programos klausimynas buvo pétas sudariéti 2008 vasario rmeg ir konsultuojantis ECDL su
standani, klausimyno ir testo klausiin sudarijimo ekspertais, kompiuterini sisteny saugumo
specialistais, baigtas 2008 balandzienes. Sudarius klausimynbuvo pradta ruosti ECDL standart
atitikimo patvirtinimo paraiskos forma, kuri baig008 gegu¥&s neéneg ir iSsiysta ECDL fondui.
Lygiagretiai, nuo pat klausimyno baigimo, buvo pétdsudarireti ir e-Guardian testo klausimai
automatizuoto testavimo klausinbazei. Klausim pirmoji versija paruoSta per pusnet; ir pirma
karta siurtiama ECDL fondo ekspertams 2008 12 08. Tolimestasidim; redagavimas daromas
antrojo tyrimo émuose. Tyrimo veiklos diagrama pateikiama 6 paveiks

- theraturus saltlnlu

| e Guardlan klaumm}mu [

ruosimas pagal ECDL

Standartus
e-Guardian

standartizavimo ECDL
| Fonde patvirtinimo
paraigkos formos
ruosimas

r

.

.

e-Guardian
sertifikavimo
programos
klausimuy
| ruosimas AQTB |

Saltinis: Sudaryta autoriaus

Pav. 6 Tyrimo veiklos diagrama
3.1.1. Literat aros analizés tyrimo rezultatai.
Tyrimo metu atlikta literairos apie sertifikavimo programkirima, vaiky apsaug internete,

interneto gésmes, saugu apsisaugojirp nuo gesmiy, atsiskaitymus internetu, duomgapsaug

analiz. Toliau Siame skyriuje pateikiama medziaga apigripdinius apsaugosibus, Zinias, kurias
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turi zinoti vartotojas norintis mak saugiai dirbti kompiuteriu, narSyti interneteapsaugoti vaikus
nuo gesmiy susijusi su internetu.

3.1.1.1. Vaiky apsauga internete

Saugiam vail darbui internete turi Wi skirtas ypatingas d@nesys: pokalli svetairgse ir
elektroniniu paStu galimas kontaktas su nggamaisiais (kartais vaikai sutinka susitikti swosa
internetiniu paistamu, net nesuvokdami, kad jis gaitilne toks, kokiu apsimeta). Kitagme vaiko
ar paauglio psichikai yra netinkamo (pornografinfropaguojatio Zziauruma) turinio interneto
svetaires, galirtios pakenkti vaiko asmengb vystimuisi. Taip pat nepamirskime galinégbbeveik
viska nusipirkti internetu. Jeigu vaikas ke ar glokeju prieziaros tués galimylg pirkti internetu, jis
gali nelutinai suvokdamas pasekmes tuo pasinaudoti.

Nustatyta, kad internetu naudojasi 73 proc. apkiaugetuvos vaik.. Tyrimai, atlikti kitose
Salyse, rodo, kad bene pugisy interneto vartotaj yra paaugliai nuo 8 iki 14 mgto mazamé&ai
vaikai iki 5 met; sudaro net 25 proc. wisnterneto vartotej. Dauguma jawgu interneto vartotaqj
internetu naudojasi be jakapribojimy ar kontroés [18].

Pastaruoju metu zalingo turinio sklaidos internetguliavimas yra viena iS aktualiziniy
visuomers pktros problem, kurios sprendimui vis daugiauerdesio skiriamajvairiose Europos
valstylkese. Pagal Lietuvos Respublikos Vyriausy2003 m. kovo 5 d. nutargrNr. 290 D¢l vieSo
naudojimo kompiutet tinkluose neskelbtinos informacijos kon#&®l ir ribojamos vieSosios
informacijos platinimo tvarkos patvirtinimo”, nes®na informacija yra ta, kugi paviesinti ir (ar)
platinti draudzia Lietuvos Respublikogstatymai, o ribojama vieSoji informacija - kenkiant
nepilnameiy fiziniam, protiniam ir doroviniam vystimuisi viegoinformacija, kurios platinimas
ribojamas siekiant apsaugoti nepilnaims. Internetas, jei juo vaikai ir paaugliai nawj be
suaugusijju prieziiros, gali sukelti nemazai pavoj18].

Pokalbiy svetairese ir elektroninio pasto zinkmis vaikas daznai bendrauja su
nepaistamaisiais, kut siekiai neretai tha pavojingi vaikams, kartais vaikai sutinka sbksitsu
savo internetiniu ,draugu“ nesuvokdami, kad jisidalti ne tas, kuriuo apsimeta, arba susitik
patirti fizini ir moralini smurt. Netinkamo turinio internetiniai tinklalapiai (poografija,
Ziaurumai, baimds ir neapykantos kurstymas) zaloja vaiko ar paaugiichilq, kenkia vaiko
asmenybs vystimuisi. Kompiuteriniai virusai, Snipifimo programos, nepageidaujami e. pasto

laiSkai ir pan. daznai plinta pasinaudodami wasgmalsumu, naivumu ir nesupratimu. Jie gali
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rimtai pakenkti kompiuteriams ar juose saugomaiotinfacijai. Siuolaikigs e. prekybos
suteikiamos galimydés beveik visk nusipirkti internetu yra ne tik patogus ir greitaslasisigyti
reikalingas paslaugas ir daiktus, bet ir gaitibimtas iSbandymas Seimos biudzetui, jei vaikas b
tévy ar glokejy prieziaros tugs galimylg pirkti internetu [18].

Pirmas Zzingsnelis apsisaugant patiems ir apsaugaikus nuo g¢smiy, Susijusy Su
nesaugiu interneto naudojimu, - patiemsstumformacija apie galimas gsmes ir zinoti bdus,
kaip ju iSvengti. Bitina Sviesti Sia tema ne tik vaikus, beturtgvus ar glokjus. Antrasis - su
vaikais hitina kalketis apie y tykartius pavojus. Vaikams reikia iSaiskinti ne tik inteto galimybes,
bet ir jo ttikumus. Vaikas turi suvokti, kad internetas gaiii [pavojingas tiek psichologiniu paitiu,
tiek ir fiziniu [18].

3.1.1.2. Interneto pavojai

Internetu naudojasi ne tik geranoriSkai nusie#mores. Kaip ir realiame gyvenimeiia
pasitaiko piktavali asmen, siekiaiu neteigtai pasipelnyti, apgauti, piktam pasinaudagytu
pasitikejimu. Kai kuriems Zmoéms tiesiog patinkgsibrautii kitu Zmoniy kompiuterius, visaip kenkti,
platinti virusus, vogti ir gadinti duomenis. Nedoxierslininkai interneto paslaugas naudoja
nepageidaujamiems laiSkams bei reklamai platindkaibant jau apie pornografijos verslkuris
interney tiesiog uztvind vaikams netinkamu turiniu. Bendravimas su kitai®o#mis internetu gali
buti ne tik malonus. Anonimai galisijungti i pokallh ir iSreikSti agresy ar kitaip iskaudinti.
Blogiausia, kai taip nutinka nepilnati@ms, kuriei tai jautriai reaguoja, bet dazniausiai negali ar
nenori apie tai pasikath su suaugusiais ar netgi draugais. Kai interngituniama specialiai
neuzkoduota informacija,ajgali suzinoti ir kiti zmois. Tiek elektroninio pasto laiSkus, tiek ir
informacija apie tai, kokiose svetaise lankots, gali stebti darbdavys (darbovi&e), interneto
paslaug teikéjas (tiek darboviéfe, tiek ir namuose) ir visi interneto kompiutgrper kuriuos keliauja
Jisy siurtiama informacija, valdytojai. Beveik visas tarpiaig interneto srautas yrgasomas ir
analizuojamas kai kuriSaly specialyju tarnyhy. Dar didesarizika, jei naudojats belaidziu interneto
rySiu. Tuomet duomenis perimti gali bet kas, esasiinalo sklidimo nuotolyje.

Internetas yra laisva ir beveik nekontroliuojami@imacijos erd¥, kurioje pilna kenksmingo ir
nepriimtino turinio svetaimi. [vairios interneto turinpriziariné¢ios tarnybos kovoja daugiausia su jau

ivykusiais elektroniniais nusikaltimais, tdgirmiausia reikia saugotis patiems interneto etajams.
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3.1.1.3. Saugumo mitai

Turiu antivirusin ¢ programine jranga, taigi as esu visiSkai apsaugotadNe tik virusai
kelia gesme saugumui, taigi tai panaSuatvej, kai paradigs durys uzrakinamos, bet langai
paliekami atviri. Pavyzdziui, antivirustnprogramiré iranga neapsaugos nuo piktompiuterini
isilauzliy, nesustabdys Snipiimo programigs jrangos ir nesutrukdys jiems tiesiogiai
prisijungti prie Jdisy kompiuterio [18].

AS niekam nddomus. V¢l klystate. Daugelis kompiuteriaiisilauzliy ir nusikal€liai
dirba kartu. Pavogti tby tapatyle daug pelningiau nei pavogti ash televizory.
AnonimiSkumas — tai ne apsauga. Nusid&i naudojasi automatizuotaisankiais, kad surast
potencialias aukas. Per valaniohternetu jie gali iSzvalgyti deSimtisikstartiy kompiuteri;. Tai
panasu; telefon; knygos vartym ir atsitiktini skambinima Zmorems, siekiant iSsiaiskinti, ar jie
namuose [18].

Darau atsargines informacijos kopijas Vien tik informacijos kopijavimas a$u
neapsaugos. Tai tas pats, kas kelyje sugedus magZiaagtis, kad garaze turite kitBe to, galite
nukopijuoti jau uzkéstus duomenis, nebent kopijas pardegrieS uzpuolant virusams [18].

Esu apsidrauces. Paprastai draudimo bendésvi kompensuojamp nuostoliy saras
neitraukia virust ataky padarytos Zalos. Bendrésv siilo specialh draudina verslui, bet
dazniausiai reikalauja papildomos apsaugos kompaurtes. Bina labaijvairiy draudimo polisg,
todel pasigilinkitej sawji ir iSsiaiSkinkite, kokie nuostoliai bus dengiarB].

Virusus gauname tik elektroniniu pastu Deja, yra daugyb bidy apkesti virusu savo
kompiutef. Pavyzdziui, lankantis svetaise, narSant internete,kompiutei jdedant keiiamus
diskus, prijungiant USB atmintines, ar tiesi@igegiant uzkéstas programas [18].

Jei prarasiu pinigus, bankas ar kredito kortel iSdavusi bendrow viska sutvarkys. Jei
Jis gaksite jrodyti, kad nesate atsakingaé&l dkolos, kuri susikaupapgaulingai pasinaudojus iS
jisy pavogta informacija, pinigai bus gainti. Tatiau kompensacijos uz sugadaika ir patirta
streq negausite. Bra malonu, kai nukefia ilgus metus kurta nepriekaistinga kredito vasjot
reputacija. [prastai vagystei iSsiaiskinti reikia sav@itar daugiau, bet yra ir takitapatyles
vagyses pavyzdai, kai vagystei iSsiaiSkinti reikia net kelménesiy [18].

.Interneto policija“ neleis, kad man atsitikty kas nors bloga. Tokio dalyko kaip
.nterneto policija“ rera! 2001 metais Lietuvos kriminaks policijos biuro Nusikaltim tyrimo

vyriausiojoje valdyboje buvakurtas specializuotas Nusikaltymelektronirtje erdwje tyrimo
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skyrius — NEETS. NEETS yra centém Salies kriminalias policijos padalinys, kurio misija yra
uztikrinti Konvencijos dl elektroniniy nusikaltimy reikalavimy igyvendinim, uzkardyti, tirti ir
atskleisti ruoSiamus, daromus ar padarytus nusikal elektronigje erdwje — pasauliniame
interneto tinkle bei korporatyviise informacidse sistemose — intranete, taip siekiant uztikrinti
Lietuvos visuomeés ir informacini; technologiy saugum Sioje sferoje. T@au apsaugoti ibky
prieS padarant nusikaltim ar garantuoti, kad nusikaltai bus iSaiSkinti namanoma. Internetas
neturi siem ir prisijunge nusikaltliai gali naudotis y tapatyle nuslepiadiomis technologijomis
[18].

Kompiuterio apsauga atima daug laiko.Tapatyles vagystei iSaiskinti reikia vidutiniskai
60 valand ir dar poros diew, kol kompiuteris iSvalomas nuo vingsr Snipinéjimo programirs
irangos. Daug geriau vagystei uzkirsti kgli8].

Mano interneto paslaugy teikéjas saugo nuo pavojaus, gresiaio naudojantis
interneto rySiu. Kai kurie interneto paslaugteikéjai pateikia kai kurias apsaugos paslaugas,
pavyzdziui, virug paieSk gaunamuose ir sidgramuose elektroninio pasto laiSkuose, tggina
interneto uzkarda, t@au turite 4 tiksliai zinoti. O dar svarbiau Zinoti, kokios @pg)os jie neteikia.
Kai kurie interneto paslawugteikéjai nesuteikia joki interneto saugumo paslaugTa Zinant,
nesiimti saugumo priemouibati brangi klaida [18].

Mano kompiuteryje veikia ,Mac" ar ,Linux“ operacin é sistema, to@dl esu saugus.
Tiesa, kadMac ir Linux operacigs sistemos puolamos maziau M¢indowsoperacig sistema,
taciau tai nereiSkia, kad jos visiSkai nepazeidziam®ssu Siy operacini sistemy karéjai
reguliariai teikia programatnaujinimus, lopatius kompiuterio saugumo spragas. Be to, dauguma

internetiny sulciy naudojasi tokia paranga, kaip ir s [18].

3.1.1.4. Kaip apsisaugoti?

Kompiuteryje esanti Zalinga prograniinranga dazniausiai veikia nepastebimakida

kartais @&l jos galite pastelii nejprast kompiuterio elgseqy pavyzdziui:

. programy veikimas sultéja ir paprasti veiksmai trunka ilgiau ngirasta;

. programoms pradeda nepakakti kompiuterio dadatmintires;

. atveriamijvairis reklaminiai langai netgi nepaleidus internetoSgkies;

. be Jisy Zinios pakealiamas interneto narSyg pradinio tinklalapio adresas;
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. interneto ar Windows narSykkje rodoma nauja priemoui juosta, kuria sunku
atsikratyti;

. programos be t¥y Zinios jungiasi prie interneto, ilgai ir intensgvi siurtia
duomenis.

Nuo daugelio interneto ir kompiuteninivirusy keliamy grésmiy galima apsisaugoti
specialiomis programémis priemogmis - interneto uzkardomis, antivirusmis ir Snipus
naikinartiomis programomis, pasto filtrais ir kt. diau vien to nepakanka.una taip pat reguliariai
naujinti antivirusir ir visa likusia programir irangy, kopijuoti svarbius duomenis bei laikytis tam
tikry saugaus elgesio internete rekomendacij

3.1.1.5. Turinio filtravimo priemon és

Tam tikros interneto saugumu b@giinartios organizacijos vertina interneto svetaiturin; ir
jam priskiria vienok ar kitol reitinga. Kai kurios narSylds (pavyzdziui,Internet Explore) turi
vertinimus tikrinang turinio filtra, kuri jjungus svetaiés turinys parodomas arba blokuojamastida
zalingas turinys pasitaiko ne tik tinklalapiuose, gio susiduriama ir bendravimo kanaluose ar
naudojantis e. paStu. Daug geresnis sprendimasdotia specialia filtruojatia programa. Jos veikia
ivairiai. Kai kurios programos blokuoja Zinomas nkéimo turinio svetaines. Kitos neleidzia vaikams
naudotis bendravimo kanalais asti bei skaityti e. laiSkus. Labai svarbu suvokéd vien filtravimo
programos iy vaiko negali apsaugoti nuo yisnternete tyka&iu blogybu. Pirmiausia, & viena
programa nesugéb blokuoti absolitiai visy netinkany svetaini;, o kai kuriais atvejais programa gali
blokuoti svetaines, kurios yra tinkamos.

Filtravimo programos neatstoja tinkamo vagukkjimo ka jie gali ir ko negali daryti internete.
Nesvarbujdiegti filtrai ar ne, visi Seimos nariai turi nudsiai elgtis tinkle ir bendradarbiauti vieni su
kitais. Platinama gana daugairiy filtravimo programy. Daugelis y yra mokamos ar pritaikytos
angliskai kalbantiems vartotojams (pastaruoju atyes dazniausiai nereaguojanetinkamus ki
kalby zodzius). Pats geriausias turinio filtravimadas - kai kontra vykdoma kompiutetj tinkle ir
centralizuotai. Filtruojanti programa galiitb idiegta interneto tiefo serveryje,imones ar Svietimo
istaigos atstovaujg&rame (anglproxy) serveryje. Tuomet interneto vartotojus pasielkartaksimaliai
saugus turinys.
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3.1.1.6. Reklamy blokavimas

Nepageidaujamam ir zalingam interneto turiniui tgpt priskiriamos daugelis reklam
Labiausiai ikyrios reklamos rodomos atskiruose iskyiaose narSyKls languose, kurie gali taip
spatiai rastis, kad nesgite ju uzverti. Kai kuriose svetaise tyia sukuriamas toks turinys, kad
uzwerus viery reklamir lang, jo vietoje ity atverti keli. Reklamos ne tik blaskérdes, papildomai
naudoja kompiuterio isteklius, bet ir pats furinys ar tematika skirti suaugusiems. Siuolaikin

v n

narSykks gali blokuoti bet kokturini, gaunam is "juodajame grasSe" esatiy adres, taip pat nerodyti
tam tikru formatu pateikiam interneto dokument pavyzdziui, animacijos. Paprastai naudojama
papildoma programinjranga, kuri reklamas blokuoja pagal iS anksto suiuir nuolat atnaujinamus

"juoduosius grasus".

3.1.1.7. Susitarimas su vaikais

Kaip rodo pasaulin praktika, nepakanka kaith vaikams apie galimas ¢gmes, bandyti
vienaSaliSkai primesti savo valitaikyti jvairias kontrats ir sekimo sistemas, bet su vaikais reikia
kalbétis, pasiekti susitarigp bendrai sudaryti interneto naudojimo taisykles raat pasirasyti
isipareigojimy sutart. Vaiky ir tévy sutarties esiyra €vuy isipareigojimas saugoti nuo galinpavop
savo vailg, pripazinti jo gebjimus, protingai kontroliuoti jo veild internete ir prireikus istiesti
pagalbos rank Vaikai jsipareigoja saugiai naudotis internetu ir apie wikdusias gtsmes pranesti
tevams.

Organizacija ,Langagateii” siiilo pavyzdir sutarties tarpty ir vaiky sutart [25]:

Tévy sutarties dalis

Zinau, kad internetas galiab puiki vieta mano vaikams nar8yti. Taip pat Zin&ad turiu
atlikti savo pareig ir packti jiems saugiai narsyti internete. Suvokdamas, ketho vaikai gali
man padti, sutinku su Siomis taisykmis:

1. Zinosiu, kokiomis paslaugomis ir tinklalapiais najasi mano vaikas.

2. Savo vaikams nustatysiu saikingas kompiuterio nfomdo taisykles ir gaires,
aptarsiu jas ir pakabinsiu Salia kompiuterio kafprpnima.

3. Nereaguosiu pernelyg jautriai, jei vaikas man pgsglpie ki nors ,bloga“, k jis
rado ar daro internete.

48



4. Stengsiuosi zinoti, kas yra mano vaiko interndinbiciuliai“ ir biciuliy sarase

esantys kontaktiniai asmenys. Taip pat stengsiziosti, kas yra jo draugai.

5. Stengsiuosi uztikrinti, kad napmkompiuteris Ity vietoje, kur renkasi visa Seima.

6. PraneSiu apig¢arting ir nelegala veikla bei tinklalapius kompetentingonistaigoms.

7. Sudarysiu ar rasiu vaikams rekomenduajamklalapiy saras.

8. Daznai tikrinsiu, kur mano vaikai lag&i internete.

9. leSkosiu lady filtruoti ir blokuoti netinkana interneto medziag kad ji nepasieki
mano vaiki.

10. Kalbésiuosi su vaikais apieyjatradimus internete ir kiekmanoma dazniau pats
kartu su jais ieSkosiu nuotykinternete.

Vaiko sutarties dalis

Zinau, kad internetas galiat puiki vieta narsyti. Taip pat Zinau, kad man sualaikytis
Siy taisykliu, kurios pads man saugiai narsyti internete. Sutinku su Sidaisyklemis:

1. Pasirinksiu saug ir protinga slapyvard, kuriame neatsiskleigt asmenig
informacija apie mano Sedrar mane.

2. Saugosiu savo slaptazodpaslaptyje, bet tik ne nuoévy. Nesiregistruosiu
elektroninio pasto éutems sukurti be manavy sutikimo.

3. Nenurodysiu savo asmems informacijos savo aprasyme, tai yra vardo, paysrd
adreso, telefono numerio, amziaus ar mokyklos piavad bei kitos informacijos. Nesidalysiu
savo asmenine informacija, manévi ar kitu Seimos nar informacija jokiu ldu ar forma
internete ir neteiksiu jos niekam, su kuo susipsizinnternetu.

4. Elgsiuosi internete su kitais taip, kaip noriu, Kady elgiamasi su manimi.

5. Elgsiuosi internete mandagiai, kaiu grazia kalba ir rodysiu pagarkiNepradsiu
gin¢y ir nevartosiu grasinainy ar netinkam zodzy.

6. Mano asmeninis saugumas bus mano prioritetas, mesi,zkad tinkle gali i
zmoni, apsimetadiy kitokiais, nei yra is tikuju.

7. SaZiningai bendrausiu suévais ir papasakosiu jiems apie Zmones, su Kkuriais
susipazstu internete, nattinai tik ttvams praSant. Neatsakysiyokius elektroninius laiSkus ar
Zinutes, kuriuos siufia tévy nepatvirtintas asmuo.

8. Jeigu matysiu ar perskaitysiu dalykus, kurie yraghl bjauiis ar nedori, atsijungsiu

ir papasakosiuevams, kad jie gaty uztikrinti, jog tai nebepasikartos.
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9. Papasakosiwtvams gags nuotraukas, nuorodaslogus tinklalapius, elektroninius
laiSkus ar zZinutes, kur vartojama netinkama kattsha apie pokalhisvetair, kur Zzmors vartoja
keiksmazodzius ar nedpir bjauria kalba.

10. Nesuysiu nieko zmogui, su kuriuo susipazinau interndite, mano &vy pritarimo.
Gaws ka nors iS zmogaus, su kuriuo susipazinau interni§t&karto pasakysiuévams (nes tai
reiSkia, kad tas asmuo gali &tirmano asmenigiinformacip).

11. Nedarysiu nieko, ko mas praso mano internete sutiktas asmuogypezinau, kad
mano &vams tai nepatiktar jie tam nepritatt

12. Neskambinsiu, neraSysiu papnasaiSky ar nesusitiksiu asmeniskai su Zmons,
su kuriais susipazinau internetéyams nepritarus ar neinat kartu su manimi.

13. Suprantu, kadéwvai priziarés, kiek laiko leidziu internete, ir naudos prograeni

iranga mano narSymui internete stgbar riboti. Jie tai daro, nes mane myli ir nopisaugoti.

3.1.1.8. Interneto uzkarda

Prie kiekvieno kompiuterio, kurigungtasi kompiuteri; tinkla, gali prisijungti kiti Zmo#s,
gauti kompiuteryje es&mus duomenis, adresus bei slaptazodzius ar neldytv&kompiuteg. Interneto
programiSiai nuolat zvalgo kompiuteritinklus ir radz neapsaugat kompiute{ stengiasiisibrauti,
irasyti jame kenksmirgprogramir irangy, kuri ne tik iSsisty norimus duomenis, bet ir prireikus
perimiy kompiuterio valdym. Jei kompiuteris kuriuo norsabu prijungtas prie interneto, tai jis
atakuojamas mazdaug pokarty per minug, o jei internef gaunate iS didajy interneto tiekjuy,
turinCiy tikstartius vartotoy; - net kas kelias sekundes.

Nuo jsibrowliy kompiuteif gali apsaugoti interneto uzkarda (andirewall). Daugelis
operacini sisteny (pavyzdziui,Microsoft Windows XRar Vista) turi nuosay uzkard, kuria tereikia
yjungti. Uzkarda tikrina iS interneto if ji siurtiamas informacijos uzklausas. Nekenksmingos
uzklausos praleidziamos, jtartinos blokuojamos. Tinkamai nusitas uzkard, internetojsibrowliai
tiesiog negais aptikti disy kompiuterio. P&am kompiuterio vartotojui narSyti internete uzkard
praktiSkai netrukdo. T@au jvairiy prograny meéginimai be vartotojo zinios iSgsti kokia nors
informacija | iSore ar kitaip susisiekti su interneto kompiuteriaisriag sustabdomi.

Kai kurie kompiuterinio tinklo prietaisai (pavyzdij marSrutizatoriai) taip pat turi interneto
uzkardas, tik nepatyrusiems ne visuomet paprasta famkamai sureguliuoti. Svarbiausi

marsSrutizatoriaus derinimo veiksmai apraSyti vaittinstrukcijoje; prireikus g rasite gamintojo
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interneto svetaigje. [staigy vidinis kompiuten tinklas (intranetas) paprastai apsaugomas cenicdli
- iSores vartotojai negali ji patekti. Todl darbo viety kompiuteriuose pakankgungti standartia

operaciris sistemos uzkasd

3.1.1.9. Belaidzio tinklo apsauga

Tokiame tinkle duomenys perduodami radijo signal&isriuos tinklo veikimo zonoje gali
priimti bet kuris bevielio tinklgrang turintis kompiuteris. Neretasilauzliai jsitaiso geras kryptines
antenas, kuriomis sidgiamus duomenis priima Simto ir daugiau meatstumu. Dar kiti belaidzio rySio
irangs montuoja automobilyje ir ieSko pazeidziabmkly.

Nors rera visiSkai patikim belaidZio rySio apsaugosidy, tatiau verta pasinaudoti bent tomis
priemoremis, kurias turi operacin sistema ir belaidzio tinkloiranga. Microsoft Windows XP
operacigje sistemoje belaidzio tinklo prieiga reguliuojanadymo skydelio priemonBevielio tinklo
nust. vedlys Cia bitina pasirinkti duomen Sifravimo raky, - tuomet rySys bus gana saugus.

Atitinkamus nustatymus reikia nustatyti ir namr jstaigos belaidZio tinklo prieigos taske.

3.1.1.10. Virusai ir apsaugos nuo jj priemonés

Ivairios kenkjiSkos kompiuterias programos, sutrikddios kompiuterio veikim ar
trukdartios dirbti, vadinamos bendru kompiutetiniirusy vardu. Siuo metu Zinoma labai daug vifus
0 kasdien sukuriami vis nauji. Nuo vitusaugo speciali progranénranga. Vienos antivirusés
programos zvalgo kompiuterio laikmenas ir ieSkorély dokumend;, o juos suradusioségina virus,
pasSalinti. Kitos antivirusiés programos budi vasnaudojimosi kompiuteriu laikir stebi paleidziamas
programas, atveriamusimasomus dokumentus [17].

Kokia antivirusirg program benaudoturéte, ja reikia kaip galima dazniau atnaujinti, kad toji
pazinfy p&ius naujausius atsiradusius virusus. Kokiatbelgera antivirusia kompiuterio apsauga,
taciau visada iSlieka nedidetikimybé, kad koks nors virusasaSapsaug iveiks ir pazeis kompiuteryje
laikomus duomenis. Tatlbatina reguliariai daryti svarbiausios informacijogpijasi kitas laikmenas,
kad prarastus duomeniglivau iS ju buty galima atkurti. Interneto vartotojai narSydamienmntete,
parsisysdami jvairias programas bei dokumentus, gali susidurti edaktroniniais tinklais

plintargiais virusais.
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Kompiuteriniai virusai — tai nedidid kompiuterigs programos. Tokios programos nipoast;
skiriasi tuo, kad yra piktavaliSkos ir sugeb&ipa plisti daznai dideliu mastu. Kompiuteriniai wéai
sukelia zalingus padarinius, pavyzdziui, sugadimaesai paskelbia kompiuteryje eganinformacip,
siuntiréja elektroninius laiSkus, perima kompiuterio valdym atakuoja kitus kompiuterius. Virusai
dazniausiai plinta elektroniniu pasStu, kitais beviimo kanalais arima prickti prie jvairiy programy,
kurias paleidus, pradeda veikti ir virusascidia vis dazniau kompiutguzkrésti virusais galima tiesiog
apsilankius uzlksstame tinklalapyje [17].

Kompiuteriniai virusai ir panaSios kenksmingos peogos inajvairiy rasiy.

Tikrieji virusai . Sios programosima prijungtos prie tam tikro tipo kompiuterio dokent;
(programy ir netgi paveiksiliy). Atvérus uzkésta dokumend, pradeda veikti jame esantis virusas,
kuris ne tik uzkreéia kitus dokumentus, bet ir gali pakeisti bei sugiduose esafia informacip ar
smarkiai sutrikdyti kompiuterio veikim Sie virusai plinta daZniausiai kopijuojant UZKUS
dokumentus.

Kirminai . Tai elektroniniu paStu ar bendravimo kanalais plwibs ir labai spatiai
besikopijuojadios programos, kurios bemat uzima kompiuterio dwrlatmintirg ir paplinta po vig
kompiuteri; tinkla. Kirminai dokumeni kompiuteryje neuzkgga, bet rimtai sutrikdo kompiuterio ir
tinkly veikima. Kirminai dazniausiai tina prickti prie elektronini laiSky ir paleidziami atérus laiSko
prieca.

Trojos arkliai . Taip vadinamos kompiutes programos, pagitos kitose es naudingose
programose. Trojos arkliai patys neplint&iaa naudojasi interneto vartotogmalsumu ir patiklumu.
Parsisiuntus ir paleidus kakinors tarsi naudirggprogram, pradeda veikti ir joje gdintis Trojos
arklys, kuris dazniausiai kompiuferpadaro prieinam visiems ar tik konkretiems interneto
isilauzliams. Tuomet Sigsilauzliai gali isibrautii kompiutef, gauti jame saugomus duomenis, netgi
valdyti kompiutet ir juo pasinaudoti atakoms pries kitus kompiuteriu

Makrovirusai. Sie virusai apkréa jvairiomis rastiés programomis sukurtus dokumentus,
pavyzdziui, beveik visus Microsoft Office prograndokumentus. Jei atveriant ap&h dokumeni
programoje bna neuzdraustas makrokomangdykdymas, tada virusas kopijuojamagitus atvertus
dokumentus bei dokumepgablonus. Nuo Sablaruzkretiami visi naujai kuriami dokumentai.

Interneto svetaiksse gali iti kenkejiSky Java JavaScriptbei ActiveX prograngliy. Pakanka
aplankyti toka svetair, ir Zzalinga programa parsiéiamaj kompiutef bei pradeda jame veikti.

Antivirusiniy prograny paskirtis - aptikti ir nukenksminti Zaling programir irang.

Siuolaikires antivirusirts programos geba naikinti ne tik tikruosius komgiirius virusus, bet ir
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Trojos arklius ar kirminus. Kai kurios is petgi uzkerta ked duomem iSviliojimui. Platinama tikrai
nemazaijvairiy antivirusiny programy, kurios skiriasi savo galimymis, veiksmingumu ir, be abejo,
kaina. Kokia betity gera antivirusid programa, ji bus veiksminga tik tada, jei regudiarja
atnaujinsite. Kasdien paplinta vis nauji kompiut&i virusai, todl antivirusire programa turi juos
pazinti. Dauguma tolgi programy kasdien (galite nurodyti ir &é&au) automatiskai jungiasi internetu ir
parsisiutia naujausi informacip apie galimus virusus.

Isigydami antivirusia programir irang ivertinkite, kiek laiko ji bus nemokamai naujinama.
Daugelis kompiutet pardagju kaip papildom vert siilo kompiuteryje idiegtas komercines
antivirusines programas su pusiieear met; naujiny prenumerata. Ké&au, pasibaigus Siam laikui, uz
prenumeratos predima turite sumokti. To nepadarius, antivirusinkompiuterio apsauga tampa
nepakankamai veiksminga. Dar daugiau, kaidkantivirusiniy prograny negalima paprastai pasalinti
ir idiegti kita (vienu metu kompiuteryje gali veikti tik viena fakprograma). Tog iSkart tugtuméte
apsispesti - ar naudosite komerainprogram ir nuolat moksite uz naujinimus, ar iSkart diegsite
nemokam antivirusirg program. Tokiy nemokam antivirusiny progranmy sukurta nemazai ir jas
galima parsisisti internetu.

Labai panasios Trojos arklius yrajvairios Snipirgjimo programos (anglSpyware Adware,
kurios seka kompiuterio vartotojo elgds Siuos duomenis iSsidia internetu. Visa tai yra daroma
vartotojui nezinant ir be vartotojo sutikimo. Tok#mipai gali Inti jdéti netgi | legala program,
parduodara su licencija. Norgstatymai pripaista, kad kiekvienas Zzmogus turi teisprivatuns ir
asmeniis informacijos apsaug Snipirgjanti programig ijranga Siurk8iai pazeidigja Sias teises.
Pagrindinis Snipigjanciy prograny darbas yra surinkti ir iSgsti informacip apie narSym internete:
kokiuose tinklalapiuose lankosi vartotojai, kiekkta yra prisijung ir pan. Taip pat dazniausiai yra
renkama informacija ir apie pkompiutei: kokia jo operacié sistema, procesorius, atmintis ir t.t.

Surinkta informacija gali #ti panaudota komerciniais tikslais ar statistikafiau vartotojas
nezino, kam konkw@&ai yra renkama tokia informacija ir kas su ja gi@oma ¥liau. Vienas sekimo
sistemos pavyzdgiyra visiems gerai zinomos paieskos sistei@osgleir elektroninio pastdsMail
pora. Nors atskirai veikianttoogleyra visai nekenksminga, dau, tuo pat metu naudoja@Mail,
pastaroji surenka zinias apie ieskotformacip bei lankytas svetaines. Kadar@Mail turi vartotojo
atpazinimo duomenis, jam galitb siuntinejamos reklamias Siuksés [16].

Kai kurie darbdaviai naudoja Snigjancias programos savo darbuotojams sekti. Raplit

isitikinimas, kad darbdavys turi teikontroliuoti darbuotojo susira&ijima ir naudojimysi internetu,
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tatiau Lietuvos Respublikogstatymai draudzia darbuotoseking, pokalbiy pasiklausym ir kitos
asmenigs informacijos rinkim [30].

Kaip interneto Snipai patenkalisy kompiute{? Daugel Snipirgjanciy prograny parsisiugiate
ir idiegiate kompiuteryje patys, susivikoju zadamomis galimydmis. Pavyzdziui, ankg&u garsi
programaGator isimindavojvairius svetaini slaptazodzius ir padavo uzpildyti registracijos formas.
Daugelis interneto narsykliir e. pasto programpriedy - Snipy palengvina informacijos paieglar
papuoSia e. laiSkusairiais paveikdliais.

Dauguma interneto svetainkompiuteryjeiraso taip vadinamus slapukus (araglokie3, kurie
leidzia atpazinti 4 svetainy lankytojus ir prisiminti § veiksmus. PavyzdZiui, internets
bankininkysés svetaigs po kiekvieno vartotojo veiksmo patikrineaSytus slapukus ir pakartotinai
nebereikalaujavesti slaptazodai Baigus seamns su juo susy slapukai paSalinami. Teu kai kuriy
svetaini ibrukti slapukai galioja keliasdeSimt met juos gali pasiimti kitos lankomos svetésn

Daugelis antivirusinj prograny neapsaugo nuo SmipTam skirta speciali prograndéiriranga,
kuri perziiri kompiuterio atmintig ir laikmenas ieSkodama zinanmformacijos rinkimo priemonmi, o
radusi - pagilo jas paSalinti. Kadangi Snigijimo priemoni;, kaip ir virugy, atsiranda vis nawj su

jomis kovojargias programas taip pat reikia naujinti.

3.1.1.11. Programinés jrangos naujinimas

Net ir pati geriausia programinranga turi didesmi ar mazesmi saugumo sprag Programigs
irangos kréjai Sias spragas lopo ir pak arba naujesnes ir saugesnes progratmainas, arba tikyj
lopinius - naujinius. Programinio produkto pazeshiumy pirmieji aptinka dazniausiai su jaimu
nesusi asmenys. Tada jie sprendzia,du savo atradimu daryti - naudoja pasifauzimuij svetimas
sistemas, perduoda kitiems piktavaliams arba gdateikformacip programos #réjams. Net ir
pastaruoju atveju saugumo spraga iStaisoma negteifai - per kelias dienas, savaites ar net metus.
Pasirodzius atnaujintai programingiangai, rekomenduojama ilgai neatidjant ja parsisisti ir
idiegti. To nedarant, seniai ir daug kam zinomoggao spragos kelia rimpgréesne Jisy kompiuterio
ir duomem saugumui. Tinkamai naujinamos tik legaliaigytos programos. Teét neverta naudoti
neteigty prograny kopiju; neketinant uz jas sumeétk geriau pasirinkti analogiSkas nemokamas
programas.

Viena iS labiausiai potencialiai pazeidziarprogranu kompiuteryje yra interneto narSykl

Todl jos saugumu reikia pagspinti pirmiausia. Naudokite tik Siuolaikines saugimarSykles,
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pavyzdziui,Internet Explorer 7(8)pateikiama kartu sMicrosoft Windows Vistarba parsisiuiama
kaip Microsoft Windows Xmar3ykks naujinimas)Mozilla Firefox ar Opera. Siuolaikines narSykts

nesunkiai papildomos priedais, leidZiais dar saugiau narSyti internete.

3.1.1.12. Privatumas ir duomeny apsauga

Duomenis galima ne tik atskleisti, bet ir praragi,netinkamai juos saugosime. Kaip iSvengti
daugelio nepageidaujamlaiSky, kaip apsisaugoti nuo suklastosvetaini ir apgauling e. pasto
laiSku? Kiekvienas kompiuterio ar interneto svetainpaslaug vartotojas atpagtamas pagal jo
prisijungimo vard ir slaptazo@l Siuos duomenis reikia saugoti ir jeatskleisti nei bendradarbiams,
nei artimiesiems.

Daznai vienu kompiuteriu naudojasi keli vartotojdietgi namuose kiekvienas vartotojas turi
turéti savo atskig prisijungimo vard ir slaptazogd Tuomet kiekvieno vartotojo aplinka, nustatymai,
dokument laikymo vietos bus atskiros ir @al biti apsaugotos nuo kitto kompiuterio vartotaj.
Sudarykite sunkiai atgamus slaptazodzius ir patikimai juos saugokitekioapsaugos priemouni
reikéty imtis:

. Niekam neatskleisti savo slaptazodzio.

. Pasirinkti sudtinga slaptazo@ sudaryd iS5 mazju ir didzZiyju raidziy, skaitmen,
specialyjy zenkl. Kuo ilgesnis slaptazodis, tuo sunkiaaisgti.

. Nenaudoti slaptaZzod¥j sudaryi iS asmenvardaj adres, telefono numer ir kity
nesunkiai atsgjamu Zodzi.

. Slaptazodziugsiminti, neraSytiy popieriuje.

. Skirtingose interneto svetaise naudoti skirtingus slaptazodzius, nes jei
nepatikimoje svetaije jvesite slaptazqgjis bus zinomas piktavaliams.

. Dél didesnio saugumo slaptazodzius periodiSkai keisti

Microsoft Windowsvartotop slaptazodziai apsaugo priva informacip tik nuo kity Windows
vartotop. Turint tam tikg programir irangs Windowsvartotop slaptazodzius galima suzinoti, pakeisti
(pavyzdziui, pakeisti gali kitas to kompiuterio administratosateises turintis vartotojas), o IS
kompaktinio diskoikélus kita operacig sistema (pavyzdziui,Ubuntu Baltiy visi kompiuteryje esami
dokumentai bus matomi pwedant joki slaptazodij. Liks apsaugoti tik profesionaliWindows

atmainy sistemigmis ar kitomis priemoémis Sifruoti dokumentai.
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Kaip prisiminti jvairiose svetaiése naudojamus savo slaptazodzius ir prisijungimdus juk
jie gali ir turi bati skirtingi? Beveik visos narSyks gali juosisiminti. Tatiau isilauzliai tada nesunkiai
gaks jais pasinaudoti. Geriau naudokite spegi@m skirty programir jrang. Slaptazodzi jsiminimo
programos susieja prisijungimo vardus ir slaptaied®u atitinkamomis svetaimis ir daZznai netgi
pasiilo automatisSkai uzpildyti registracijos fomntaukus. Slaptazodziai galiib saugomi kompiuterio
diske ar net USB atmintéje. Norint jais pasinaudoti, reikalingas pagrindisiaptazodis.

Ivairiy el. paslaug, kurios reikalauja identifikacijos, datjg, taip pat sp&rai populiagja
mobiliosios technologijos, elektroninis privatuntaspa vis rimtesne problema. Kiekviekarty, kai
internetu atsiskaitigate kreditine Kkortele, registruogst tinklalapyje ar tiesiog narSote vieSame
belaidZiame tinkle, rizikuojate, kad kazkas galsipavinti asmeniniusidy duomenis. Sie duomenys
gali biti panaudoti piktam: piktavaliai gali apsimesti Jamsvilioti daugiau informacijos iStudy ar
Jisy artimyjy, Jisu varduisigyti prekes ar paslaugas. Ne Siaip sau tokie @wngsturi kain, yra
superkami ir parduodamiy ¥agyse daznai ir vadinama tapatydbvagyste [17].

Ypatingg paklaug turi e. pasto adresai. Juos superka e. pastoligitosi.

Svarbiausia taisykl naudojantis internetu - neatskleisti savo tap&ylvardo, pavars,
adreso, e. pasto adreso,ukindividualiy duomen. Juk i neatskleidziame pirmam sutiktajam.
Internete nenaudoti savo tikrojo vardo - sugalvelapyvard. Biti atsargiems internete
bendraujant su tais, kurie tuoj pat prasSo atsklasmineninius duomenis ar susitikti.

Informacija apie darp artimuosius, asmenis svetaigs adresas taip pat yra priuat
duomenys. Ngresti savo tiky duomem neaiskiose svetaése, reikalaujatiose registracijos. Jei
registracija reikalinga tam, kad galméte iS tokios svetaiss parsisisti dokumend ar program,
nurodyti vienkartin e. pasto adras

Pirkdami prekes ar paslauggstikinti svetaires patikimumu. Joje turi idi nurodyti visi
imonés duomenys, garantijos ir kita informacija. RySys &a svetaine turi ti Sifruotas -
svetaires adreso pradzia turiob https:// o Salia adreso ar narSykl bisenos juostoje turitdi
rodomas uzrakintos spynos zZenkliukas ar rakto siimbo

Naudojantis belaidziais kompiuteritinklais, reikia papildomai pasipinti savo privéiu
duomem saugumu. Viegy interneto prieigos tagk siunciami duomenys ne visuomet yra
koduojami, kaip tai yra daroma daugelyje natnkly. Informacip apie kodavim galite rasti
prieigos tasko tinklalapio skirsnyje ,privatumo tika“. Jei Jdisy interneto zonoje kodavimoéra,

0 neSiojamame kompiuteryje saugote daug svarbigsrmidencialios informacijos, tuomet geriau

prieigos tasSku nesinaudoti visai. Kitas sprendimpatiems uzkoduoti svarbius dokumentus.
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Atliekant finansines operacijas interngsitikinti rySio saugumu: Salia svetas adreso ar
narSykes hisenos juostoje turitti rodoma rakto ar uzrakintos spyaelpiktograma , o saugios
Svetaires adresas prasit ,https*.

Sios priemons apsaugos nuo atsitiktininterneto piktavali, tatiau ryztingi nusikakliai
vis tiek galiausiai apgaus bet kakdaugumo sistean Tad norint visiSkai uztikrinti savo duomen
saugum, reikia IS viso vengti vieSame belaidziame tinklgsti svarbi informacip, pavyzdziui,
kreditiniy korteliy numerius, finansinius duomenis, svarbius slaptaisdir pan.

Pasinaudojus interneto kagja, kompiuteny klasje ar kitoje vieSoje vietoje esén
kompiuteriu paliekame nemazai interneto narSyradspkg, kuriais gali pasinaudoti konfidencialios
informacijos vagys.

Tam, kad taip nenutilg reikia laikytis keliy paprasi taisykliy:

o Baige darlm saugiose ir slaptazodgireikalaujagiose svetaiése, - atsijungti.
Pasinaudojus e.pasto, internetinio banko ar kitagisasvetaine, pirmiausia atsijungti, o po to
uzverti narSykds lang. Antraip kitas vartotojas ged be jokiy slaptazodij patektij Jisy aplinka
toje svetaigje ir veikti Jisy vardu.

o Neleisti narSykleisirasyti disu ijvedamy prisijungimo vard ir slaptazodaj. Jei taip
atsitikty, Jisu duomenimis gaku pasinaudoti kitas vartotojas. Kai kurios narggkgali kuti taip
sureguliuotos, kadvedamus duomenigaso be atsiklausimo. Téll baigus darl, dél tikrumo

iSvalyti visus narSyKis sukauptus privaus duomenis.

o PaSalinti narSykls saugomus narSymo ZzurnaleaSus ir laikinuosius interneto
dokumentus.
o Nepalikti kompiuteryje parsigsty ir tvarkyty dokument, pasiimkite visas savo

keiciamasias laikmenas.

Kaip nepamirsti iSvalyti visus narSymedgsakus? Geriausia USB atmirgjim neSiotis nuosav
narSykk, e. pasto ir kitas reikalingas programas. Interrk@ivirése ir kituose vieSuose kompiuteriuose
piktavaliai daznai palieka Snigijimo programir irang, kuri registruoja visus klavispaspaudimus ir
taip isiraSo dsy ivedamus prisijungimo vardus ir slaptazodzius. Turlvieninteb iSeitis,
nereikalaujanti ilgai trunkamo Snipirgjanéiy programu aptikimo ir valymo, - naudotis USB
atmintiréje laikoma slaptazodgitvarkymo programa, kuri Siuos slaptazodzius autkai irasSyt

registracijos formose.
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3.1.1.13. Atsiskaitymai internetu

Paplitus elektroninei prekybai ir bankininkysteienmazai mogjimy atliekame tiesiogiali
internetu. Taiau daznai nezinome, kas is tiky gaus nisy perduodanp informacip. Gallit svetair,
kurioje perkate, yra suklastota, o krediirkortebs duomenys patekgankas sukams.

Keletas taisykh, kaip saugiai naudotis internetine bankininkyste:

. Saugoti prisijungimo prie interneto banko slaptazod. Niekas ir jokiomis
aplinkybémis (net ir pats bankas) neturi té&ssreikalauti dsy pateikti Siy slaptazodij — nei
telefonu, nei e.paStu ar kitaisudris. Niekada neatsakiti | neva dsy banko laisSkus,
reikalaujagius Sy duomem. Bankas e. paStu taip pat nereikalauja pakeissijpngimo vard, ar
slaptazodaii.

. Saugoti prisijungimo prie interneto banko duomenideatskleisti paSaliniams
asmenims savo naudotojo ID ir kislaptazodzj. Niekuomet ir niekam nessti Siy duomem, e.
pastu. NeraSyti savo naudotojo ID ant kokbrteks ir nepalikti kod korteks vietose, kurg
galétu pamatyti kiti asmenys.

. Nuolatini slaptazodtiesiogisiminti ir niekur jo neraSyti. Tinkamiausias nuotas
slaptazodis yra nieko nereiSkiantis raidar skaitmem rinkinys. Tuoj pat pakeisti nuolain
slaptazod jei yraitarimy, kad kazkasjjgakjo suzinoti.

. Visuometisitikinti, kad baigus darpatsijungta nuo interneto banko. Baigus @aarb
isitikinti, kad uzdaryta narSy&l

. Jei gskaitoje yra daugiau pinig negu reikia kasdienmns iSlaidoms, nustatyti
operaciji apribojimus. Sudarant interneto banko sutad anksto nustatoma didziausia pupig
suma, kura galima iSleisti naudojantis interneto banku. Jué@gu galima pakeisti.

. Jungiantis prie interneto banko, reikia visuomgsitikinti, kad tikrai esate
reikiamame tinklalapyje. Svetais adresg visada rinti patiems, nenaudoti nuogod. laiSkuose,
antraip rizikuojama patektisuklasto svetair.

. Prisijungiant prie interneto banko visuomet atvatskin interneto narsykls lang.
Rysys turi liti koduotas: svetais adresas prasideda ramais https://, 0 Salia adreso ar narSykl
lango apdioje rodomas uzrakintos spyislzenklelis ar rakto simbolis.

. Prisijungiant prie interneto banko naudotis tiksaugiais kompiuteriais. Namar
darbo kompiuteryje turiiiti jdiegta interneto uzkarda, antivirugiprograma, programénjranga

turi bati atnaujinta.
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. Netikétu atveju — nedelsiant pranesti bankui.

Isigyjant prekes ar paslaugas internetu, vengtag¥siejvedineti mokéjimo korteks duomenis.
Geriau naudotis zinomomis tigjy Saliy paslaugomis.

Atsiskaitymams internetu naudoti atskiras kredgiRerteles, o jose laikyti tik tiek pinig kiek
reikia pirkiniui. Lietuvos bankai platina vien agkaitymui internetu skirtas nebrangias virtualias
kreditines korteles.

Perkant prekes ir paslaugas internetu, reikia zdwotir tokius dalykus:

. priesisigyjant prek reikty pasidongti, kokiomis slygomis parda¥jas isipareigoja
priimti ar pakeisti netinkam preke. Paprastai vadovaujamasi Lietuvos Respublikos ovaict
teisiy gynimoistatymu. Jei kitaip nenustatyta, péskgarantinis laikas yra 6énesiai;

. pirkéjas, registruodamasis elektrogja parduotugje ar apmokdamas pirkim,
pateikia savo asmeninius duomenis. Reikia atkrelgtieq, ar parda¥jas deklaruojay saugum
ir ar jsipareigoja laikytis ES ar Lietuvos Respublikos aamduomen teisines apsaugosgstatymo
nustatyt, reikalavimy;

. pirkéjas vizualiai negali patikrinti sflomy prekiy iSvaizdos ir kokybs, toctl reikia
internete paieSkoti daugiau informacijos ir nepaikdony atsiliepimy apie pardasja ir jo
parduodamas prekes;

. nors internete slomos preks dazniausiai kainuoja daug pigiau, Cita
iISsiaiSkinkite, kokios bus pasSto iSlaidos, impoR¥YM ir muitai. Neretai iS anksto f@anoma

nustatyti, i$ kurios Salies bus silimmos preks, toctl skaiciuojant nesunku ir apsirikti.

3.1.1.14. Duomem apsauga kompiuteryje

Duomenys dazniausiai turi didesmert, nei pats kompiuteris. Tétlverta daugiau &nesio
skirti ju saugumui. Duomenys galiith prarastijsiskverbus kompiuteriniam virusui, sugedus diskui,
praradus kompaktindiska, USB atmintig, pagaliau ir patkompiutef. [vairis tyrimai rodo, kad
pasaulyje kasmet pavagiama, pametama ar kitaai$ netenkama destm takstartiy nesSiojanaju
kompiuteriy. Tockl viena pagrindinj taisykliy tokiy kompiuteriy Seimininkams — reguliariai darykite
atsargines kompiuteryje esdup svarbiy duomem kopijas. Ypé& patartina tai atlikti prieS keliones, nes
ju metu prarandama itin daug kompiutefpavyzdziui, oro uostuose kartu su bagazu).

Atsargines kopijas, be abejo, reikia darytkita laikmery - jrasyti i kita kompiutef, USB
atminting, CD ar DVD diskus: praradus kompiuter sugedus kompiuterio diskui, atsatgkopija
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iSlieka kitoje vietoje. Operacése sistemoseiima specialios atsarginio kopijavimo priendsn bet
daugeliui vartotaj pernelyg suétinga jomis naudotis; tuomet tiks ir papfiasisias dokument
kopijavimas.

Jei neSiojamame kompiuteryje ar damose laikmenose informacija yra konfidencialprhet
taip pat reikty pasiapinti papildoma jos apsauga. Patikimiausia inforiaaazkoduoti. Operacis
sistemosMicrosoft Windowsprofesionaliose atmainose dokumentus galima wsifr tafiau daug
vartotop naudojasi namams skirtomis atmainomis, kuriosgddaryti negalima. Be to, negalima
koduoti ketiamose laikmenose ar serveriuose éspdokument. Daugumojejstaigy darbuotojams
nerekomenduojama dokumantlaikyti savo darbo kompiuteriuose - jie saugomirae

priziirimuose ir saugiuose bendruose kompiuteriuoseveserose.

3.1.2. Klausimyno sudarymo tyrimo rezultatai

Pagal EDCL fondo standartus sudarytas e-Guardidifilkse/imo programos klausimynas, 18

pradzi lietuviy, paskui ir angl kalba. Klausimyno dalys yra Sios:

o Bendros saugumo uZztikrinimo priemnsn

o KenkéjiSkos programosnfalware

. Elektroninis bendravimas

o Saugus narSymas ir atsiskaitymai internete
o Vaiky saugumas

Toliau pateikiamas pilnas, pirmosios klausimynaosyjes lietuviskas variantas:

1. Bendros saugumo uZztikrinimo priemores:

1.1. Mokéti sekti, gauti ir naudoti naujausius operasirsistemos, papildomos progragsn
bei aparatrinés jrangos ir saugos maz@tnaujinimus. Suprastissatnaujininy naud.

1.2.  Zinoti apie kelii asmen naudojimosi vienu kompiuteriu galimybes. Suprastis yra
vartotojo asmeninis prisijungimo ir naudojimosi Kaoteriu vardas, bei kaip atskiriama skirting
vartotop informacija.

1.3. Zinoti, kompiuterini sistery duomem saugumo probletn sprendimo bdus -
tinkamos slaptaZzodZisistemos naudojimir kt. Zinoti vartotop identifikuojartio vardo reiksm ir
skirtumg tarp vartotojo vardo ir slaptazodzio. Suprastejgos teisi (angl. access righfs savoka ir

zZinoti jos svarh.
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1.4. Zinoti prisijungimo prie sistemos slaptaZzodZio edikgumy, kad naudojant
prisijungimo slaptazodzius, nepageidaujamiems asngeapsunkinamas patekimasistem. Mokéti
sudaryti sudtingus slaptazodZius. Zinoti kokia turiitb sucttingo slaptaZodZio sandara. Zinoti saugi
slaptazodij keitimo ir saugojimo taisykles.

1.5. Mokéti naudotis standartémis, pa&ioje OS integruotomis, apsaugos priemiors
(Firewall, Defendeir t.t.)

1.6. Moketi apsaugoti duomenis kompiuterio diske. Zinoti eapiluomen Sifravima,
apsaugojim slaptazodziu. Zinoti kokios yra patikimos duomesifravimo programiss irangos, bei
kam jos naudojamos. Mék uzkoduoti svarbius duomenis juos Sifruojant.

1.7. Mokéti nustatyti ar duomepn laikmena turi slaptazodzio apsaugos galimyb
apsisaugojimui nuo nepageidaujamos prieigos priemdun. Mokeéti naudoti Siuos slaptazodzius
apsaugai. Mo#ti fiziSkai apsaugotCD, DVD, USBatmintines ir kitas iSorines duomglaikmenas nuo
vagy<iy ar sugadinimo.

1.8. Suprasti zaling duomem plitimo grésne neSiojamomis laikmenomis.

1.9. Zinoti duomem bei program atsargini kopiju darymo ketiamose laikmenose
tikslingurmy ir reik3me. Zinoti apie Windows System Restopgiemorg. Mokéti naudotis migtomis
priemoremis.

2. Kenké¢jiskos programos (malware):

2.1. Suprasti skirting kenlkejiSky programy savokas yiruses, trojan horses, spyware,
dishonest adware, malicious softwarét.), naudojamus kompiuterijoje, ir suvokii $kirtumus.

2.2.  Zinoti, kada ir kaip keniskos programos gali patektkompiuterir; sisten.

2.3.  Zinoti, kas yra apsisaugojimo nuo keji&ky program programir jranga.

2.4. Mokéti konfigaruoti programig irang reguliariai ir automatiSkai atsinaujinti
kenksjisky programy definicijas. Mokti diegti apsaugos pataisas (anghtche$. Zinoti, kam jos
skirtos ir kaip parsigsti pataisas skirtingai programineangai.

2.5. Zinoti, kaip elgtis ir kokia seka atlikti veiksmusi jtariate, kad sistema akta.
Suprasti apsaugos programos riboguitinoti ka reiskia ,dezinfekuoti* bylas (rinkmenas).

2.6. Suvokti, kad parsisiuant bylas ar atveriant elektroniniaiSky priedus reikia naudotis
budintia apsaugos programa, éer neatverti neaiSki nelaukt; elektroninio pasto laisk neatverti
tokiy laiSky prieduose es&n byly.

2.7. Suprasti kas yra nepatikimos duomédaikmenos. Suprasti, kad negalima kompiuteryje
naudoti nepatikim CD, DVD, USBIlaikmeny, kuriuose gali bti kenksjiSki duomenys. Suprasti, kad
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uzkrésty duomenm laikmeny naudojimas kompiuteryje galiakoti sistemos uzktima, arba negeétamy
sugadinin.

3. Elektroninis bendravimas:

3.1. Zinoti apie spam tipo elektroninius laiSkus ir elektroninius laidkuapkestus
kenkéjiSkomis programomis. Suvokti, kesbamlaiSkai tai ne vien vartotojo, bet ir elektronimpasto
paslaugos tei§o klaidos.

3.2.  Mokéti elgtis su elektroniniais laikais i$ neZingaltiniy. Zinoti apie programie bei
technirg jrang skirta filtruoti ir apsisaugoti nuospam ir pavojing; elektroniniy laiSky su
kenkejiSkomis programomis.

3.3. Mokéti saugai elgtis naudojant momentirfiniy sistemas.

4. Saugus narSymas ir atsiskaitymai internete:

4.1. Zinoti, apie priemones skirtas uztikrinti saugumar3ant internetecokiesblokavimas,
ActiveXkontrok ir kt.)

4.2.  Zinoti internetini; cookiesnaudojimo privalumus, ikumus ir pavojus.

4.3. Zinoti apie pavojus, kylafius pateikiant savo asmeninius duomenis interneise
puslapiuose. Zinoti apie spragas ir pavojus, tokaip galimybes piktavaliams pasinaudoti ar pavogti
klienty informacip.

4.4.  Zinoti, kas yra tinklo Sifravimo raktai, kokie j#ina ir mokti jais naudotis.

4.5. Mokéti atskirti saugias pirkimo internete svetaines nesaugi.

4.6. Mokéti saugiai naudotis pirkimo internetu galimybe. &tmti suklastotas prisijungimo
prie internetigs bankininkysts svetaines. Ma#ti saugiai naudotis elektrorda bankininkysis
slaptazodij generatoriumi ir slaptazodgkortele.

4.7. Mokéti saugiai atlikti mokjimus internetu naudojantis kredito ar népkio kortekmis.
Mokéti naudotis atsiskaitygmmokejimo ar kredito kortelmis tarpinink; svetaigmis, atskirti patikimas
paslaugas nuphishing

5. Vaiky apsaugojimas:

5.1. Zinoti, kaip pakalbti su vaikais apie pavojus internete ir suzinofioimacipa, kuri
vaikus trikdo.

5.2. Zinoti apie tinkle esafius pavojus: ,piSikus®, internetii chuliganizm, finansines
suktybes, virusus, kibernetinius nusikaltimus, nternete plinta¥ia pornografij, seksualinius
priekabiavimus interneto pokalpsvetairgse ir elektroniniu pastu.
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5.3. Zinoti sistemy stelgjimo badus, kuriais galima steb vaiko naudojimsi kompiuteriu.
Mokéti naudotis programin@granga skirta kontroliuoti vaik naudojimsi internetu, operacine sistema
bei programomis.

5.4.  Zinoti, kokiy tipy yra programin jranga skirta vaikams apsaugoti.

5.5.  Mokéti naudotis interneto turinio filtravimo priemémis integruotomis narSyse.

5.6. Suprasti, kold reikia naudoti programinirangs apsaugojimui. Kas yra kokybiSka
antivirusire, anti-spyware, spam blokavimo, ugniaggrprogrami iranga ir kaip ja naudotis, bei
atsinaujinti.

5.7. Mokéti kombinuoti kelias apsaugojimo priemones.

5.8.  Zinoti, kokios yra paie$kos svetamskirtos vaikams ir kokios paaugliams.

5.9. Zinoti, kokie yra saugs vaikams mobilieji telefonai.

6. Advanced dalis:

6.1. Ugniasiers naudojimas:

6.2. Mokéti naudotis ugniasiene. Jei ugniasiemera, mokti ja parsisisti.

6.3. Mokéti naudotis informavimais, kuriuos sitia apsisaugojimo prograndiranga.

6.4. Mokéti saugiai keistis bylomis, naudotis hydaugumo patikrinimo priemémis.

6.5. NeSiojami kompiuteriai:

6.6. Priziaréti savo kompiuterio naudojimosi tvark Neleisti naudotis tby sistema
asmenims, kuriais pilnai nepasitikite. Nesuteikéipaistamiems prieigos prietisy sistemos, kad
neatlikiy pavojing; veiksm.

6.7. Zinoti kaip fiziSkai apsaugoti neSiojajin kompiutef nuo vagygiy. Biti susipaZinusiam
su nesiojamju kompiuteri uzraktais, kurie apsunkina vagystes.

6.8. Zinoti kas yra kompiuterio BIOS slaptaZodis ir kfismnaudojamas. Zinoti kaip BIOS
slaptaZodigjungiamas kompiuteriui startavus ir kokios slaptiZo praradimo paseks.

6.9. Zinoti apie kylagius pavojus, naudojantis nekoduotais bevieliaiglis.

6.10. Moketi naudotis bevielio interneto tinklais. Zinoti kgsa saugs bevieliai tinklai, kokie
yra bevielio interneto saugumo standartai (IEEEBDZ, IEEE802.11b, IEEE802.11g ir kt.) ir
Sifravimo algoritmai. Zinoti kas yra WEP ir WPA belio tinklo apsaugos itwlai. Moketi apsaugoti
savo bevidltinkla WEP ar WPA raktais.

6.11. Suprasti kodl verta savo bevigltinkla atjungti, jei jis nereikalingas naudojimui ilggsn
laika, Zinoti gesmes.

6.12. Nam tinklo jranga: pldiajuo<iai marSrutizatoriai, beviés tinklo stotets:
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6.13. Zinoti kas yra interneto protokolas, TCP/IP ir UD#noti kas yra TCP/IP ir UDP portai,
kam jie naudojami ir kokie jietima.

6.14. Zinoti kas yra aparatinés ugniasieés ir kam jos naudojamos. Mék naudoti
aparaiirines ugniasienes.

6.15. Zinoti kas yra WEP ir WPA bevielio tinklo apsaugbsdai. Mokéti apsaugoti savo
beviel tinkla WEP ar WPA raktais.

6.16. Zinoti kas yra administracinis tinklo slaptazodislokéti pasikeisti administracin
slaptaZofl kuris suteikiamas pagal nutjima gamintojo. Zinoti koks turi iiti geras administracinis
slaptazodis.

6.17. Suprasti kodl verta namiftinkla atjungti, jei jis nereikalingas naudojimui ilgédaika,
Zinoti gresmes.

6.18. Mokéti naudotis sekimo priemémis, kurios integruotos tinkliniuosgenginiuose ir
skirtos disy irenginiu besinaudoj&n; sisteny sekimui. Mokti pastelti itartinus veiksmus suiady
tinkle.

Kaip matome, pradige klausimyno versijoje dar buvo ir SeSta —&umjesni; igudZiy ir Ziniy
dalis, kuri vadinosiAdvanced tatiau liau, pasikonsultavus su sertifikuojamos sritiespektais, Si
dalis buvo panaikinta, nusprendus, kad ji pakankaondtinga Sio lygio sertifikavimui.

Galutine e-Guardian sertifikavimo programos klausimyno argra angh kalba, kadangi
produkt norima standartizuoti ECDL fonde ir pritaikyti ti& Lietuvos rinkai. Pirmosios Sios tyrimo
dalies galutinis rezultatas — klausimynas angllba, pateiktas 1 lentgé.

1 lentek

e-Guardian klausimynas angl kalba

1. |Common means for safety assurance:

1.1. | Know how to follow, download and use updates for your operating system, additional software
and security components. Understand the benefits of these updates.

1.2. | Know multiple user account. Understand what a personal user account is and how
information of different users is separated.

1.3. | Understand the purpose of a user name, and the difference between user name and user
password. Understand the meaning and importance of access rights

1.4. | Know the necessity of login to system password, and the usage of login passwords

1.5. | Be able to make complex password. Know the structure of a complex password and the rules
for changing and keeping passwords.

1.6. | Be able to turn on/ off and adjust protection level in standard security means that are
integrated in the operating system (Firewall, Defender, etc.).

1.7. | Be able to protect data on computer disk. Know about data encryption and password
protection.
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1.8. 1 Lenteés &sinys
Know how to find out whether a data media has a password protection possibility, used for
protecting against unwanted data access. Be able to use these passwords for protection. Be
able to protect CD, DVD, USB memory and other external data media.

1.9. | Understand the threat of malicious data spread in external data medias.

1.10. | Understand the benefits and purpose of data and software backups.

1.11. | Know who you should contact if you discovered or suspect that data can be classified as illegal
or dangerous.

Malicious software :

2.1. Understand different malicious software (viruses, Trojan horses, spyware, dishonest adware,
etc.) definitions and differences.

2.2. | Know when and how malicious software can get into computer system.

2.3. | Know what security software is used to protect against malware.

2.4. | Be able to configure software to automatic and regular update.

2.5. | Know what has to be done and in what order, if you suspect that computer system is infected.
Understand the limitation of security software.

2.6. | Understand that an active version of security software should be running when downloading
files or opening email attachments.

2.7. | Know that unknown and unwanted emails and their attachments should not be opened.

2.8. | Understand what is unsafe data media. Understand that unsafe CD, DVD, USB memory media
should not be used.

3. | Electronic messages :

3.1. | Know about email that is classified as spam, and email messages infected with malware.

3.2. | Be aware of privacy protection legal act.

3.3. | Know how to redirect children email to your account.

3.4. | Know how to reject email from specific email addresses.

3.5. | Know how to block private messages between a child and another user.

3.6. | Know how to treat email messages from unknown senders.

3.7. | Know how to treat securable with instant messaging.

3.8. | Be aware of mobile phone capabilities.

4. | Securable web browsing and paying on internet :

4.1. | Know about tools that ensure safety when browsing the internet (blocking of cookies, ActiveX
control, etc.).

4.2. | Know about advantages, disadvantages and dangers of internet cookies.

4.3. | Know about threats associated with the personal data disclosure.

4.4. | Know about gaps and threats, such as possibilities for evil-minders to use or steal
client information.

4.5, | Know about encryption keys used on internet, know about types of encryption keys and how to
use them.

4.6. | Be able to distinguish safe/genuine online transaction/commerce sites from unsafe.

4.7. | Be able to perform online transaction using credit or debit cards.

4.8. | Know how to contact service administrator while required.

4.9. | Know who to contact if you discovered or suspect dangerous or illegal content.
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1 Lenteés tesinys

Children safety:

5.1. | Understand that open communications between parent and children is important to keeping
children safe.

5.2. | Know about online predators, financial scams, malware, cyber-bullying and the pervasiveness
of pornography on the Internet.

5.3. | Know about system monitoring types and be able to monitor use of computer.
5.4. | Be able to access temporary internet files and browser history.
5.5. | Be able to use software to control children use of internet, operating system and software.

5.6. | Know about children protection software.
5.7. | Be able to use internet content filtering tools integrated on web browsers.
5.8. Know what defensive software is.

5.9. | Know what a quality anti-virus, anti-spyware, spam blocker, and personal firewall is and how to
use it.

5.10. | Be able to access the chat, instant messenger history.
5.11. | Be able to contact service administrator.

5.12. | Know about recommended kid directories, search sites geared for children and targeted at
teenagers.

Saltinis: Sudaryta Autoriaus

3.1.3. ECDL-F standarty atitikimo patvirtinimo paraiskos formos ruoSimo tyrimo

rezultatai

Sudarius klausimyy) pagal ECDL fondo partnea programos standartizavimo progegd
parengta sertifikavimo programos e-Guardian starrdarmo ECDL fonde patvirtinimo paraiSkos
forma. Uzpildyta forma pateikta ECDL fondo tvirtmui. Pilna patvirtinimo paraiskos forma pateikta 3

priede.

3.1.4. Testo klausimy bazés sudarymo tyrimo rezultatai

Gavus ECDL fondo klausimyno patvirtingn sudaryti e-Guardian testo klausimai skirti
automatizuotam testavimui. Pirmojo tipo klausitRlausimas su keturiais atsakymo variantais, rsuku
vienas arba daugiau teisijgAQTB yra 85 %, antrojo (klausimai su atsakymotawimu) - 15 %.
Sudaryti klausimai, pries talpinantestavimo serversurasytii standartizuat forma, kurios pavyzdys
pateikiamas 4 paveiksle. Kiekvienai e-Guardianifd@avimo programos klausimyno srai sudaryta

bent po 4 klausimus. Testo klausinurinys sudarytas, kaipmanoma maziau priklausomas nuo
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kompiuterires platformos, operacis sistemos ar konkf®s programifs jrangos, bei aplikacijos.
Klausimy turinys atitinka, Siam laikotarpiuitdingas, aktualias IT tendencijas, naujoves, beiagin

Visi e-Guardian sertifikavimo programos testo kleas pateikiami 6 priede.

3.2. e-Guardian testo klausimy bazés modifikavimo tyrimas

Tyrimo tikslas — nustatyti bejvertinti e-Guardian sertifikavimo programos klaugim ir testo
klausimy bazs klaidas, modifikuoti klausimynir automatinio testavimo testo klausirbaz.

Tyrimas atliekamas dviem etapais. Pirmajame etapldaasiami sertifikuojamos srities
ekspertai, o antrojoje — bandensertifikavimo sistemos testaike sertifikavimo srities specialistai.
Gauti apklausos rezultatai lajsivertinti, kaip test sudarymo, kokyés, bei kompiuterinj sisteny
saugos ekspertai bei specialistai vertina e-Guarskatifikavimo programos reikalingumklausimyno
tinkamum, bei sudaryt automatizuoto testavimo klausinbazs klausiny tikslumg ar klaidas. Pagal
gautus rezultatustiy modifikuojama testo klausimbaz. Antrajame etape pakoreguota bandomoji
sertifikavimo sistemos testo klausinbaz talpinamaj testavimo serveér Bandomji test duodama
laikyti sertifikavimo srities specialistams ir i@ikartiyju surenkami atsiliepimai, pagal kuriuos testo
klausimai ¢l koreguojami, tikslu paruosti galutirklausimy bazs versij.

Tyrimo tikslui pasiekti iSkeliami tokie uzdaviniai:

1. Sudaryti apklausos ankesio tyrimo tikslui iSsiaiskinti.

Sios tyrimo anketos tikslas yra iSsiaiskinti ekspemuomonr apie e-Guardian programos
reikalinguma, klausimyno ir testo klausimbazs tiksluny. Bus sudaryta klausipanketa.

2. Parinkti ekspertus.

Sis darbas atliktas konsultuojantis su ECDL padtalifetuvoje vadovu ir naudojantis oficialiu

ECDL kontakty saraSu. Ekspent saraSas perduotas ECDL fondui ir gautas patvirtinimas

3. ISplatinti anketas ir klausimmbaz; ekspertams.
4. Apdoroti gautus iS ekspgrduomenis.
5. ISsiaiSkinti, ar ekspertai patvirtina sertifikavirpoogramos reikalingum

Pagal gautus rezultatus nustatyti ekspattomor apie programos reikalingum
6. ISsiaiSkinti ekspett nuomor apie klausimyno tinkamuan

Pagal gautus rezultatus nustatyti ekspattomor apie klausimyno tinkamusm
7. ISsiaiskinti, kokie testo klausimai tin/galkty buti pataisyti ar pakeisti.
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Pagal gautus rezultatus nustatyti ekapertomor apie testo klausim bazs tiksluny ir
klaidas.

8. Pateikti tyrimo metu padarytas iSvadas ir jomis iegriis koreguoti sertifikavimo
programos testo klausipbaz.

9. Pakoregueat sertifikavimo sistemos testo klausjnbaz patalpinti testavimo serveryje,
kaip bandomja sertifikavimo testo versij

10. Bandomjj test duoti laikyti sertifikavimo srities specialistanrssurinkti i$ laikariyju
atsiliepimus apie testo klausimus.

11. Pagal gautus atsiliepimus koreguoti testo klausbaz, kad paruosti galutinversip
ECDL fondo tvirtinimui.

Tyrimo imtis — 13 ekspett iS keliy skirtingu sri¢iy susijusii su tesi sudarymu, tegtkokybe,
bei kompiuterini sisteny saugumu ir 60 sertifikavimo srities specialiSECDL fondo patvirtinti
ekspertai:

o Frank Mockler — programplétros vadybininkas, ECDL fondas.

o Bryan Donovan — testtvirtinimo vadovas, ECDL fondas.
o Piotr Mrozinski — regiono ptros vadovas. ECDL fondas.
o Dr. Radoslav Yoshinov — Bulgarijos MokslAkademijos Telematikos laboratorijos

direktorius, ECDL Bulgarija.

o Dr. Mara Jakobsone — Latvijos informacijos ir konkagijos technologij asociacijos
viceprezident, ECDL Latvija.

o Dr. Jan Raszewski — ECDL fondo atstovas LenkijePL Lenkija.

o Renata Danielien— program plétros vadybinink, ECDL Lietuva.

o Tomas Lygutas — testavimo sistemos administratpECDL Lietuva.

o Doc. Stasys Maciulewius — sistem analitikas (atsakingas uz teskokyhe), ECDL
Lietuva.

o Doc. Steponas JonuSauskas — testavimo kakiytspektorius, ECDL Lietuva.

o Doc. Alfredas Otas — sistenanalitikas, ECDL Lietuva.

o Darius JanuSauskas — techisinir programigs jrangos skyriaus vadovas, UAB
~Sekasoft”.
° Ramiinas Berulis — sisteqnadministratorius, UAB ,Sekasoft".

Tyrimo metodai. Siam tyrimui buvo taikomas kiekybinis ir kokybénityrimo metodai —

anketinis metodas, priskiriamas prie sociologityrimo metod, apklausa, palyginimo metodas.
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Analizuojat ir vertinant tyrimo rezultatus taip gatkytas dokumentanaliZs metodas, kartu su tyrimo
rezultatais interpretuojant statistimedziag. Klausimy bazs koregavimui buvo taikomas metodas
aprasytas 2.3. darbo dalyje.

Sudarant anketbuvo atsizvelgta, kad respondentai turi dauguziniyra gerai nusimanantys
ekspertai sertifikuojamoje srityje, téldanketa yra trumpa, paprasta ir aiSki. Anketogetyys klausimai.
Pirmajame klausiama apie e-Guardian programos Inegkama (atsakymas turi i pateikiamas
stiprumo balais 5 balskakje ir praSoma pateikti paaiSkinin Antrasis klausimas apie e-Guardian
klausimyno tikslum (atsakymas turiidi pateikiamas stiprumo balais 5 pakakje ir praSoma pateikti
paaiskinim). Tretiasis klausimas apie e-Guardian testo klaysazs tiksluna (atsakymas turi idi
pateikiamas stiprumo balais 5 badkakje ir praSoma pateikti paaiSkingntaip pat prasoma testo
klausimy lentekje pridéti komentarus ir pastépmus, jei tokie reikalingi). Tyrimo apklausos anée
kartu su e-Guardian testo klausirbazmis, buvo pateiktos ekspertams elektronine formaketos
forma pateikta priede nr. 5.

Tyrimo rezultatai leisjvertinti paruodi sertifikavimo sistemos klausimyno ir automatinio
testavimo testo klausim bazs tinkamum ir tiksluma, bei apskritai e-Guardian sertifikavimo
reikalinguma.

Pagal ekspeut pastabas pakoreguoti AQTB testo klausithazs klausimai talpinamij
testavimo servér Bandomaji test laikys sertifikavimo specialistai ir pateiks aisgimus elektroniniu
pastu. Pagal atsiliepimus AQTB testo klausilmazs klausimai koreguojami ir ruoSiama galétin

klausimy bazs versija. Tyrimo veiklos diagranpateikiama 7 paveiksle.
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Pateikti testo
klausimu AQTB | T
ekspertams ir gauti |
komentarus

Koreguoti e-Guardian testo |
klausimy AQTB

Talpinti AQTB j testavimo
serverj bandomajam testavimui
Pateikti galutine

AQTB versija

Saltinis: Sudaryta autoriaus

Pav. 7 Tyrimo veiklos diagrama

Tyrimo organizavimas. Tyrimo metu buvo apklausta 13 ekspetadangi ekspertai ne visi
lietuviy tautyles, tai apklausos anketa, paruosta argilba, iSplatinta respondentams elektroniniu
pastu. Apklausos pradzia 2008 12 08, o paskuiipildyta anketa gauta 2009 01 12. Klausibaz
pagal ekspent komentarus pakoreguota iki 2009 03 06 ir pataspirtestavimo servérbandomajam
testavimui 2009 03 13. Iki 2009 04 30 bandgntest, buvo laik 60 sertifikavimo srities specialist
Nuo bandomojo testo paleidimo iki 2009 05 07, pdgiiusiyju atsiliepimus, testo klausimbaz
buvo koreguojama, klausimus koreguojantigae testavimo sistemos serveryje¢ligu galutire
klausimy bazs versija paruoSta ECDL fondo tvirtinimui.

Tyrimo rezultatai.

Gavus iS ekspartuzpildytas anketas, didziausiasntesys buvo skirtas testo klausirhazje
paraSytiems komentarams ir pastaboms. Pagal jyosjot metu, atliktas pagrindinis uzdavinys —
atsizvelgusi ekspeny pastabas, testo klausimbaz pataisyti ir paruosti bandaja jos versiy

talpinimuii bandomja testavimo sistem
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Paveiksle nr. 8 pavaizduota kokiuidu buvo pateikti ekspertkomentarai. Gavus testo
klausimy bazes su komentarais iS wigkspeni, buvo sukurta apjungta testo klausirhaz. Jeigu
venas elementas komentuotaskelkspen; — paliekami visi komentarai. Pagal ekspgrastabas testo
klausimy bazs klausimai buvo koreguojami, pertvarkomi arba pergjami. Pakeistoji testo klausim
baz dar kary pateikiama ekspertams, tam kad patvigtipataisyd versip. Bandomoji testo klausim
bazs versija per specializupklausimy redakton patalpintai ECDL automatizuoto testavimo seriver
Lietuvoje.

Suskatiavus ekspett uzpildyty anket; rezultatus apibendrinti rezultatai. 1S 204 €sariesto
klausimi komentarai, pastabos, taisymai pateikti 45 klausige. Tai sudaro 22% wvigesto klausimn.
Pirmajame klausime apie e-Guardian reikalingud? iS 13 ekspeart program jvertino kaip labai
auksto prioriteto, likusis suteikaukst prioriteta. Klausimyno tikslumas surinko 10 adid@usiy
ivertinimy ir 3 aukstus. Testo klausinbaz gavo 10 aukSausiy, 2 aukStus ir viepviduting jvertinima.
Ekspert; uzpildyty anket; rezultaty grafiré statistika pateikiama 9 paveiksle.

ECDL Lietuva testavimo sistemojehttp://www.ecdl.It/EN/ECDL.nsf [37] patalping

bandomja sertifikavimo sistemos versiduota laikyti sertifikavimo srities specialistangpecialistus
parinko darbo autorius ir Lietuvos ECDL atstoeybInformacini; technologiy institutas. Specialistai,
laikiusieji test, elektroniniu pastu pateikatsiliepimus su iSkilusiais neaiSkumais ir pasteimis testo
klausimy klaidomis. Gauf atsiliepimy pavyzdys pateiktas 7 priede. Pagal atsiliepimatklausin

baz buvo dar kar koreguojama, tik iSkarty, jau tiesiogiai testavimo sistemos serveryje. Bgtal

galutire klausimy bazs versija.
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3.3, Know how to redirect children email first to your account.

92.1 33, lsitpossiblatoraview What fas
statl_stlcal mformgtlon about child's MdDate of receiving _.--| Comment [A134]: It would be batter to keepto
email can be reviewed i I i one format of multiplachoics quastion (2.2 four

options— threasincorract, ons corract).

Size of message

recaived who sentit w s Il answers arecorrecf ‘_,.-‘[Fnrmatted:FontcoIor: Red, Highlight
andsoon? ‘__'{ Formatted: Font color: Red
93. Which information about child's email The date and time the email was sent orreceived,
can you see by using parental The subject,
software? )

The contents and any attachments

All options above

94. If you want to redirect e-mail You should create email rule

messages from one mailbox to It is possible only during creation of email account in your program

another in Windows Mail program, You should change your email account configuration by choosing
Tools=>Options

Itis not possible

95. How can you redirect e-mail Vse third party software that is designed to redirect e-mail messages. | | { Formatted: Font color: Auto
messag?es from one mailbox to Log in to the mailbox, openthe particular message and forward it to |
another? another e-mail address. | _‘__-*[Cnmnlent [A435]: It' s batter to have oxly one
fAsk system administrator for help configuring your email) EEREEEC
All answers above are correct "'{Cﬂmﬂlﬂﬂt [AM36]: This is not necessarily
"""""""""""""""""""""""""""""""""""" .. WIONE.

-7
- - — - Fo tted: Font color: Red
3.4, Know how to reject email from specific email addresses. LI rma on?colr: Re

Saltinis: sudaryta autoriaus.

Pav. 8 Eksperty komentarai testo klausimy bazéje

12 - =

10 4

B Testo Klausimy bazes tikslumas

B Klausimyno tinkamumas

Programos reikalingumas

0 T T T T 1

Labai Aukstas Vidutinis Zemas Labai
aukstas iemas

Saltinis: sudaryta autoriaus.

Pav. 9 Eksperyy uzpildyty ankety rezultaty statistika



3.3. Pasilymai tolimesniam e-Guardian programos vystymui

Siuo metu bandomoji e-Guardian sertifikavimo progoa versija patalpinta ECDL Lietuva
testavimo sistemoje ir surinkti rezultatai iS 6Gstielaikiusiyjy sertifikavimo srities specialigt
Tolimesnio tyrimo tikslai — atlikti laikyty test; rezultat; statistire analiz, sukurti nauj e-Guardian
testo rezultat vertinimo metod, pateikti padilymus ECDL fondui dl pekeitimy partnerini prograny
kokybés valdymo sistemoje.

1. Dabartinis testo vertinimas atitinka ECDL standaldaziamus automatizuoto test
vertinimo kriterijus. Testas iSlaikomas teising#sakiusi 80% testo klausim Kiekvieno klausimo
teisingo atsakymo svorinis koeficientas yra 1. Mawgrtinimo metodo igla yra suteikti didesnius
svorinius koeficientus 4 ir 5 klausymsritims ir sumazinti 1-3. Tokiudau didesnis émesys oty
skiriamas vailf saugumo ir saugumo internete sritims, o mazesnidausimams apie benghias
saugumo uztikrinimo priemones.

2. Atlikus papildomus bandomuosius testavimuséjeilEuropos Sali ir jvertinus j
rezultatus, siloma keisti testavimo laiko (mazinant) ir iSlaikyrbalo parametrus.

3. ECDL partnerinio produkto patvirtinimo standartadaryti rankinio testavimo atvejui ir
juose nagrigjamas MQTB sudarymas. e-Guardian programa yra pirBB6DL fondo patvirtintos
partnerires programos statuso siekianti programa, nauddjestiavimo sistemir AQTB. Magistrinio
darbo metu nebuvo galima aklai sekti ECDL fondosgk valdymo sistemos standartais, betdjeik
taikyti juos kirybiSkai, derinant su ECDL fondo ekspertaisilygnas ECDL fondui tiesiogiai
modifikuoti produkty patvirtinimo standartus automatizuoto testavimeepl ir apiforminti tai
kokybés valdymo sistemoje.



ISVADOS

1. Internetas vis giliau ir ptaau skverbiasii masy kasdienin gyvenimy. Pagrindiniai
vartotojai tampa vaikai ir nepilnardiai. Yra zinoma daug mokymo prograrskirty apsaugoti vaikus
nuo interneto gismiy. Jy reikSne pervertinti yra sunku. Tai liudija ypadidelis Europos komisijos
déemesys vailf saugumo internete problematikai.

2. E-Parent klass mokymo programos moko kaip apsaugoti duomenisppkaterirg
programir ir aparaiiring iranga, bei vaikus naudojaius interned, tciau sertifikavimo programnéra
sukurta.

3. Batina sukurti sertifikavimo program kurios pagrindinis tikslas - tiesiogiai pd
organizaciy, susijusi su vaiky ugdymu, darbuotojams beivemsigyti zZinias, reikalingas apsaugoti
vaikus nuo gismiy virtualiame pasaulyje ir patvirtinti tai atitinkanbbendraeuropiniu sertifikatu.

4. Kuriama vaiki saugumo internete uztikrinimggudziy sertifikavimo programa e-
Guardian autorizuojama ECDL fonde kaip patvirtinpartnerie programa (Endorsed Partner
Programme), tad ji turi bati kuriama angl kalba, siekiant kuo platesnio jos panaudojimoalirgo
adaptavimo.

5. Magistrinio darbo metu paruoStas wuaiksaugumo internete uztikrinimggudziy
sertifikavimo programos klausimynas. Paruosta p@tuno paraiskos forma ir pateikta ECDL fondui.
Gautas patvirtinimas, jog e-Guardian programa yragistruota kaip siekianti patvirtintos partnésn
programos statuso, rodo jog e-Guardian svarbapaadidek ir jos reikalingumas neghytinas.

6. Pagal sudaryt vaiky saugumo internete uztikrinim@udziy sertifikavimo programos
e-Guardian klausimynsudaryta testo klausipbaz automatizuotam testavimui. Testo klaugibaz
buvo pateikta ECDL fondo patvirtintiems problegsrsrities ekspertams. Gavusivertinus ekspett
pastabas, buvo atliktas testo klausibazs koregavimas. Tai patvirtina klausimyno ir testaukimy
bazs atitikima ECDL fondo kokyks valdymo standartams.

7. e-Guardian sertifikavimo programos bandomoji varspatalpinta ECDL Lietuva
testavimo sistemoje. Gauti atsiliepimai iS daugiaip 60 sertifikavimo srities specialist Tai
patvirtina testo klausimbazs kokybiskum.

8. ECDL Lietuva vadovybei pateiktastugrmas realizuoti nagj e-Guardian vertinimo
metod, jvedant didesnius klausimvertinimo svorio koeficientus vaiksaugumo ir interneto saugumo
klausimyno dalims.
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9. ECDL fondui pateiktas s8lymas modifikuoti partnerini produkty patvirtinimo
dokumentacy automatizuoto testavimo atvejui.
10. Rezultat aprobavim liudija 2 straipsniai, internetén publikacija ir 3 praneSimai
konferencijose:
e Straipsnis “e-Guardian Programme — The new ECDLoEs&tl Product Proposal from
ECDL Lithuania”, kuris kartu su bendraautoriumi EBagumi TeleSiumi pristatytas
tarptautigje mokslireje konferencijoje “Strategies, Media, and Techn@egin
European Education Systems”.
e Padarytas praneSimas “e-Guardian Certification Mfrogie Pilot in Lithuania”
tarptautiniame forume ,Baltic IT&T 2009: eBalticssekcijoje “Secure Future Internet
Solutions*” kartu su bendraautoriumi Eugenijumi Beleni.
e Magistrant; ir doktoranty mokslirgje konferencijoje ,IT 2009% sekcijai ,Informacis
technologijos mokyme* pristatytas straipsnis ,E-@lian — the New Certification

Programme on Skills of Ensuring Children Safetyrigdnternet®.
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Preliminarus magistrinio darbo planas

VILNIAUS UNIVERSITETAS
KAUNO HUMANITARINIS FAKULTETAS
INFORMATIKOS KATEDRA

VERSLO INFORMATIKOS MAGISTRANT UROS PROGRAMOS
MOKSLO TIRIAMOJO DARBO PLANAS

Magistrantas Mantas LukoSeéids. Tel.: 8-600-79744

Magistrantiros trukné nuo 2007 m. iki 2009 m.

I LV

Vadovas: Eugenijus TeleSius, daktaras, Vilniausversitetas Kauno Humanitarinis fakultetas.

Darbo anotacija:
Tikslas: anghk kalba sukurti vailk saugumo internete uztikrinimggudziy sertifikavimo
program e-Guardian, turint tikglja autorizuoti ECDL fonde.

Uzdaviniai

e ISnagrireti esamas ECDL sertifikavimo programas orientuagaptspecializuai prograny
turinj.

e ISnagrireti naujy ECDL program karimo standartus.

e Sukurti, kiek galima labiau nuo apamnés platformos ir P nepriklausora e-Guardian
sertifikavimo programos klausimyrgsyllabus).

e Sukurti e-Guardian sertifikavimo programos tektausimy baz automatizuotam testavimui
(AQTB).

e [kelti e-Guardian sertifikavimo testo klausinbaz naudojimui ECDL Lietuva testavimo

sistemoje.
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e |Stirti e-Guardian klausimyno ir testo klausirbazs atitikima ECDL fondo kokylks valdymo

sistemos reikalavimams.

Laukiami rezultatai: sukurta vajksaugumo internete uztikrinimigudziy sertifikavimo

programa e-Guardian ir patalpinta ECDL Lietuvadesho sistemoje.

Mokslo — tiriamojo darbo planas

Semestras (data) Uzduotys
S1 2007 09 01 Literatiros apie tiriam sriti rinkimas ir analiz.
—2008 01
01
S2 2008 02 01 ECDL-F program kirimo kokykes valdymo standart
— 2008 06 analiz.
01 Programos klausimyno sudarymas.
S3 2008 09 01 Testo klausim bazs sudarymas.
—2009 01 Klausimyno ir testo klausimbazs atitikimo ECDL-F
01 kokybés valdymo sistemos reikalavimams tyrimai.
S4 2009 02 01 Testo klausim bazs talpinimas ECDL testavimo
— 2009 06 sistemoje.
01 Apibendrinimas, iSvados, darbo uzbaigimas.
Magistrantas: ..........ccccveeveeeeennne. Vad®Vva.....ccoooeeeeiiiieeeeeee

(parasas) (paraSas)
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LUKOSEVICIUS, Mantas. (2009Research of the Certification Programme on SlilisEnsuring
Children Safety Using InternetIBA Graduation Paper. Kaunas: Vilnius Universityaufas Faculty
of Humanities, Department of Informatics. 82 p.

SUMMARY

The main purpose of the paper is to develop afeztion programme on Skills ensuring children
safety using Internet. In order to acheve this gbaé tasks were formed:

e Explore current ECDL certification programmes aigito specialized programmes.

e Explore the standards of new ECDL programmes deeahent.

e Develop the e-Guardian programme syllabus whichldvbe as much hardware platform and

software independent as possible.

e Develop the e-Guardian certification programme diggss test base for automotive testing.

e Place the e-Guardian certification programme quassi test base on the ECDL-Lithuania
testing system.

e Examine ECDL Foundation quality management requemis of the e-Guardian syllabus and
AQTB.

To achieve these tasks such research methods distimonanalysis and summation, expert and
user surveys, observation, experiments, statistinalysis were used. The theoretical part explores
ECDL certification programmes, ECDL programme depelent standards, e-Guardian programme
part among the ECDL Foundation products. The methfmst developing ECDL programmes are
described in second part. These methods includelEE&indation product authorization standards,
certification programme syllabus and questions beste development. Third part includes descriptions
of the two researches. e-Guardian syllabus and tiuestest base are developed in the first of them
and corrections for the test base questions areanadhe second research by making a survey with
experts. Experiment results are used for develogirgstions test base. The main results are:

e Current specialized ECDL certification programmesiewed.

¢ New specialized ECDL Foundation programme developistandard and quality management
system analysis is made, e-Guardian programme @among the ECDL Foundation
programmes is set.

e The certification Programme syllabus is developed.

¢ Questions test base is developed according toyttebss.

e e-Guardian product endorsement standards formlledfiand given for the ECDL Foundation,
which agreed with e-Guardian being very important.

e The trial version of the certification programmepisiced on ECDL-Lithuania testing system in
order to estimate testing characteristics and vétra parameters. Researches are made
proving quality of the certification programme sylus and questions test base.

Learning programmes teach how to protect compugta,dsoftware and hardware, also children
using Internet, but there are no certification pragnmes developed. The e-Guardian is aiming to
become ECDL Foundation endorsed certification pamgme on skills of ensuring children safety
using internet. The programme's syllabus and qoasttest base is now developed, endorsement form
is filed and given to the ECDL Foundation, whichcognized e-Guardian as a very important
certification programme seeking ECDL endorsement.

The volume of the paper is 82 pages. In the maits plaere are 1 table and 9 pictures.
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1 PRIEDASSTRAIPSNIS APIE E-GUARDIAN PROGRAM A

E-Guardian programme — the new ECDL Endorsed Produtproposal from ECDL
Lithuania

Dr. Eugenijus Telesius, Information Technologiestitate,et@ecdl.lt
Mantas LukoSevius, Vilnius University Kaunas Faculty of Humangjen.lukosevicius@sekasoft.com

Key words: digital literacy, skills certificatiofzuropean Computer Driving Licence Foundation, mgéthreats, e-
Guardian programme.

Abstract:

Rapid development of the Information and Commuiecal echnologies has huge impact on every dayUfdortunately
there is a high number of threats on the Inte@gber crime is only one part of the Internet rig¥itdations. The main
purpose of e-Guardian programme is to directly lgetging the needed knowledge to protect childremfdangers on

virtual world. The e-Guardian programme is onehef Endorsed Partner programmes from the Europearp@er Driving
Licence Foundation Ltd., the worldwide governinglpand licensing authority for the global standardnd-user
computer skills certification.

3 ECDL Foundation

European Computer Driving Licence Foundation Lt€E Foundation), registered in Ireland, is the wwide governing
body and licensing authority for ECDL (European Qomer Driving Licence) and ICDL (International Couter Driving

Licence) programme, the global standard in end-cserputer skills certification.

The considerable reputation of the Foundation setlaon their pioneering role in identifying and eleping programme
content, strong commitment to rigorous test degsigthodologies and adherence to the highest qusditydards.

The Foundation has strong social ethos, has ngafifit status and enjoy the unique support fronero80 National
Computer Societies across the globe [1].

1.2. Mission

The ECDL Foundation mission is to enable proficiegé of ICT that empowers individuals, organisati@md society,
through the development, promotion and delivergulity certification programmes throughout the Mgt ].

1.3. Values

The ECDL Foundation values are:

Social Responsibility: as a not-for-profit organisas, the members of the Foundation are commitiéahproving
digital skills proficiency within their own societs. The certification programmes from the Foundasie designed to be
accessible to all citizens, irrespective of agedge, status, ability or race.

Vendor Independence: the certification programmige ¢p candidates the flexibility and freedom tagaice
digital skills and confidently apply them in anyftseare environment that they may be required to use

Quiality: the Foundation strive for continuous imygments in all that they do and ensure their prognas are
implemented to consistent standards internatiofid]ly

4 Programmes

A key factor behind the success of the ECDL / ICg&tification programmes has been an emphasis osistently high

quality standards. These standards are not mesgirational. ECDL Foundation operates a comprelen§uality

Assurance system made up of its Licensee Auditf@roge and its Quality Management System.

ECDL / ICDL raises the level of ICT and computeillskand allows candidates to be more productiviecehe and at work.
ECDL / ICDL also improves job prospects by provglen internationally recognised qualification.

ECDL / ICDL offers many different certification pgrammes. E-Citizen is a new certification specificdeveloped for

people with a limited knowledge of computers and thternet. EqualSkills programme is specificallgsigned for
complete beginners and is open to everyone regardiestatus, education, age, ability or understand

ECDL / ICDL CAD is for students and professionaéeleng an internationally recognised qualificationcertify their

current core CAD skills. This certification can pite the basis towards further studies or profesdidevelopment in a
CAD related field. ECDL / ICDL Advanced is a higHerel programme designed for those who have sstbsreached
ECDL / ICDL skills levels and wish to further enl@ntheir computer proficiency. ECDL / ICDL Advancedvers
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Advanced Word Processingdvanced Spreadsheefsdvanced Database and Advanced PresentdfioR is a programme
suitable for both ECDL trainers and organisatiortse programme has been designed to reflect thityredlprofessional

IT training [1].

Within ECDL Foundation, a Quality Management Systeas been put in place to ensure that all inteactlities are

carried out in a structure that ensures effectigenefficiency, and continuous improvement. Thenemstone of this
Quality Management System is the Quality Policy20®5, ECDL Foundation’s Quality Management Systeas certified

by the external auditors, Certification Europe,kesng compliant with the internationally recognisk®D 9001:2000
standard [1].

5 Endorsed Partner Programme

In addition to the wide range of the ECDL Foundataertification programmes Endorsed Products arellp developed
certification programmes which adhere to a higmdsad of content and operational administrationhéénce to these
standards allows the developer use of the ,EndoisedECDL Foundation’ logo in its promotion of theoguct.
Although endorsed products are not owned by ECDunéation, the content, structure and maintenancthadeis
approved and validated against the ECDL Foundd&mforsed Product Quality Assurance Standards [1].
Product Endorsement Standards as to e-Guardiay &pekisting products and product concepts seediuprsement.
The standards are grouped into three categories:
e Syllabus standards relate to the specificatiomefQertification’s skills/knowledge domain.
e Assessment standards relate to the rationale betmddievelopment of the mechanisms for decidingettify a
Candidate.
e Operational standards relate to rules around tineirastration of the programme and ensure the ongytiigh
quality of the Certification’s operation
The Licensee seeking endorsement for a product camsplete the Product Endorsement form as compséran as
possible in order to facilitate endorsement. Fpraduct to become endorsed, it must be judged &¥®DL Foundation to
have met all the standards set out in this forme ™tandards are expressed generically because thean
acknowledgement that there may be variation intype of product seeking endorsement. Neverthetasy, clearly state
the key product attributes that must exist for @ifoeation to be judged to be of high quality.

6 E-Guardian Programme

Rapid development of the Information and Commuivcaf echnologies has huge impact on every day We. can see
that number of Internet users is increasing evey. dnfortunately with the higher number of userscoming higher
number of threats. Cyber crime is only one parthef Internet rights violations, where more often vem see impact of
negative Internet experience in real life. We hmvacknowledge that number of users among thelgli#edecreasing, but
increasing among minors and teens.

The main purpose of E-Guardian programme is toctlirenelp getting the needed knowledge to protdédtdoen from
dangers on virtual world.

Currently on market space there are a lot of tngimrogrammes which could be identified under thma of e-Parent with
main goal to directly help parents to gain the klenlge necessary to protect their children. Prograsnare intended to
give knowledge for adults, to become able to uridadsthe situations, possibilities of actions asdge of tools for those
actions to perform. The main purpose of E-Guargisogramme is also to directly help getting the mekekihowledge to
protect children from dangers on virtual world. Thain difference is that there will be formal cictition for employees
of institutions dealing with children on daily basinder the e-Guardian programme. The e-Guardithinavie formal final
ECDL Foundation level examination proving the dertavel of competency.

E-Guardian offers gaining knowledge and certifizattovering areas:

¢ Common means for safety assurance — understandimgfits of computer system updates, need of usEuats
and passwords, standart OS integrated securitysndata protection and backups, etc.

e Malicious software - understanding different malics software, threats of malware infected emaisurable
usage of instant messaging, knowing security soéwaprotect systems against malware, etc. [4].

e Sacurable web browsing and paying on Internet -etstdnding Internet browsing threats, tools thauen safety,
encryption keys, distinguishing safe/genuine ontra@saction/commerce sites from unsafe , being bperform
online transaction using credit or debit cards, [@

e Children safety — understanding that open commtinits® between parent and children is important depkng
children safe, knowing about online predators,rfial scams, malware, cyber-bullying and the pevesess of
pornography on the Internet, system monitoring syged being able to monitor use of computer, babig to use
software to control children use of Internet, ofiagasystem and software, knowing about childreotgxtion
software, defensive software, quality anti-virusti-gspyware, spam blocker, and personal firewabrisl how to
use them, etc. [3].
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ECDL Lithuania registered e-Guardian Programme gsapfor the ECDL Foundation Endorsed Partner Rirogrne.
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2 PRIEDASSTRAIPSNIS APIE E-GUARDIAN PROGRAM A

E-GUARDIAN — THE NEW CERTIFICATION PROGRAMME ON SKILLS OF ENSURING
CHILDREN SAFETY USING INTERNET

MantasLukosSeviius

Vilnius University Kaunas Faculty of Humanities, ihes 8, Kaunas, Lithuania,
m.lukosevicius@sekasoft.com

Abstract. The article introduces the ECDL Foundation andhitssion, main ECDL / ICDL programme differencies.
The main means of the Endorsed Partner Programendedined together with the e-Guardian programme
endorsement application standards. E-Guardianosectiroduces the programme realization steps aret g
certification covering areas: commom means fortgaesurance, malicious software, electronic messagpcurable

web browsing and paying on internet and childréatga

Key words: digital literacy, skills certificatiouropean Computer Driving Licence Foundation,
Internet threats, e-Guardian programme.

Introduction
Rapid development of the Information and CommuidcafTechnologies has huge impact on everyday life.

Unfortunately there are a high number of threatstlen Internet. Cyber crime is only one part of theernet rights
violations. The goal of e-Guardian is to developragramme to directly help getting the needed kedgé to protect
children from dangers on virtual world. The e-Guandprogramme is one of the Endorsed Partner proges from the
European Computer Driving Licence Foundation Litae, worldwide governing body and licensing authofitr the global
standard in end-user computer skills certificati®trogramme tasks include: making a syllabus, cuestifor the
Automotive Question Test Base, provide an expertnemrder to establish essential characteristizsalutomotive test,
determine a duration of the test, complexity lepalssing scores and number of correct answers.

4. ECDL Foundation

European Computer Driving Licence Foundation Lt€E Foundation), registered in Ireland, is the \dwilde
governing body and licensing authority for ECDL (&pean Computer Driving Licence) and ICDL (Intefoadl
Computer Driving Licence) programme, the globahdtad in end-user computer skills certification [1]

The considerable reputation of the Foundation isetieon their pioneering role in identifying and eleping
programme content, strong commitment to rigoroust tesign methodologies and adherence to the highedity
standards.

7 Mission

The ECDL Foundation mission is to enable proficiasé of ICT that empowers individuals, organisatiamd
society, through the development, promotion andséel of quality certification programmes throughduve world [1].

1.2. Programmes

ECDL / ICDL offers many different certification pgoammes. E-Citizen is a new certification specifica
developed for people with a limited knowledge ofngmiters and the Internet. EqualSkills programmepscifically
designed for complete beginners and is open toyemerregardless of status, education, age, abilitnderstanding.

ECDL / ICDL CAD is for students and professionadéeking an internationally recognised qualificattorcertify
their current core CAD skills. This certificatioart provide the basis towards further studies ofeggional development in
a CAD related field. ECDL / ICDL Advanced is a haHevel programme designed for those who have essfally
reached ECDL / ICDL skills levels and wish to fuatlenhance their computer proficiency. ECDL / ICBRdvanced covers
Advanced Word Processingdvanced Spreadsheefsdvanced Database and Advanced Presentationi<Cd programme
suitable for both ECDL trainers and organisatiortse programme has been designed to reflect thityredlprofessional
IT training [2].

8 Endorsed Partner Programme
In addition to the wide range of the ECDL Foundataertification programmes Endorsed Products acallp
developed certification programmes which adhera togh standard of content and operational admétieh. Adherence
to these standards allows the developer use oEtimrsed by ECDL Foundation logo in its promotidrthee product.

87




Although endorsed products are not owned by ECDunEation, the content, structure and maintenancthadeis
approved and validated against the ECDL Founda&fimatorsed Product Quality Assurance Standards [1].

Product Endorsement Standards as to e-Guardiary dppkxisting products and product concepts seeking
endorsement. The standards are grouped into thtegaries:

. Syllabus standards relate to the specificatiomefCertification’s skills/knowledge domain.

) Assessment standards relate to the rationale belmddlevelopment of the mechanisms for decidingettify a
Candidate.

) Operational standards relate to rules around theirastration of the programme and ensure the ongigh

quality of the Certification’s operation

The Licensee seeking endorsement for a product noestplete the Product Endorsement form as
comprehensively as possible in order to facilietdorsement. For a product to become endorsedist e judged by the
ECDL Foundation to have met all the standards getrothis form. The standards are expressed gaaibribecause there
is an acknowledgement that there may be variatidiné type of product seeking endorsement. Nevedhgethey clearly
state the key product attributes that must exisafeertification to be judged to be of high qualit

9 E-Guardian Programme
Rapid development of the Information and Commuincal echnologies has huge impact on everyday We.
can see that number of Internet users is increasiegy day. Unfortunately with the higher numberusgérs is coming
higher number of threats. Cyber crime is only oa#g pf the Internet rights violations, where moftein we can see impact
of negative Internet experience in real life. Weehgo acknowledge that number of users among therlglis decreasing,
but increasing among minors and teens.

Currently on market space there are a lot of tnginggrogrammes which could be identified under tama of e-
Parent with main goal to directly help parents &nghe knowledge necessary to protect their ahildProgrammes are
intended to give knowledge for adults, to becorre thunderstand the situations, possibilitiesatioms and usage of tools
for those actions to perform. The main purpose @bUardian programme is also to directly help gettthe needed
knowledge to protect children from dangers on wairtworld. The main difference is that there is enfal certification for
employees of institutions dealing with children daily basis under the e-Guardian programme. Theiadan has a
formal final ECDL Foundation level examination pioy the certain level of competency.

The main steps of the realization of the e-Guardiamgramme are syllabus making, developing autoraoti
guestion test base questions, providing experimantsrder to establish essential characteristigs aiatomotive test,
determine a duration of the test, complexity leyelssing scores and number of correct answers.eWlokking on the
programme realization, the author was involvedllistaps. We are working on the pilot implementataf the programme
at the moment.

E-Guardian automotive question test base quesaomsnade according to the syllabus that is cedtibg the
ECDL Endorsed partner program. E-Guardian offers ¢jaining knowledge and certification coveringaare

3.1. Common means for safety assurance

This area covers knowledge such as knowing howltow, download and use updates for your operasiygiem,
additional software and security components. Undetsthe benefits of updates. Knowing multiple uasecounts and
understanding what personal user accounts aréhawdinformation of different users is separateddéhstanding the
purpose of a user name, and the difference betwsenname and user password. Understand the meamihignportance
of access rights. Knowing the necessity of loginsystem password, and the usage of login passwimswing the
structure of a complex password and the rules i@anging and keeping passwords. Adjusting protedgeal in standard
security means that are integrated in the operatystem (Firewall, Defender, etc.). Being able rotgct data on computer
disk. Knowing about data encryption and passwomteation. Knowing how to find out whether a datadmehas a
password protection possibility, used for protegtagainst unwanted data access. Be able to use passwords for
protection. Be able to protect CD, DVD, USB memany other external data media. Understanding tleatiof malicious
data spread in external data medias. Understanidéingenefits and purpose of data and software Ipgckinowing who to
contact when discovering or suspecting that datebeaclassified as illegal or dangerous.

3.2. Malicious software

Malicious software are is about understanding difié malicious software (viruses, Trojan horseswspe,
dishonest adware, etc.) definitions and differené@®owing when and how malicious software can geo icomputer
system. Knowing what security software is usedrtuiget against malware. Being able to configurevearfe to automatic
and regular update. Knowing what has to be doneianghat order, if suspecting that computer sysisninfected.
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Understanding the limitation of security softwakénderstanding that an active version of securitfjwsare should be
running when downloading files or opening emaibeliments. Knowing that unknown and unwanted enzait$ their
attachments should not be opened. Understanding iwhansafe data media. Understand that unsafe DID, USB

memory media should not be used.

10 Electronic messages
Area covers knowledge based on knowing about etfnatlis classified as spam, and email messageséodfevith
malware. Being aware of privacy protection legdl &nowing how to redirect children emails. Knowihgw to reject
email from specific email addresses. Knowing hovbltack private messages between a child and anadesr Knowing
how to treat email messages from unknown sendearewifig how to treat safe with instant messagingn®eware of
mobile phone capabilities. Knowing who to contdatiscovered or suspect dangerous or illegal cdnten

11 Securable web browsing and paying on internet

This area is about knowing about tools that ensafety when browsing the internet (blocking of desk
ActiveX control, etc.). Knowing about advantagesadvantages and dangers of internet cookies. Kmpwabout treats
associated with the personal data disclosure. Kmpwbout gaps and treats, such as possibilitiesvielFminders to use or
steal client information. Knowing about encryptikeys used on internet, knowing about types of grtig keys and how
to use them. Being able to distinguish safe/genaimime transaction/commerce sites from unsafendaible to perform
online transaction using credit or debit cards. Wimg how to contact service administrator whileuiegd. Knowing who
to contact when discovering or suspecting dangevoiliegal content.

12 Children safety

This section covers means of understanding that opgnmunications between parent and children ioitapt to
keeping children safe. Knowing about online predatéinancial scams, malware, cyber-bullying anel plervasiveness of
pornography on the Internet. Knowing about systemnitoring types and be able to monitor use of caimpuBeing able to
access temporary internet files and browser his®ejng able to use software to control childrea akinternet, operating
system and software. Knowing about children prabecsoftware. Being able to use internet contetierfhg tools
integrated on web browsers. Knowing what defensivféware is. Knowing what a quality anti-virus, isspyware, spam
blocker, and personal firewall is and how to us@éing able to access the chat, instant messdrigery. Being able to
contact service administrator. Knowing about recamded kid directories, search sites geared fodirl and targeted at
teenagers. Knowing who to contact when discovereslispect dangerous or illegal content.
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3 PRIEDASE-GUARDIAN PATVIRTINIMO PARAISKOS FORMA

Product Endorsement Standards — e-Guardian

The following standards, expressed in a form, applxisting products and product concepts seeking
endorsement.

The standards are grouped into three categories:
e Syllabus standards relate to the specificatiomefCGertification’s skills/lknowledge domain.
e Assessment standards relate to the rationale behishdevelopment of the mechanisms for deciding to

certify a Candidate.
e Operational standards relate to rules around therastration of the programme and ensure the on-

going high quality of the Certification’s operation

The Licensee seeking endorsement for a product consplete this form as comprehensively as possible
order to facilitate endorsement. For a producteoone endorsed, it must be judged by the ECDL Fatiordto
have met all the standards set out in this forne Jtandards are expressed generically becausdgtaare
acknowledgement that there may be variation irtythe of product seeking endorsement. Neverthetlesy,
clearly state the key product attributes that nevgdt for a Certification to be judged to be ofthiguality. For
some standards, examples are provided to illusti@teconformance may be demonstrated.

1. Syllabus

1.1 The fundamental purpose of the Certificationidentifying the broad skills and knowledge areas
covered, must be stated in an overview paragraph.

This should position the skills and knowledge imte of their application by the Candidate. A statam
of Certification goals, stating the general requieats and then providing some detailed requirements
by main skills or knowledge area, meets this remment.

Example See introductory module goals in ECDL Syllabussian 4.0

Requirement

The candidate should understadammon means for safety assurance:

The candidate should be able to recognize thetthesa be able to protect/ prevent
them in the aredslalicious software:

The candidate should be able to recognize thetthesa be able to protect/ prevent
them in the areas &ecurable web browsing and paying on internet:

The candidate should be able to recognize thetthesa be able to protect/ prevent
them in the areaShildren safety:

1.2 The specific learning outcomes for the Certificatia must be clearly defined so that the Candidate
can unambiguously identify the skills and knowledgereas in which they are being certified.
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Common means for safety assurance:

(0]

(0]

Know how to follow, download and use updates fanryoperating system, additional software and
security components. Understand the benefits ckthpdates.

Know multiple user account. Understand what a persoser account is and how information of
different users is separated.

Understand the purpose of a user name, and tlexatiffe between user name and user password.
Understand the meaning and importance of accdssrig

Know the necessity of login to system password,thatithe usage of login passwords

Be able to make complex password. Know the straatifia complex password and the rules for
changing and keeping passwords.

Be able to turn on / off and adjust protection lémestandard security means that are integratelden
operating system (Firewall, Defender, etc.).

Be able to protect data on computer disk. Know &Hdata encryption and password protection.
Know how to find out whether a data media has awasd protection possibility, used for protecting
against unwanted data access. Be able to usepghsseords for protection. Be able to protect CD,
DVD, USB memory and other external data media.

Understand the threat of malicious data spreadtereal data medias.

Understand the benefits and purpose of data amdaref backups.

Know who you should contact if you discovered apgct that data can be classified as illegal or
dangerous

Malicious software:

(0]

O O O0Oo

o

O O

OO0OO0OO0OO0OO0OO0OO0OO0OOo

Understand different malicious software (virusemjdn horses, spyware, dishonest adware, etc.)
definitions and differences.

Know when and how malicious software can get imimguter system.

Know what security software used to protect agaireivare.

Be able to configure software to automatic and leggupdate

Know what has to be done and it what order, if gospect that computer system is infected. Undeaistan
the limitation of security software.

Understand that an active version of security saféashould be running when downloading files or
opening email attachments.

Know that unknown and unwanted emails and thedicAthents should not be opened.

Understand what is unsafe data media. Understatditisafe CD, DVD, USB memory media should
not be used

Electronic messages:

Know about email that is classified as spam, andilemessages infected with malware.

Be aware of privacy protection legal act

Know how to redirect children email first to yourcaunt

Know how to reject email from specific email addies

Know how to block private messages between a emitianother user

Know how to threat email messages from unknown esend

Know how to threat securable with instant messaging

Be aware of mobile phone capabilities

Know who to contact if you discovered or suspectggsous or illegal content

Securable web browsing and paying on internet:

(o]

Know about tools that ensure safety when browdiegrternet (blocking of cookies, ActiveX control,
etc.).

Know about advantages, disadvantages and dangerteifet cookies.

Know about threats associated with the personal diatlosure

Know about gaps and threats, such as possibifdresvel-minders to use or steal client information
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O O0OO0OO0Oo

Know about encryption keys used on internet, knbauatypes of encryption keys and how to use them.
Be able to distinguish safe/genuine online transaftommerce sites from unsafe.

Be able to perform online transaction using crediebit cards.

Know how to contact service administrator whileuiegd

Know who to contact if you discovered or suspecigasous or illegal content

Children safety:

(0]
(0]

OO0OO0OO0OO0OO0OO0OO0COO0OO

Understand that open communications between parehthildren is important to keeping children safe.
Know about online predators, financial scams, medwayber-bullying and the pervasiveness of
pornography on the Internet.

Know about system monitoring types and be ablednitar use of computer.

Be able to access temporary internet files and seoWwistory

Be able to use software to control children usmtgfnet, operating system and software.

Know about children protection software.

Be able to use internet content filtering toolegrated on web browsers.

Know what defensive software is.

Know what a quality anti-virus, anti-spyware, spllocker, and personal firewall is and how to use it
Be able to access the chat, instant messengenhisto

Be able to contact service administrator

Know about recommended kid directories, searck gigared for children and targeted at teenagers.
Know who to contact if you discovered or suspectggsous or illegal content
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13

1.4

The specific learning outcomes must be created ugjra formal process validated by appropriate

subject matter expertise.

The steps involved in creating the syllabus andiitails of the subject matter experts, togethér wi
their credentials, should be provided. It shoulchbted that the syllabus will be reviewed by an ECD
Foundation subject matter expert. This review isceoned with technical accuracy and with the

appropriateness of the syllabus regarding thedsgaiegramme goals.

Example See the ECDL Validation Overview document.

Requirement

Please provide details of the relevant subjectenattpertise:

Alfredas Otas, Chairman of the Lithuanian Cotep$ociety; Chair of IT Expe
oup at Ministry of Science and Education, Lithia
Piotr Mrozinski, Regional Development Executive,[HCFoundation
Dr. Marek Milosz, CEO of ECDL-Poland, Head of Diwais at Lublin University
Technology, Polar

Vaino Brazdeikis, Director of the Centre of Inforiima Technologies of
ucation, Lithuani

Tomas Lygutas, Doctoral student, Institute of Infatics, Lithuania (Internet
curity
Mantas Lukosevicius, Security administrator, Conyp&akasoft, Lithuania

0 Advice is sought at key points from teachers, siggt individuals and

role.

o0 A project manager employed by the Office of the fBoaf Studies manages
the syllabus development project, developing thtealproposal, establishing
consultative networks, managing consultation, anadtidg and revising
syllabus documentation.

0 Project teams will, at various stages of the sytatbevelopment process,
include curriculum, assessment and publicatioriserf.

o Contracted writers are, at times, also includetthéproject teams. The Expe
Group maintains a register of writers. To be com®d for appointment as
writers, teachers from all syllabus areas with destrated writing expertise
can submit an expression of interest to the EXpestip.

organisations. In particular, professional tea@ssociations play an important

L

—

A specific method for maintaining and revising thesyllabus should be established and documented.

Syllabus revision ensures that the syllabus iseoiand relevant as it addresses technologicahadga
innovation and Candidate requirements followingectfied time from product release. The
recommendation for change should be derived fraincentre questionnaires and Candidate feedback in

addition to subject matter expert guidance andhduastry review.

Example: Syllabus Version Upgrade Process Mapee Appendix 1.1 Pg 9
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Requirement:

Please provide details of a process for syllabuvigweand upgrade:

Phase 1 Syllabus review

Purpose

A review of the existing syllabus provision andlarpfor the revision or developmen
of the syllabus.

Following consideration of relevant data the License determines whether a
review of existing syllabus provision will be condated.

The review phase will typically involve

« establishment of a Expert Group to monitor thHeabys development process and
provide advice throughout the project

« establishment of the project plan which includessultation and a timeline

« informing Licensees and Test Centres of the ptgtan including the timeline for
consultation

« evaluation of the existing syllabus against Wlabus criteria approved by the
Licensee

« consultation with teachers and key groups regarthie existing syllabus and the
general directions for the syllabus development

« research, including a review of literature analgtice in Europe and overseas

* recommendation to the Expert Group of the brdesttions for syllabus revision or
development in response to the review findingh&oExpert Group

» Expert Group endorsement of broad directionsftiabus revision or developmen

Outcomes

« endorsement by the Expert Group of the broactiines for syllabus revision or
development

« information provided to the third parties

Phase 2: Writing brief development

Purpose

The development of a writing brief for the draftlalgus that takes account of the
Expert Group directions established during theasyls review phase.

This phase will typically involve

* preparation of a draft writing brief by a projéeam, taking into account informatio
from consultation and research undertaken duriagtkvious phase

» widespread consultation on the draft writing Hrievolving:

- teachers

- key groups, including professional associatiams school systems

- other relevant third partie committees

* preparation of a report that identifies issuegmgimg from the consultation and the
action to be taken in response

to those issues

» modification of the draft writing brief in respsa to consultation feedback

« consideration of the amended draft writing bftafthe Expert Group with
recommendation

t

[
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 submission of the draft writing brief, consultat report and License
recommendation to the

ECDL Foundation for endorsement

* Internet publication of the consultation repartdandorsed writing brief.

Outcome

A writing brief which provides the detailed bluegrfor the development of the
syllabus, against which the final syllabus

is judged.

Phase 3: Syllabus development
Purpose
The development of the syllabus package as defigabe project plan.

This phase will typically involve

* preparation of a draft syllabus package, by gptdeam, according to the endorse
writing brief

« distribution of a draft syllabus package for agdtetion (via the Internet) to:

- teachers

- key groups, including professional associatiams school systems

- the Expert Group

- other relevant third parties committees

* preparation of a report that identifies issuegmgimg from the consultation and the
action to be taken in response

to those issues

* preparation of a report that describes the extenthich board criteria for approval
of syllabuses have been met

» modification of the draft syllabus package inp@sse to consultation feedback

« consideration of the amended draft syllabus pgeksy the expert group for
recommendation to

the ECDL-F

« submission of the draft syllabus package, coasat report and expert group
recommendation to

the ECDL-F for endorsement

 submission of the syllabus to the ECDL-F for await

« Internet publication of the consultation report

« editing, design, layout and printing of the ap@ syllabus package

« briefing of school authorities to effect handowésyllabus package for
implementation in schools

« distribution of the syllabus package to schools.

Outcomes

* A syllabus approved by the ECDL-F

 Publication and distribution of the syllabus pagé.

Phase 4: Implementation

Purpose

Implementation of the syllabus is conducted byThst Centres and other Licensee.
The LIKS role is the on-going collection of

o

data on the use of the syllabus to ascertain whétkdntentions of the syllabus are
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being achieved.

This phase will typically involve
« collection, collation and analysis of data on tise of the syllabus
« routine reports to the Board and ECDL-F

« identification and recording of issues that neele taken into account in subsequ
syllabus
revision.

Outcome
Data on the use of the syllabus that can be uskdaion a future syllabus review.
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13 Assessment

2.1 Assessments should be developed on a soumtificibasis.

There should be a clear rationale behind the usef @ particular assessment approach. In

addition, the assessment must be created in a forinarocess with appropriate subject matter expertise

Example: ECDL Foundation CTT Process Map -See Appendix 1.2 Pg:11
MQTB Development Process Map See Appendix 1.3 Pg: 14

Requirements:

Please provide a clear rationale behind the use af particular assessment

approach and the assessment development process.

Valdate Tost

Pha

s 3
Fhase 12
Firalize T
Imi“m:“ = Phase 1 e Prepane & Ecnd
Test o Production

Note: The sest phases pravided in this

avindw relate o the phases the Tes)

Edit Finalzed Development Team uses ko track the
Test lbems dewelopment of a bast
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2.2 Detailed assessment specifications should bendented, along with their rationale and the preces
by which they were developed.

Document the assessment specifications. Assessmaqtecifications should include the
following items, where appropriate.
Number of items / elements
Assessment format (test-based versus portfolio-bakeautomated versus manual etc.)
Item format (multiple choice versus simulation versis evidence requirement etc.)

e Time Specification (For tests that have time limiest development research should examine the
degree to which scores include a speed compondré\aiuate the appropriateness of the
component given the domain the test is designedei@sure.)

Cut Score (The procedures used to interpret test sces, and, when appropriate, the normative or

standardization sample or the criterion used shoulde documented — for example the ECDL Foundation
use the modified Angoff method to obtain the cut sre).

Test administration procedures — the directions fortest administration should be presented with
sufficient clarity and emphasis so that it is posble for others to replicate adequately the adminisation

conditions under which the data on reliability andvalidity are obtained.

It should be noted that an ECDL Foundation subjaetiter expert may review the
assessment. This review is concerned with techmicalracy and with the appropriateness of the
assessment regarding the syllabus.

Requirements Please attach a detailed assessment specification

2.3 There should be processes for monitoring thengoing quality of the assessment and for revising
the assessment as appropriate to ensure that it dimues to be valid and relevant.

Processes should be put in place to ensure thgutliy of the certification is preserved overgim
These processes should include an element of maneag@nd action on feedback from stakeholders
involved in the Certification as well as formal i@w of the technical aspects of the Certification.
Example:MQTB Version Upgrade Process 2@&ee Appendix 1.4 Pg.14

Requirements:
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Please provide a detailed process for reviewingranigding the assessment:

Phase 1 Existing MQTB review

Purpose

A review of the existing MQTB provision and a plan the revision or development
of the MQTB.

Following consideration of relevant data the License determines whether a
review of existing MQTB provision will be conducted The review phase will
typically involve

« establishment of Item review/development team

« establishment of the project plan which includessultation and a timeline

« informing Licensees and Test Centres of the ptgtan including the timeline for
consultation

« research, including a review of literature anatice in Europe and overseas

* Expert Group endorsement of broad directiondM@QTB revision or development
Outcomes

« endorsement by the Expert Group of the broac:tines for MQTB revision or
development

« information provided to the third parties

Phase 2: MQTB blueprint development

Purpose

The development of a MQTB blueprint that takes aotof the Expert Group
directions established during the MQTB review phase

This phase will typically involve

* preparation of a draft writing brief by a projeeam, taking into account informatio
from consultation and research undertaken duriagtlkvious phase

» widespread consultation on the draft writing Hrikvolving:

- teachers

- key groups, including professional associatiams school systems

- other relevant third partie committees

* preparation of a report that identifies issuegmgimg from the consultation and the
action to be taken in response to those issues

» modification of the draft writing brief in respsa to consultation feedback

* Qutcome

A writing brief which provides the detailed bluepirfor the development of the
MQTB, against which the final MQTB is judged.

Phase 3: MQTB development and Validation
Purpose
The development of the MQTB as defined by the tgpan.

This phase will typically involve

* preparation of a draft MQTB, by a project teagtading to the blueprint

« distribution of a draft MQTB for consultation é&vthe Internet) to:

- teachers

- key groups, including professional associatiams school systems

- the Expert Group

- other relevant third parties committees

* preparation of a report that identifies issuegmgimg from the consultation and the
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action to be taken in response

to those issues

» modification of the syllabus package in respaiesesonsultation feedback
« consideration of the MQTB amended draft groop recommendation to
the ECDL-F

 submission of the MQTB, consultation report argest group recommendation to
the Expert Group for endorsement

» submission of the MQTB

« Internet publication of the consultation report

« editing, design, layout and printing of the apa®d MQTB

« briefing of school authorities to effect handowéMQTB package for
implementation in TC

« distribution of the MQTB to Licensees and TC

Outcomes

* A MQTB approved by the Expert Group

« Publication and distribution of the MQTB

Phase 4: Implementation
Purpose
Implementation of the MQTB is conducted by the T@shtres and other Licensees.

This phase will typically involve

« collection, collation and analysis of data on tise of the syllabus and MQTB

« identification and recording of issues that neele taken into account in subsequ
MQTB revision.

Outcome
Data on the use of the MQTB that can be used twrimf future MQTB review.

2Nt
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14 Administration

3.1 There should be a clearly documented system farrigrgsthe efficient and valid operation of the
Certification Programme.

A quality-focused system for operating the prograshould be documented  and communicated to
all relevant parties. The key functions of thistegs are to  ensure consistency and fairness ofdzated

treatment, preservation of the integrity of theemsment, and efficient operation.
3.1.1 An administration system should be establisbeo record all key information relating to
certification.
This system should contain key information suchaxlidate registration, assessment

results, and certification. This system shouldestbe data securely ~ and meet all relevant data

protection requirements.

Example See ECDL Foundation QA Standards Section 2.1 “iiistration”.

Reqguirement:

Please describe the administration system thaswport this endorsed product.

\*2

The same administration system will be used asdpport of other ECDL Foundation product
in Lithuania. The administration system is in ftdimpliance with the QA Standards.

3.1.2 Where partners are involved in the operatioof the endorsed product, the requirements for
partner approval must be clearly stated and a forma process must support this approval.

If other organisations are involved in elementd@fvering the endorsed product, then clear
requirements must be established that must be yréeke partners. If a partner is to be
involved in implementing the assessment element  thedproduct, there should be clear
requirements concerning the appropriateness ajripnisation and its facilities and staff.
There should also be a formal process throughtwéigartner must pass before becoming

approved. Typical partners would be Test Centresy§eware Vendors, or ATES Vendors.

Example:See ECDL Foundation QA Standards Section 2.2 fieapproval”.
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Requirement:

Please describe the criteria and processes foo@pgrany partners.

The same process will be used as currently whiahfigdl compliance with the QA Standards.

3.1.3 There should be a formal process for evaluati the ongoing validity of operational activity.
Particularly where partners are involved in corithgcassessments, there should be a formal préoess
review activity to ensure compliance to operatiorsthndards. There should also be a process foagivan
any instances of non- compliance.

Example See ECDL Foundation QA Standards Section 2.2tfieaApproval”.

Requirements

Please describe the process for evaluating opeedtiativity.

The same process will be used as currently whiahfigdl compliance with the QA Standards.
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15 PRIEDASE-GUARDIAN PATEIKTYS FORUMUI “BALTIC IT&T 2009: EBA

‘©ecoL @icoL

LTICS”

E-GUARDIAN CERTIFICATION

Dr. Eugenijus Telesdius
PROGRAM PILOT IN LITHUANIA

Information Technologies Institute

speaker: Eugenijus TeleSius  (ECDL Lithuania)
Baltic IT@T Forum, Riga, 2009 et@ecdl.it

‘©ecoL ‘@icoL

What are we about today?

+ ECDL Foundation and Programmes
* Endorsed Partner Programmes
+ e-Guardian Programme

+ e-Guardian Programme Start and Perspective

‘@ecoL @icoL

Programmes:

» e-Citizen
« ECDL Start, ECDL Core
» ECDL Advanced:

Advanced Word Processing
Advanced Spreadsheets
Advanced Database
Advanced Presentation

« ECDL CAD, ECDL WebStarter, ECDL
ImageMaker, ECDL Health

Mantas LukoS$evicius
Vilnius University Kaunas Faculty of Humanities
m.lukosevicius@ sekasoft.com

‘©ecoL ‘@icoL

ECDL-F and situation in region

» European Computer Driving Licence Foundation Ltd - the
worldwide governing body and licensing authority for ECDL
(European Computer Driving Licence) and [CDL
(International Computer Driving Licence) programme, the
global standard in end-user computer skills certification

« End Y2008, SCs issued: 42 140 in Lithuania, 7 387 in
Estonia, 3 689 in Latvia

+ Available in Russian language countries (Russia, Belarus,
Ukraine, Azerbaijan, Kazakhstan,...)

‘©ecoL "@icoL

Endorsed Partner Programme

*Product Endorsement Standard
*The Licensees seeking endorsement

*Categories of Product Endorsement Standards:
Syllabus standards
Assessment standards
Operational standards
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‘©ecoL ‘@icoL

E-Guardian Programme
*Why do we need it?

*The main purpose of E-Guardian programme is
to directly help getting the needed knowledge to
protect children from dangers on virtual world.

*Formal final ECDL Foundation level examination
for the e-Guardian.

‘©@ecoL @) icoL

Test Engine for e-Guardian

Date: 22/02/2007

ATES Provider:

ATES Product Title:
ATES Version Number:
ATES Type: Hotspot / MCQ

Operating System: Win2000/XP, Linux SUSE

Software Application Version: Office2000/XP, OpenOffice, IE/OES,
IE/OES, Mozilla

ECDL Syllabus Version: Version 4

The ECDL Foundation under the guidance of the ATES (Automated Test
Evaluation Systems) Working Group advises that the above product is
technically compliant - Lithuania as the designated territory.

‘©ceco. @icoL

e-Guardian Perspectives

ECDL Lithuania
ECDL Lithuanian Test Engine (ECDLTE)
Ver.5.1 (Lithuanian)

* LdV Project Proposal
« Lithuanian and Latvian AQTB versions
« Courseware in English, Lithuanian and Latvian

* Open for collaboration

‘©ecoL @icoL

Covering areas of the e-Guardian

Common means for safety assurance:

*Malicious software

*Sacurable web browsing and paying on
Internet

*Children safety

‘©cecoL ‘@ icoL

e-Guardian Pilot in Lithuania

= Current implementation
* Duration and test composition
» More large AQTB

* Master level IT students involved

@ ecoL @icoL

Summary

* The number of Internet users is increasing
among minors and teens

* The main purpose of e-Guardian programme is
to help getting the knowledge to protect children
from dangers of virtual world.

» ECDL Lithuania registered e-Guardian
Programme proposal for the ECDL Foundation
Endorsed Partner Programme and started with a
pilot.
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5 PRIEDASAPKLAUSOS ANKETA EKSPERTAMS

This is a questionnaire about e-Guardian test gurebase. E-Guardian is a certification

programme on skills of ensuring children safetyngdnternet. The test questions were made
according to the syllabus, that is certified by BH@DL Endorsed partner program.

E-Guardian syllabus:

Common means for safety assurance:

Know how to follow, download and use updates fanryoperating system, additional software and
security components. Understand the benefits akthpdates.

Know multiple user account. Understand what a persoser account is and how information of
different users is separated.

Understand the purpose of a user name, and tlexatiffe between user name and user password.
Understand the meaning and importance of accdssrig

Know the necessity of login to system password,thatithe usage of login passwords

Be able to make complex password. Know the straatfia complex password and the rules for
changing and keeping passwords.

Be able to turn on / off and adjust protection lémestandard security means that are integrated in
the operating system (Firewall, Defender, etc.).

Be able to protect data on computer disk. Know &ldata encryption and password protection.
Know how to find out whether a data media has ayasd protection possibility, used for
protecting against unwanted data access. Be abigetthese passwords for protection. Be able to
protect CD, DVD, USB memory and other external ca&alia.

Understand the threat of malicious data spreadtereal data medias.

Understand the benefits and purpose of data amdaref backups.

Know who you should contact if you discovered agpgct that data can be classified as illegal or
dangerous

Malicious software:

Understand different malicious software (virusemjdn horses, spyware, dishonest adware, etc.)
definitions and differences.

Know when and how malicious software can get imtimguter system.

Know what security software used to protect agaireivare.

Be able to configure software to automatic and lergupdate

Know what has to be done and it what order, if yospect that computer system is infected.
Understand the limitation of security software.

Understand that an active version of security safénshould be running when downloading files or
opening email attachments.

Know that unknown and unwanted emails and thedchAthents should not be opened.
Understand what is unsafe data media. Understatditisafe CD, DVD, USB memory media
should not be used

Electronic messages:

Know about email that is classified as spam, andilemessages infected with malware.
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Be aware of privacy protection legal act

Know how to redirect children email first to yourcaunt

Know how to reject email from specific email addies

Know how to block private messages between a emitanother user

Know how to threat email messages from unknown esend

Know how to threat securable with instant messaging

Be aware of mobile phone capabilities

Know who to contact if you discovered or suspectggaous or illegal content

Securable web browsing and paying on internet:

Know about tools that ensure safety when browsgiegrternet (blocking of cookies, ActiveX
control, etc.).

Know about advantages, disadvantages and dangeteisfet cookies.

Know about threats associated with the personal diatlosure

Know about gaps and threats, such as possibifdresvel-minders to use or steal client information
Know about encryption keys used on internet, knbaua types of encryption keys and how to use
them.

Be able to distinguish safe/genuine online tramsaftommerce sites from unsafe.

Be able to perform online transaction using crediebit cards.

Know how to contact service administrator whileuiegd

Know who to contact if you discovered or suspectggaious or illegal content

Children safety:

Understand that open communications between parehthildren is important to keeping children
safe.

Know about online predators, financial scams, medwayber-bullying and the pervasiveness of
pornography on the Internet.

Know about system monitoring types and be ablednitar use of computer.

Be able to access temporary internet files and seoWwistory

Be able to use software to control children usmtgfnet, operating system and software.

Know about children protection software.

Be able to use internet content filtering toolegrated on web browsers.

Know what defensive software is.

Know what a quality anti-virus, anti-spyware, sphlocker, and personal firewall is and how to use
it.

Be able to access the chat, instant messengenhisto

Be able to contact service administrator

Know about recommended kid directories, searcls gigared for children and targeted at teenagers.
Know who to contact if you discovered or suspectggaous or illegal content
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Questionnaire:

11. Do You find e-Guardian test and certification neile

Strength: Not Low Medium High Very High

Why:

12. Do You find the e-Guardian syllabus accurate?

Strength: Not Low Medium High Very High

Why:

13. There is the e-Guardian test questions attachexhsPlread them and fill any comments or
notes needed according to Your judgement.
After finishing with the test questions base, péeasswer: Do you find the e-Guardian test questions

accurate?

Strength: Not Low Medium High Very High

Why:

Thank You for Your time and attention!
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6 PRIEDASE-GUARDIAN TESTO KLAUSIM U BAZES KLAUSIMAI

rinkinys

Kategorija: 1.10

Why do you need to backup your data?

Kategorija: 1.10

What should you choose on Control Panel, if youtwarcreate backup?

[#| » Control Panel »

Edit VNiew Tools Help

# Control Panel Home . a n
s System and Maintenance User Accounts and Family
AT : Get started with Windows § Safety

Back up your computer ¥ Set up parental controls for any user
@ Add or remove user accounts

f/ Security
Check for updates - Appearance and
Check this computer's security status % lizati
@Allow a pregram through Windows . Personalization

Change desktop background

Firewall
Customize colors
Adjust screen resolution
e . Network and Internet
_’ View network status and tasks )
S St up file sharing ! Clock, Language, and Region
s L Change keyboards or other input
Lo methods
Hardware and Sound Change display language
=2\, Play CDs or other media automatically

Kategorija: 1.10

Which of the following propositions is correct?

1. Backups can be created using the Windows standackup application only manually

2. Backups can be created using the Windows standackiup application, and it allows making backupstady
3. Backup capability is available only in Windows \Add€Business Edition

4, Windows Vista does not have the standard BackugrBno

Teisingas: 2

Kategorija: 1.10

What information can you backup by using a standfditdows backup tool?

Kategorija: 1.11

You work in a large company. What should you dgoifi suspect that an e-mail you got to your worklioeai has a virus
attached?

1. Inform the boss of your department

2. Save the attachment to disk and scan it with yativiaus system
3. Delete the letter immediatelly

4. Inform your system administrator

Teisingas: 4
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Kategorija: 1.11

You have found content on Internet that is prongptacism. What will you do?

1. Tell my friends and relatives to avoid this page

2. Inform local Internet Hotline

3. Send this information for your Internet providedaask for help
4, All answers are correct

Teisingas: 4

Kategorija: 1.11

If your child has got an e-mail message which idekiinformation about atrocity or child’s pornodrgpyou should:

1. Speak with your child about danger of this inforimiat

2. Inform your system administrator

3. Make sure anti-spam software is installed on yaunguter
4, All answers are correct

Teisingas: 4

Kategorija: 1.11

You have found an illegal website with pornograpbptent. What will you do?

1. Tell my friends and relatives to avoid this page

2. Inform search engines

3. Send this information for your Internet providedaask for help
4. All answers are correct

Teisingas: 4

Kategorija: 1.1

What do you need to click if you want to updateryoperating system? Click on a particular placthapicture.
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File Edit View Tools Help

¢ Control Panel Home i = i
System and Maintenance User Accounts and Family

Get started with Windows : Safety
Back up your computer @ Set up parental controls for any user
I:@;i\dcl OF TErmMove User accounts

Classic View

Security
Check for updates : Appearance and
Check this computer's security status

@ Allow a program through Windows
Firewall

Personalization
Change desktop background
Customize colors

Adjust sereen resolution
. Network and Internet .

| View network status and tasks

Sebupile sharing Clack, Language, and Region

Change keyboards or other input
s methods
Hardware and Sound change Al ERgINgE

Play CDs or other media automatically
Printer

M Ease of Access
CQuUse

Let Windows suggest settings
Optimize visual display
Programs
Uninstall a program Fe i
B SEtish eSTAHE Additional Options
Mobile PC
Change battery settings
Adjust commanly used mobility settings

Kategorija: 1.1

What do you need Microsoft Windows updates for?

1. Windows Updates provide new design features foiBe

2. Windows Updates provide updates for the OS aridstslled components

3. Windows Updates downloads definitions of new corapuiruses in order to protect your computer adahesm
4. Windows Updates provide updates for all third pagyplications installed on your computer

Teisingas: 2

Kategorija: 1.1

Which item of Start menu should you choose, if y@nt to update your operating system?
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Docurments
Pictures
Music
Games
Recent Items
Computer
Metwork

Connect To

Control Panel

Default Programs

Help and Support

Kategorija: 1.1

Is it possible to disable automatic Microsoft Updlabftware?

1. Yes, it is possible

2. No, it isn’t possible because Internet connectidhbe disabled
3. It is possible only, when SP3 is installed

4. No, it isn’t possible because computer becomes éperiruses
Teisingas: 1

Kategorija: 1.2

John has a Microsoft Windows user account on a cten@at work. He shares the computer with his golée The collegue
does not have administrator privileges on the cdaempMVhere does John have to store his persoealifilorder to keep
them private from his collegue? No security setihgve to be modified.

1. C:\Program Files\John_private
2. D:\Users\John's_folder

3. C:\Users\John

4. C:\Users\Administrator
Teisingas: 3

Kategorija: 1.2

Which proposition about user’s rights is correct?

1. Users with limited accounts cannot install programs

2. Users with administrator accounts can always ihptagrams

3. Only users with administrator accounts can instihiprograms

4. Users with limited and guest accounts can alwagslhprograms
Teisingas: 2
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Kategorija: 1.2

Which proposition about user’s rights is correct?

1. All users can read and copy files from directoryy‘Mocuments”

2. Only users with administrator and limited accow#s read and copy files from directory “My docuns&nt
3. Only users with administrator account can readcpy files from directory “My documents”

4. Users with limited and guest accounts can read filem directory “My documents”

Teisingas: 3

Kategorija: 1.2

Is it possible to view password-protected folddrgou are logged as guest user?

1. If you are logged as quest user, you don‘t havessto password-protected folders
2. Guest user has rights of administrator and cansaquassword-protected folders

3. Guest user can only read password-protected folders

4. Guest user can access password-protected folders

Teisingas: 1

Kategorija: 1.2

You will share your computer with another user. Yaed to prevent the user from making unauthorieshges to the
computer. What should you do?

1. Add the user to the Remote Desktop Users group
2. Create an administrator account for the user

3. Create a standard user account for the user

4. Add another user to Guests group

Teisingas: 3

Kategorija: 1.3

Why do you need a personal user account in Winddperating System?

1. In order to have folders on disk

2. In order to be identified by your friends while itiisg webchat sites

3. In order to log onto your computer, for securityoses and resource management
4, In order to install applications on your computer

Teisingas: 3

Kategorija: 1.3

Click on the icon that allows you to look for numloé registered users on the computer?
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= Control Panel Home

S S\ System and Maintenance
Shsic it : Get started with Windows
@
|

User Accounts and Family
Safety

@ Set up parental controls for any user
@ Add or remove user accounts I

Back up your computer

Security
Check for updates Appearance and

Check this computer's security status . i
? Personalization
j—

i Al th h Wind
® F":\‘:ﬂﬁ PR indas Change desktop background

Customize colors

. MBI HRE Adjust screen resolution

&“ View network status and tasks :
Sy GotupHlesharing Clack, Language, and Region

Change keyboards or other input

methods

. ‘/ Hardware and Sound Chande et

Play CDs or other media automatically
Printer X
@MW, Ease of Access

Mous:
pigiad ! Let Windows suggest settings

-~ Optimize visual display
@ Programs
al Uninstall 2 program i 2
b SEntis BT Additional Options

& Mobile PC
_ Change battery settings

Adjust commenly used mobility settings

Kategorija: 1.3

Is it possible for a user with administrator acddiwnopen and read encrypted documents?

1. Only users with administrator accounts can readogresh encrypted documents

2. If a file is encrypted, other users cannot openitihout a relevant password

3. All computer users can read and open encryptedndents

4. Only users with administrator or limited accourds cead and open encrypted documents
Teisingas: 2

Kategorija: 1.3

Is it allowed for a guest user to create anothers

1. Guest account owner can create another user § ae€dmputer administrator

2. Guest account owner can create another user if etmnpdministrator has given him permission to rgereil
privileges

3. Guest account can create another user becauss ligehsame privileges as the administrator, bus doéhave a
login password

4. Guest account cannot create another user; he ¢aclmnge its picture and set up its account to.N&
Passport

Teisingas: 4

Kategorija: 1.3

What is the safest way to leave computer when yew# for a moment?

1. Switch off the monitor

2. Disconnect internet cable
3. Log off or switch user

4. Disconnect keyboard
Teisingas: 3

Kategorija: 1.4

Is it necessary to protect user account with passtvo
1. Yes, if you want to protect your data from strasger
2. Yes, if your computer is connected to internet
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3. Yes, if other people can access your computer
4, All answers are true

Teisingas: 4

Kategorija: 1.4

How can you change your Windows user account pastwo

1. Press Ctrl+Alt+Delete and select ,Change a password

2. Open User Accounts from Control Panel and seleby@e your password"”

3. Open Computer Management, navigate to Local Usetsaaioups, click on Users, right click on Your usene
and select ,Set Password..."

4. All answers are correct

Teisingas: 4

Kategorija: 1.4

Which proposition about safety of password is azifte

1. If password is built according strong passwordsuiiecan be left unchanged indefinitely

2. You should keep your password on the paper in glegk drawer in case you forget it

3. If your most important documents are protected dgsprord, you don’t have to use password to logyoto
computer

4, Password should be built according strong passwiesd and should be changed about every three month
Teisingas: 4

Kategorija: 1.5

Which of the mentioned below is the stongest pasgwo

1. ABCD1234
2. acdb132efgh
3. Abcd@123
4, CuCuMbeR
Teisingas: 3

Kategorija: 1.5

Which recommendations should you use for creatirang password?

1. For creating a strong password, you can use aseaticonsecutive letters from alphabet or conseeutumbers,
for example “abcd678”

2. You can use some word to remember it easier

3. The password should consist of no less than 7 sianttere should be at least one number and onaipbabet
character

4, For the password you should use either capitabargapital letters

Teisingas: 3

Kategorija: 1.5

To remember your passwords better and keep thesryeafshould:

1. Use “remember my password” option on internet weksi

2. If you are asked to change your password, you shchénge only several last letters

3. It is advisable to create associations, alter edpiid not capital letters, and change some ldtemambers
4, Use the same password everywhere

Teisingas: 3

Kategorija: 1.5

Which recommendations should you use for creatisigang password?
1. A password can be some word which only you may krfonexample, maiden name
2. A password can be some numbers which only you mawkfor example, your birth date
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3. A password can be a word from vocabulary of othaguages

4. A password should consist of capital or non-capétérs, some numbers and at least one non-alpbbhbeacters
Teisingas: 4

Kategorija: 1.6

Where do you click if you want to allow a programdugh Windows Firewall?

@ Windows Firewall Settings %
General | Exceptions | Advanced

Your computer is not protected: turn on Windows Firewall

‘Windows Firewall can help prevent hackers or malicious software from gaining
access to your computer through the Internet or a network.

@j ®

dj

This setting blocks all outside sources from connecting to this
computer, except for those unblocked on the Exceptions tab.
[ Block all incoming connections

Select this option when you connect to less secure networks, All

exceptions will be ignored and you will not be notified when
Windows Firewall blocks programs.

@ ) Off (not recommended)

Avoid using this setting, Turning off Windows Firewall will make this
computer mere vulnerable to hackers or malidous software,

Tell me more about these settin

[oc J[ cones |[ apoy

Kategorija: 1.6

To protect better and clean your computer from spgwou should:

1. Use firewall

2. Install Windows defender

3. Read e-mail messages by using mail programs only
4. Activate Windows messages

Teisingas: 2

Kategorija: 1.6
What does Windows Defender status “out of date”mflea

Seatyconer S

i Installed spyware protection programs

Mame Status

BitDefender Antispyware On
E Spybot - Search and Destroy Out of date

" Windows Defender Dut of date

How does antispyware software nelp protect my computer?

Turrn on.., . Update.., l[ Close
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Kategorija: 1.6

Click on the option that will scan your computetiwWindows Defender?

@ Windows Securit}f__genter. . . . » - = . —~—

& Windows Update Security essentials
To help protect your computer, make sure the four security essentials

1

Windows Firewall
Windows Defender Using Windows Security Center

i Internet Options :
Firewall

Get the latest secunty and
virus information online from Automatic updating

Microsoft
Change the way Security Malware protection
Center alerts me
Virus protection
Bl
e

Installed spyware protection programs

MName Status

1 BitDefender Antispyware On
E Spybot - Search and Destroy Out of date
i Windows Defender Out of date

Kategorija: 1.6

You install a third-party application on your contgu The application uses port 80 to negotiatstaring port. After
establishing the listening port, the applicatioesidynamic ports above 6000. You need to confitfliceosoft Windows
Firewall to allow traffic for the application. Whahould you do?

1. Add a program exception for the new application
2. Add a port exception for port 80

3. Disable the Core Networking exception

4. Restore the Windows Firewall defaults
Teisingas: 1

Kategorija: 1.6

You notice a valid program listed in Quarantinemfis list after you run Windows Defender scan orr ymmputer. You
need to use this program on your computer. Whaildh@u do?

1. Repair the program from the Programs option in @dfanel
2. Remove the program from the Quarantined items list

3. Restore the program from the Quarantined items list

4. Reinstall the application to another computer

Teisingas: 3

Kategorija: 1.6

Windows Defender scan indentifies one of your aggtions as having potentially unwanted behaviowu Weed to
configure to use the application. You also neestép Windows Defender from alerting you about #pglication. Which
Windows Defender option should you use?

1. Always Allow
2. Quarantine
3. Ignore

4. Remove
Teisingas: 1
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Kategorija: 1.7

How can you encrypt a file on an MS Windows compite

1. Right-click the file that you want to encrypt atneh click Properties. On the General tab, click &thed. Select
the Encrypt content to secure data check box

2. Right-click the file that you want to encrypt atei click Encrypt content to secure data

3. Put the file to a *.zip archive and protect thehare with password, then delete the original fitedisk, leaving
the password protected archive

4. All answers are correct

Teisingas: 1

Kategorija: 1.7

Is it possible to protect files from other userdhef computer?

1. Yes, you can encrypt files and folders, and otlsersilose ability to open or copy

2. Only when files are in folder “My Documents”, othgser loses ability to read or copy
3. When your login is limited, you cannot protect ydiles

4, You cannot protect files and folders from otherrase

Teisingas: 1

Kategorija: 1.7

Where should you click if you want to encrypt adied?

| home_documents Properties &J

home_documents

Type: File Folder
Location: ChUsersnika"Desktop

Size: 2,82 MB (2.566.022 bytes)

Size on disk: 2,83 MB (2 577 752 bytes)

Contains: 4 Files, 0 Folders

Created: 2008 m. lapkncio 20d., 12:18:27 I
' Attributes: [} Read-only {Onby applies to files in folderk
[7] Hidden [ Advanced..,

I
Kategorija: 1.7

Which tab should you choose if you want to enceyflder?
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| home_documents Properties &J

iGenemI ! Sharing ! Securty | Previous ‘u’a’sions__! Customize L

What kind of folder do you warnt?
Use this folder type as a template:

All kems e

[] Also apply this template to all subfolders

Folder pictures

Choose a file to show on this folder ican.

| Choose File. .. |

| Restore Default | I
Folder icons

You can change the folder icon. If you change the ican, it will

no longer show a preview of the folder's contents.

I Change lcon... |

Kategorija: 1.8

Which of the following data media can be protediggpassword?

1. CD, DVD, USB memory and other external data mefdiliid party tools are used

2. Only USB memory can be protected by password

3. Only access to operating system can be protectgadsword

4. CD, DVD, USB memory and other external data medigtde protected by password
Teisingas: 1

Kategorija: 1.8

You are burning data to a CD. How can this CD lmgmted against unwanted data access?

1. By choosing CD properties and adding a password
2. By using third party media protection software

3. By changing names of files to be burned on CD

4, By using special CD media for protection
Teisingas: 2

Kategorija: 1.8

You cannot copy files from CD you inserted. Whathis reason?

1. CD is password protected

2. CD is encrypted

3. CD or CD drive is corrupted

4. CD is not compatible with your system
Teisingas: 3

Kategorija: 1.8

You are copying data to a USB key. How can this W8 be protected against unwanted data access?

1. By choosing USB key properties and adding a passwor
2. By using third party media protection software

3. By changing names of files to be burned on USB

4, It is not possible to protect data against unwadsgd access
Teisingas: 2
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Kategorija: 1.9

Can a USB flash drive contain viruses?

1. Yes, they can contain viruses

2. No, they cannot contain viruses

3. No, if USB Flash memory device is smaller than 1 GB

4. Yes, if USB Flash memory device is produced eattian 2002
Teisingas: 1

Kategorija: 1.9

If you want to read an unknown CD and want to kgsyr computer safe:

1. Check the CD with an antivirus software first

2. Copy necessary files from the CD to your computer
3. Ask the CD owner, if there are no viruses on his CD
4, It is safe to use an unknown CD

Teisingas: 1

Kategorija: 1.9

Is it possible to infect computer by using a USBke

1. Yes, if AutoRun of external data sources is enabled
2. No

3. No, when a USB key is write protected

4, Yes, only when computer is connected to internet
Teisingas: 1

Kategorija: 1.9

What should you do if you know there is a viruyaur USB key?

1. Copy the content of the USB key and format it

2. Scan it with Windows Defragmenter

3. Try to disinfect it with antivirus software

4, You can do nothing about it because viruses on kiSB can not be removed
Teisingas: 3

Kategorija: 2.1

What is the difference between a virus and a trbjase?

1. A virus and a trojan horse are same thing
2. A virus is a type of trojan horse

3. A trojan horse is a type of virus

4. A trojan horse is not a virus

Teisingas: 3

Kategorija: 2.1

What is a virus?

1. A virus is a program or code fragment that can dgmeur computer hardware and information

2. A virus is a specialized search engine which ierided for industrial espionage

3. A virus is a programming code in the MS Word whiglised to spy word documents in your computer
4. A virus is a program which can remove Trojan hofsas your computer

Teisingas: 1

Kategorija: 2.1

Which proposition about viruses is correct?
1. May speed up your computer
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2. May spread from one computer to another along s6the program or file
3. The virus can be used to connect to the Interndtde

4, All above are correct

Teisingas: 2

Kategorija: 2.1

What is a spyware?

1. Spyware gathers user information through the Imtieconnection without the user’'s knowledge
2. Spyware replicates itself and in this way infedtseo computers

3. Spyware sends its copies to all e-mail recipieritese contacts are on the user's computer

4, Spyware disconnects Internet connection

Teisingas: 1

Kategorija: 2.2

Your home computer is connected to the Internet k$at possible to get infected with a computeusP

1. A virus may be attached to a received e-mail messag

2. A virus may be downloaded without intention whil®Wwsing the internet
3. A virus may infect the computer from a CD\DVD or BI8ash drive

4, All answers are correct

Teisingas: 4

Kategorija: 2.2

You can get a worm:

1. When you have the spam filter

2. When firewall is disabled

3. When you open MS Word or MS Excel document
4, When you open MP3 file

Teisingas: 2

Kategorija: 2.2

What should you do if you need to identify if mah&as causing performance issues on your computer?
1. Run chkdsk on each drive

2. Start a Windows Defender scan

3. View the Microsoft Windows Experience Index of gystem

4, View the System Stability Chart on the Reliabiltipnitor taskpad
Teisingas: 2

Kategorija: 2.2

You can get macro command virus:

1. When macro commands aren’t disabled on your compuite when you open an infected document
2. When you run an unknown program which looks likesaful program

3. When you open an MP3 document

4, There are no macro command viruses

Teisingas: 1

Kategorija: 2.3

Which of the mentioned below is an antivirus sofe®a

1. Nod32

2. SQL Server
3. Firefox

4. Ashampoo
Teisingas: 1
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Kategorija: 2.3

Which of the mentioned below is an antivirus sofe®a

1. Kaspersky

2. SQL Server

3. Firefox

4, All answers are correct
Teisingas: 1

Kategorija: 2.3

Which answer is not correct talking about compsterotection against spyware?

1. Malware is a useful program for performing utiligsks
2. Malware is some type of operating system

3. Malware is used to detect viruses

4. Malware can harm your data stored on computer
Teisingas: 4

Kategorija: 2.3

Which of the following can be monitored by an aintig software to detect and block malicious threats
1. POP3 e-mail traffic

2. Web-based e-mail traffic (web mail)
3. Instant messaging traffic

4. All answers are correct

Teisingas: 4

Kategorija: 2.3

Which scanning method is used for scanning theetarutf a specific folder?

1. On-access scanning
2. On-demand scanning
3. Unified scanning

4, Cleanup scanning
Teisingas: 2

Kategorija: 2.4

You want to receive MS Windows Vista updates fanryoomputer. How can you do that?

1. You visit an IT store and purchase the updates

2. Type “update” in Command Prompt

3. You open Start menu and select "Install updatesshottiown the computer”
4, You open Control Panel and select "Check for ugddtethe Security section
Teisingas: 4

Kategorija: 2.4

You should configure your antivirus software to aflautomatically:

1. once a week

2. once a month

3. at least once a day
4, every 5 minutes
Teisingas: 3

Kategorija: 2.4

What should you do to receive MS Windows Vista upsddor your computer?
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You visit an IT store and purchase the updates

You open Control Panel and select "Check for ugddtethe Security section
You open start menu and select "Install updatesshottlown the computer”
You open Control Panel and select Sync Center

eisingas: 2

HhwNhE

Kategorija: 2.4

Which programs should you update regularly?

1. Only operating system

2. Only antivirus program

3. Operating system and antivirus program

4. All programs which have an option to be updated
Teisingas: 4

Kategorija: 2.4

Where should you click if you want to enable regalad automatic MS Windows updates?

y 1 = [ O |
e O mAares Y & e
%v[ﬂ' « Windows Update - | 4y LSean:h R |
L - = = == . =
File Edit Miew Tools Help
44+ Check for updates s Update i
Change settings
View update history [@ Windows is up to date
Restore hidden updates
o Aovailable: 2 View available updates o
(2] Updates: frequently asked optional updates b
guestions
Mo new important |
updates are |
available for your |
computer. i
e 2 Most recent check for updates: Today at 10:36 "
Security Center Updates were installed: Yesterday at 15:19. |
e View update history
PECES You have Windows set to: Automatically
= il saciad bl

Kategorija: 2.4

After running Windows Defender on your computer yeoeive the following warning message: “Windowddeler
Definitions haven’t been updated.” You need to emashat Defender definition files are updated. Wataduld you do?

1. Download and install the latest Windows Defendeliaption from the Microsoft Web site
2. Download and install the appropriate files from Moft Windows Update

3. Repair the Microsoft location Finder program

4, Restart the Windows Defender service

Teisingas: 2

Kategorija: 2.4
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You share your computer with two users who belanthé Users group. You need to ensure that alsuserinformed of
new updates. What should you do?

1. Disable the Do not display “Install Updates andt3bown” option in Shut Down Windows Dialog box oguti
2. Enable the Enable client-side targeting option setify the target group

3. Enable the Allow non-administrators to receive updueotifications option

4. Enable the Turn on recommended updates via Autoriigtilates option

Teisingas: 3

Kategorija: 2.5

What should you do first if you suspect that a diéas infected with a computer virus? You alrgddhve an antivirus
system installed

1. Restart the computer operating system

2. Download and install a different antivirus system
3. Check for updates of the installed antivirus system
4, Delete the file from disk

Teisingas: 3

Kategorija: 2.5

You have a well known antivirus system installedyonr computer and active protection turned on. ¥otice suspiciuous
attachments in a letter you have received fromrd&mown sender. What should you do?

1. Save the files to disk and scan them for viruses

2. Save and open the files because you have an asts@ftware installed and active protection turoed
3. Delete the letter immediately, even if you are swe if it is type of spam

4, Consult your system administrator

Teisingas: 4

Kategorija: 2.5

What should you do if you suspect that a datadiiafected with a computer virus?

1. Update your antivirus program and scan your conmpith it
2. You should search the Internet for symptoms ofdtibe

3. Consult your system administrator

4. All answers are correct

Teisingas: 4

Kategorija: 2.5

You suspect that your computer is infected witlus@s but you do not have antivirus software iretaNVhat should you
do?

1. Run an online antivirus scanning program

2. Download and install a new antivirus system and $oaviruses

3. Install an antivirus system from an installatioattiiou have on disk and scan for viruses
4, Format your hard disk and reinstall the operatiygjesm

Teisingas: 1

Kategorija: 2.6

You are downloading some files from an ftp siteu¥ae not confident about the site's security

1. You should scan the files on the ftp site

2. You will turn on your antivirus software active peotion
3. You will not download the needed files

4. Ftp sites can not have viruses

Teisingas: 2
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Kategorija: 2.6

If you have got an e-mail message with an attachifnem a colleague but you are not sure about ttaelament's safety:

1. You should use an anti-spam program

2. You should use an antivirus real time scanning [nog
3. You should use an Ad-aware scanning program

4. You should use an Antispyware scanning program
Teisingas: 2

Kategorija: 2.6

You want to download an *.exe file from a website ou are not sure about its safety. What shoalddo?

1. You should use antivirus real time protection saftsv
2. You should save the file to disk and scan it fouses
3. You should use an Ad-aware scanning software

4. You should use an Antispyware scanning software
Teisingas: 1

Kategorija: 2.6

What is the most likely reason that your antiviagsive protection did not find the virus in an e#mdth a virus attached?
1. Picture files cannot contain viruses.

2. Your friend’s antivirus system is wrong becausedasiputer is already infected with viruses
3. Your antivirus system is not up-to-date

4, You did not have an antispyware system installed

Teisingas: 3

Kategorija: 2.7

What is a proper way to deal with an e-mail mesdege an unknown sender with an attachment?
1. Add sender's contact to address book

2. Delete the message

3. Open the attached file
4. Forward back to sender
Teisingas: 2

Kategorija: 2.7

If you have got an e-mail message from your ban&revlyou are asked to provide your data, the saf@gtvould be:

1. Reply to the message and give the asked information

2. Call the bank and ask if they have actually seat ¢amail

3. Scan the message with an antivirus program

4. If there is a hyper link, click it and check if ttsite is actually a bank site
Teisingas: 2

Kategorija: 2.7

Which option would you select to deal with an enmnaélssage with an attachment from an unknown sender?
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..................... | Open
Print

Reply to Sender

Reply to All

Forward

Forward As Attachment
Mark as Read

Mark as Unread

Mowve to Folder...
Copy to Folder...
Delete

Junk E-mail k
Add Sender to Contacts

Properties

Kategorija: 2.7

Which icon would you click to deal with an email ssage with an attachment from unknown sender?

=i Inbox - Windows Mail

Fite Edit View Tools Message Help

| =
% Send/Recene -

H |
i I Create Mail ~ @ Reply #% Reply All @ Forward = 1o

Kategorija: 2.8

How should you use USB memory media got from yalleague?

1. You shouldn’t use other people’s USB memory drives

2. Ask colleague if his USB memory drive is safe amehtuse it

3. Open the memory drive only after scanning it withaaitivirus program
4, Open the memory drive without scanning with anwants program
Teisingas: 3

Kategorija: 2.8

Which proposition about data media safety is coPrec

1. Your computer can be infected when you put an eatefata media in your computer
2. Your computer can be infected when you open an M8 a CD

3. You cannot get a virus from an external data media

4. All above are correct

Teisingas: 1

Kategorija: 2.8

Which proposition about USB key safety is correct?
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USB keys can be read remotely

Information from USB keys can be read or copieathers
USB keys cannot be infected with viruses

. A USB key is the safest data media for keepingrinftion
eisingas: 2

HhwNhE

Kategorija: 2.8

What outcomes may unsafe USB media removal cause?

1. Corrupted files on media
2. Corrupted media

3. Corrupted files on system
4, All answers are correct
Teisingas: 4

Kategorija: 3.1

Which of the following statements concerning spamaél and virus-infected e-mail is correct?

1. Spam and virus infected e-mail messages are the gang
2. Spam messages can contain viruses

3. A virus infected e-mail message is always spam

4, Spam messages can not contain viruses

Teisingas: 2

Kategorija: 3.1

What is spam?

1. Spam is an unwanted e-mail message, frequentlyatitiertising content
2. Spam is a type of virus

3. Spam messages infect your computer

4, Spam messages steal your personal information

Teisingas: 1

Kategorija: 3.1

You have received an e-mail with a link to an oalpicture of you. What will you do?

1. Follow the link and open the picture

2. Download the content and check it with an antiveaware for possible malware
3. Forward the e-mail to your friends

4, Download the content and then open it locally

Teisingas: 2

Kategorija: 3.1

What types of files attached to e-mail messagesafeeto open on your computer?

1. *.com

2. * . exe

3. * scr

4, None of these are safe
Teisingas: 4

Kategorija: 3.2

If you want to forward an e-mail message with aackted document, you should:

1. Know that you will not violate copyright or ask teemail owner for permission to send his attachment

2. Forward this e-mail message without owner permisdi@cause copyright does not apply to e-mail ngessa
3. Not send this e-mail message, because only messag can send the original document

4. Send only e-mail message without attachment, becallattachments are owned by e-mail message @utho
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Teisingas: 1
Kategorija: 3.2

Which of the following statements relating to cdgit and forwarding mail is correct?

1. You violate copyrights by forwarding any e-mail reage

2. You don't violate copyrights by forwarding e-maiessages

3. You always violate copyrights, if e-mail messagmfdorwarded has an attachment

4, You can violate copyrights by forwarding e-mail m&ge if there is some confidential information, dgample
someone’s private data

Teisingas: 4

Kategorija: 3.2

If you create a report and include some part af@uchent you got by e-mail created by your friendkirgy in another

company, ...

1. You violate copyrights, if you use it without fridis permission

2. You don't violate copyrights, because copyrightplganly to e-mail message
3. You violate copyrights only if you use informatinom attachments

4. All answers are correct

Teisingas: 1

Kategorija: 3.2

Can your children freely download digital music andvies from internet?

1. Yes, if content is free from viruses

2. Yes, if it is copyrights free

3. Yes, if content is available on P2P network
4, Only when the content is safe for children
Teisingas: 2

Kategorija: 3.3

What statistical information about child’s e-madlncbe reviewed?

1. Date of receiving

2. Sender's e-mail

3. Size of the message
4. All answers are correct
Teisingas: 4

Kategorija: 3.3

Which information about children’s e-mail can yaedy using parental software?

1. The date and time an e-mail was sent or received
2. The subject

3. The contents and any attachments

4, All options above

Teisingas: 4

Kategorija: 3.3

If you want to redirect e-mail messages from onéloa to another in Windows Mail program, ...
1. You should create e-mail rule

2. It is possible only during creation of e-mail acobin your program

3. You should change your e-mail account configurabigrthoosing Tools>Options
4, It is not possible

Teisingas: 1
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Kategorija: 3.3

How can you redirect e-mail messages from one mailb another?

1. Use third party software that is designed to rextlieemail messages

2. Log in to the mailbox, open the particular messaug forward it to another e-mail address
3. Ask system administrator for help configuring yeumail

4, All answers are correct

Teisingas: 4

Kategorija: 3.4

You want to block e-mail messages from specifiadses. What do you do?

1. Use spam filtering software
2. Use an antivirus software
3. Use antispyware system

4, Use a firewall

Teisingas: 1

Kategorija: 3.4

You use Microsoft Windows Mail to download e-maiéssages to your inbox. You need to minimize theiptof e-malil
messages that attempt to acquire private finaimdfiaimation. What should you do?

1. Configure Windows Defender to perform a custom safgmotentially malicious e-mail
2. Configure the phishing filter to move the e-mailssages to the Junk Mail folder

3. Configure the Parental Controls Web restrictiotirsgtto High

4. Create an Inbox rule that moves potentially malisie-mail to the Junk Mail folder
Teisingas: 2

Kategorija: 3.4

If you want to reject e-mail form specific e-maildresses in Windows Mail program, you:

1. Should create filter rule

2. Should delete these messages manually

3. Cannot reject specific messages

4, Can reject e-mail form specific e-mail addressésgua firewall filter
Teisingas: 1

Kategorija: 3.4

Which menu option should you use, if you want tockle-mail messages from specific senders?
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= Inbox - Windows Mail

File Edit View [Uiid=| Message Help
I Create Mail Send and Receive 3
a Local Folders| Synchronize All
& Inbox : 7
y Windows Contacts... Ctrl+Shift+C
g Outbox
= Sent Ttem| Add Sender to Contacts
i Deleted ] Windows Calendar Ctrl+Shift+L
& Drafts
5 Junk E-mi Message Rules 3
R Micensati oy Mewsgroups... Ctrl+W
Accounts...
Junk E-mail Options..,
Options...

Kategorija: 3.5

What is the difference between private messagepablit messages in a forum?

1. Only another registered forum user can read privetssages

2. Only other registered forum users can reply togigunessages, but all registered users can reéehtofi private
messages

3. All registered forum users can read private message

4, Not registered forum users can see private messlagesannot read content of these messages

Teisingas: 1

Kategorija: 3.5

It is possible to block private messages betwedhnild and another user?

1. It isn’t possible to block private message

2. It is possible to block only e-mail messages

3. It is possible to block only video and audio coefere
4, It is possible to block a private message
Teisingas: 4

Kategorija: 3.5

How can you block e-mail messages from a particudar?

1. Add the particular user to the blocked user listanr e-mail messages filter

2. Delete all messages (from inbox and the recyclethit come from the particular user

3. Delete the particular user’s address form your @-syatem address book

4. Send the particular user an e-mail informing thmat glo not want to get any more messages from him/he
Teisingas: 1

Kategorija: 3.5

What are the ways to block e-mail messages fromanted user? Choose all that apply.

1. Block e-mail messages using your antivirus system

2. Add the sender’s e-mail address or domain to théa\8enders list
3. Configure the e-mail junk filtering setting to High

4, Use a third party software or hardware to blockalmessages
Teisingas: 4

Kategorija: 3.6
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You got an e-mail from unknown sender, and heasyihg that you won a lottery and your personaadstheeded to
transfer your prize. How should you behave?

1. You should verify this e-mail message with antigirand if there are no threats, provide your peisdata
2. If you didn't participate in the game you shouldede this message

3. You should provide your personal data, if the mges#oesn’'t have an attachment

4. You should provide your personal data in any way

Teisingas: 2

Kategorija: 3.6

You add a particular e-mail address to the BlocRedders list in the Microsoft Windows Mail applicat You still
receive messages from this e-mail address. You toegakvent the receipt of all e-mail messages fituisie-mail address.
You should:

1. Configure the Microsoft Windows Mail application delete suspected junk e-mail permanently
2. Configure the junk e-mail filtering setting to High

3. Add the senders e-mail domain name to the Bloclerdi&rs list

4, Remove the senders e-mail address from the Safie&zlist

Teisingas: 4

Kategorija: 3.6

Which menu item would you select to block unwargedail messages?

=l Inbox - Windows Mail

File Edit View |5 Message Help SR
W Create Mail Send and Receive »
4 Local Folders| Synchronize All
& Inbox . )
3 Windows Contacts... Ctrl+Shift+C
g Outbox
1 Sent tem| Add Sender to Contacts
7 Deleted] Windows Calendar Ctrl+Shift+L
2 Drafts
5 Junk E-mi Message Rules 3
R ke iy Mewsgroups... Crl+W
Accounts...

Junk E-mail Optiens...

Options...

Kategorija: 3.6

You receive an e-mail message from unknown sefider e-mail contains no attachment but the is an tRdn Internet
shop that looks interesting to you. What should go®@

1. Scan the e-mail message with antivirus software

2. Click the URL directly, because you have a reliad up-to-date Antivirus ant Antispyware softwargtalled on
your computer

3. Copy the URL to your browser address bar and ttpem

4, Delete the e-mail message and consider blockingehder

Teisingas: 4

Kategorija: 3.6

Where would you click if you want e-mail messagesif specific senders not to be treated as junk?
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=1 Junk E-mail Options ==

Options | Safe Senders | Blocked Senders | International | Phishing |

) Windows Mail can move messages that appear to be junk e-mail into a special
[ i Junk E-mail folder,

Choose the level of junk e-mail protection you want:
~ No Automatic Filtering. Mail from blocked senders is still moved to the Junk
E-mail folder.

©) High: Mest junk e-mail is caught, but some regular mail may be caught as
well. Check your Junk E-mail folder often,

=) Safe List Only: Only mail from people or domains on your Safe Senders List

will be delivered to your Inbosx.

[7] Permanently delete suspected junk e-mail instead of moving it to the Junk
E-mail folder

ok | [ cancel Appl

Kategorija: 3.7

You want to receive a file over instant messengélg. How do you protect against computer viruses?

1. Instant messengers have integrated antivirus sgsirestalled

2. Viruses can not be received over instant messengers

3. Files can not be sent over instant messenger

4, You have to use a separate antivirus system anggmbtection turned on
Teisingas: 4

Kategorija: 3.7

Which of the following protects against Instant M&ging security threats?

1. Always ask sender if it is safe to open the attastm

2. If a person on your Buddy list is sending strangessages, files, or web site links, terminate yduséssion
3. Do not install several different Instant Messaginffware on one computer

4, All answers are wrong

Teisingas: 4

Kategorija: 3.7

Which of the following is not an Instant Messagsegurity threat?

1. Confidential information leak
2. Virus attack

3. Phishing

4. Pop-up

Teisingas: 4

Kategorija: 3.7

How can you protect against unwanted Instant Messagnders? Choose all that apply.

1. Check option “Only allow people in my contact Listcontact me”

2. Add unwanted senders to White users list

3. Associate your Antivirus software with your Instihéssaging software
4, Block port 80 in your firewall options

Teisingas: 1
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Kategorija: 3.8

What security means can a mobile phone have?

1. Spy-blocker system

2. An Antispyware software
3. Antivirus software

4, A Firewall

Teisingas: 3

Kategorija: 3.8

Your mobile phone has a Bluetooth technology. Wanatthe ways to protect against mobile attack8itatooth?

1. Install antivirus software on your mobile phone

2. Turn on Bluetooth connection on your mobile phone

3. Turn on "Visible to other devices" option in youohile phone Bluetooth options menu
4. Protect Bluetooth connections to your mobile phosiag a complex passkey
Teisingas: 4

Kategorija: 3.8

What security threats apply for data stored on feqtfiones?

1. Phone calls from unknown callers

2. Mobile phone viruses

3. Replacement of mobile phone battery
4, All mentioned above

Teisingas: 2

Kategorija: 3.8

What type of connection applies to mobile phones?

1. Bluetooth, Infrared and IDE

2. Ultrared and Redtooth and GPRS

3. Cable-connect, Bluetooth and GPRS
4, IDE, SATA and 3G

Teisingas: 3

Kategorija: 3.9

What you should to do if you discovered or susplacigerous or illegal content?
1. Contact responsible institution

2. Inform all your friends by email
3. Nothing to do

4, Click Ctrl+Alt+Delete
Teisingas: 1

Kategorija: 3.9

What institution is responsible for collecting amgcting to illegal content reports?

1. Ministry of Education

2. Police

3. Private detective agency
4. Internet Safety Hotline
Teisingas: 4

Kategorija: 4.1

Which is the optimal way configuring your Interdbwser to treat with web ActiveX controls?
1. Block unsigned AxtiveX controls
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2. Block signed AxtiveX controls

3. Allow unsigned AxtiveX controls

4, Prompt for unsigned AxtiveX controls
Teisingas: 4

Kategorija: 4.1

What does HTTPS have in common with HTTP?

1. It is not a separate protocol but refers to theldoation of a normal HTTP interaction over an epbéeg SSL or
TLS connection

2. It is the same protocol as HTTP

3. It has nothing in common because it is a HeadeFdmPage Security protocol

4. HTTPS is an analog protocol like HTTP, but usedvkC platforms

Teisingas: 1

Kategorija: 4.1

The pop-up blocker is enabled on your computer. ldawyou always view pop-ups from a Web site aitichsdintaining
the highest level of security?

1. Visit the Web site and select the Always allow pggs from this site option
2. Enable the Automatic Website Checking option onRhishing filter

3. Add the URL of the Web site to the list of trussités

4, Disable the pop-up blocker

Teisingas: 1

Kategorija: 4.1

You need to reduce the level of access that matciveb site might have to your computer. What shgal do?

1. Confirm that Microsoft Windows Internet ExploreroBected Mode is enabled on the Internet securitg zo
2. Start a Windows Defender scan

3. Enable Microsoft Windows Internet Explorer Phishkitier

4. Enable Microsoft Windows Internet Explorer Pop-updker

Teisingas: 1

Kategorija: 4.2

What are HTTP cookies not used for?

1. Authenticating

2. Session tracking

3. Maintaining information about users

4. Playing flash animation during browsing
Teisingas: 4

Kategorija: 4.2

You need to prevent additional windows from operangpmatically when you visit a web site. You usengsoft Internet
Explorer as your browser. What should you do?

1. Configure Windows Security Center to not displagivarus and firewall warnings
2. Configure Windows Firewall to block inbound traffrom TCP port 80

3. Configure Internet Explorer to block pop-up windows

4, Configure Internet Explorer to reject cookies frivieb sites

Teisingas: 3

Kategorija: 4.2

Where can you see cookies you have accepted? @liekparticular place in the picture
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Temporary Internet Files and History Settings L&]

Temporary Internet Files

Internet Explorer stores copies of webpages, images, and media
for faster viewing later.

Check for newer versions of stored pages:
(71 Every time I visit the webpage
() Every time I start Internet Explorer
@ Automatically
() Never
Disk space to use (8 - 1024MEB): 50 &
{Recommended: 50 - 250MB)
Current location:

C:\Users\nika‘\AppDataLocal Microsoft\Windows \Temporary
Internet Files\,

[ Move folder... ][ View objects ][ View files

Kategorija: 4.2

Choose the best definition for an Internet cookie

1. A very small text file placed on your hard drive &Web Page server

2. A very small text file placed on your hard drive &gystem administrator

3. A *.zip file placed on your hard drive by a Web Bagrver

4, An image file placed in Temp directory to make pietfrom web loading faster
Teisingas: 1

Kategorija: 4.3

What can happen if you disclose your personal datait your name, nickname, surname, date of lirédit card number

on the Internet?

1. You can get charged for Internet purchases thatydmot do
2. You can get your Windows password guessed

3. All answers are correct

4. Nothing serious can happen

Teisingas: 1

Kategorija: 4.3

What kind of personal data is dangerous to revedhternet? Choose all that apply

1. Nickname

2. Credit card number

3. Shoe size

4, All answers are correct
Teisingas: 2

Kategorija: 4.3

Which of the mentioned below belong to a definitfpersonal data”?

1. Nickname

2. Credit card number
3. Hobbies

4, Insurance number
Teisingas: 4

Kategorija: 4.3

134



You visit an online shop to choose and buy a bdble automatic guide asks you to enter your interastl taste about
books. How do you act to keep your personal dd&efsa

1. You may skip it or complete the questionnaire beedhis is not personal data disclosure
2. Use only Internet Explorer for buying online

3. Use only Firefox for buying online

4. Choose a different online book shop

Teisingas: 1

Kategorija: 4.4

How should you protect yourself from evel-mindetsowmay steal and use client information?

1. Not turn on the Internet on your computer

2. Change your LAN IP address

3. Install Antivirus system

4, Not leave your personal Client information on theetnet
Teisingas: 4

Kategorija: 4.4

You receive an e-mail from your bank operator inforg about a need to change your Internet bankiogunt password
and secret keys. You are asked to send the oldadteypassword first. What do you do?

1. Visit your Internet banking site and change thauggcinformation
2. Send the data that you are asked for

3. Call the telephone number included in the e-mail

4, Block the senders e-mail address on your e-maiegys
Teisingas: 4

Kategorija: 4.4

You received an e-mail from Internet shop where lyave an account. E-mail asks you to confirm yeedit card
information and enter it again. What will you do?

1. Follow steps indicated in e-mail and confirm crexditd information

2. Ignore e-mail and block sender

3. Check e-mail with antivirus program and if no viesdound confirm credit card information

4. Reply e-mail and ask more details regarding tligds update your credit card info only when yoenez
confirmation e-mail from the sender

Teisingas: 2

Kategorija: 4.4

You receive an e-mail from a person, asking yoogen empty bank account on your name and givedbesa on this
account for the person. For your help you will reeel00 USD to your other personal account. Whiltywiu do?

1. Open account on my name and give access to therpéperation is safe as my new account will betgmp
2. Wait for the 100 USD payment first and then give plerson access for my new empty account

3. Use your current bank account for this operationréoove your own money first

4. Ignore the request and delete the e-mail

Teisingas: 4

Kategorija: 4.5

What key do you need to know if you want to conrie@ secured wireless network?

1. WEP key
2. PCI key
3. RGB key
4. MAC key
Teisingas: 1
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Kategorija: 4.5

Choose a correct sentence about data encryptidmemet

1. Encryption is the translation of data into a secoste

2. To read an encrypted data, you must have accespdwerful server, what enables to decrypt it
3. Encryption is never used to achieve data security

4. Encrypted data is called archive

Teisingas: 1

Kategorija: 4.5

Which from the list is not a wireless key?

1. WEB-TKIP
2. WEP-PSK
3. WEP

4, WPA
Teisingas: 1

Kategorija: 4.5

What is RSA?

1. File sharing network working directly between users
2. Algorithm for public-key cryptography

3. Secure network protocol

4, File protection software

Teisingas: 2

Kategorija: 4.6

Where would you click to check if website certitieas valid?

n In - Windows Internet Explorer

@ | & E https: | fuwan, amazon. canny V| QJ ‘? ; |shop

File Edit Y“iew Favortes Tools  Help

o |%-t.d¥w'elcome...lg5<gnln X[_| B B s v |k Page - () Tooks - 2
-~
amazon.com Hello. Sign in to get personalized recommendations. New custormi

~ =] — g

Your Amazon.com >/ Gifts & Wish Lig

Sign In

What is your e-mail address? g

My e-mail address is

Do you have an Amazon.com password?

Q No, I am a new customer.

@ Yes, I have a password: | |

Has vour e-mail address changed since vour last order? w
] I i
€ Internet #100% v .

Kategorija: 4.6

136



The web login to electronic bank is displayed ie gicture below.

money online

How do you know if it is a safeywa not to treat your

. @SEB Bank internet services - Windows Internet Explorer

@ Q > |§, https://ebankas.seb. It/

fi A

UE dhE l@_ SEB Bank internet services |

- %.]‘?IXHUVESE‘GT‘:.}.‘ g

B~ B v @ [ Rege v {iTooks v

SEB

Welcome to SEB Bank!
»\*#TB‘M'Q

SEB Bank online banking system users can login

here
it
I-‘ . —"""& User ID |

2006 * 2007 * 2008

=]

To receive Your login tools and begin using SEB Bank' online banking
system, please visit nearest branch office and sign the e-services
agreement.

2008 11 20, Thursday, 11:41 |
LT RusHE ‘

Done

@ Internet | Protected Mode: Off

F100%

Kategorija: 4.6

Which of the mentioned below is an example of & $atfernet banking site?

1. https:\\www.bank.com
2. http:\\www.bank.com
3. ftp:\\www.bank.com
4. http:\\https.bank.com
Teisingas: 1

Kategorija: 4.6

How many times you may be asked to enter secuitigs for single operation (login)?

1. One time

2. Two times in a row
3. Three times in a row
4, Four times in a row
Teisingas: 1

Kategorija: 4.6

This is a bank site. What shows that you are cdedeagsing safe connection?
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{= hanza.net - Windows Internet Explorer

%\‘ - |s https:,l',l'ih.swedbank.lt,l’V| ﬂ | || X |Gaogle | -
File Edit Yiew Favorites Tools Help
{? ﬁ'ﬁf [ﬁhanza.net l_\ ﬁ M E @ - E,I’Eage - Q Tools - »
e
Swedbank 6 =
< | 3
(& & Internet #1000 -

Kategorija: 4.7

When making an Internet transaction using a detsid,ovhat information can you be asked to input?

1. All codes from your generated codes card

2. Your car VIN number

3. One of the codes from your generated codes cacdd® generator
4. Your OS password

Teisingas: 3

Kategorija: 4.7

You want to buy an airplane ticket on an onlin&gicshop. You are asked for a credit card secatityber. Where do you
need to look for it?

1. On the front side of your credit card

2. On the back side of your credit card

3. Login to your Internet banking account to get it
4. See your Credit Card agreement papers
Teisingas: 2

Kategorija: 4.7

You are buying antivirus online using your credita. You have to enter security code. Where will yaok for it? Click
on the image

138



CHASE ©)

REETT

MAX POWERS

AUTHOR
TH

Kategorija: 4.7

You have credit card of Citi bank and you wanttgy b gift on Internet. Which part of the websit@lkins whether you
can pay with your card or not. Click on the image

@ Creditcard @ -2 D Véfjf,}{-ﬂ

learn mare

Credit Card Mumber: ===l

Expiration Month: Select One = Expiration Year:  Select One
Card Security Code: ~ Click here for more information.

[C] other Payment Metheds

Customer information  (*Fields marked with an asterisk are requirer” .o

To complete your secure online order, please enter ygue ™
appears on your credit card statement. ol

. Y = IS 02705 01/35/08 K
First Name: L WALKER s

oo s
LﬂS‘[N i

Kategorija: 4.8

Which exceptions should you enable, if you neecbtafigure Microsoft Windows Firewall to allow tedbians to remotely
control your computer?

1. Remote Registry Service

2 Remote Administration

3. Remote Service Management
4 Remote Assistance
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Teisingas: 4

Kategorija: 4.8

You want to contact the service administrator obaline store. Where will you click?

(9' ABC Shop Pk tho porl PR !

DVD & Blu-ray Books & Mags Music Audiobooks Clothing Novelties Downloads

21 DvD Eel
$59.88

Eu€soTa

Kategorija: 4.8

You are having problems connecting to your onliaaking system while Internet connection is avagablow will you

solve these problems?

1. Call online support of the bank
2. Call to Internet provider

3. Restart your computer

4. All answers are correct
Teisingas: 1

Kategorija: 4.8

You suspect that someone has stolen your creditioformation. What will you do?

1. Call police and ask to catch thieves

2. Go to online banking system and change your candben

3. Call your bank and ask to block your card

4. Do nothing and wait till thieves use your creditccand then call police to catch them
Teisingas: 3

Kategorija: 4.9

Who would you contact if you would discover or seisippdangerous or illegal content on a website?
1. Police

2. Regional hotline for illegal content
3. Website administrator

4. All options above

Teisingas: 2

Kategorija: 5.10

How long do instant messaging programs keep cls&ariyr?

1. For 1 week
2. For 24 hours
3. Depends on configuration of chat history keeping
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4. Instant messaging programs do not keep history
Teisingas: 3

Kategorija: 5.10

You would like to know what conversations were madieg the instant messenger. Where will you |aokitf?

1. Recent items folder in your OS
2. Messenger history

3. Web browser history

4. Temporary Internet files folder
Teisingas: 2

Kategorija: 5.10

Where would you click to check chat history forestéd Skype user?

| Start Call

() Start Chat...

wsa Send Contacts...
1] Send File...

Do More L4

@ view Profile
Rename...

,B‘ Send Money
Set Speed-Dial...

Remove from Contacts

w2 Block This User

|¢E View Chat History

Kategorija: 5.10

You wish to check which files were sent to your poter via instant messenger file sharing functioring) the last week.

Which function will you check?

1. Personal profile

2. Messenger history
3. Messenger options
4, Advanced options

Teisingas: 2

Kategorija: 5.12

Which search engine you would recommend to youddm?

1. www.yahoo.com

2. www.google.com

3. www.askkids.com

4. www.cracksearch.ws
Teisingas: 3
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Kategorija: 5.12

Which search engine you would recommend to yolddm?

1. www.lycos.com
2. www.kidsclick.org
3. www.ask.com

4. go.com
Teisingas: 2

Kategorija: 5.12

Which website should not be used by children brog/ghe Internet?

1. http://www.cracks.am
2. kids.yahoo.com

3. www.funbrain.com
4. www.kids.gov
Teisingas: 1

Kategorija: 5.12

You are checking which web pages your child bronaedlonday. Which history item would you check ion@ details to
see if a child browsed something inappropriate?

i Favorites [ Feeds .__<;.|

_hL3 Weeks Ago
_nT_,!Z Weeks Ago
_T_' Last Week
" Monday

| astalavista (astalavista.box.sk}

[

Computer

ddlshark (www.ddlshark.com)
funbrain (www.funbrain.com)
google (www.google.com)
 kidgrid (www kidgrid.com)

e

kicls (www. kids.gov)

i

kids.ael (kids.acl.com)
kids.yahoo (kids.yahoo.com)
kidsdirectory (www.kidsdirectory.com)

& 3 [

kidsites (www.kidsites,com}

mail.goegle (mail.google.com)

porrhub (www.pornhub.com)

search-22 (www.search-22.com]
software.ibm (ftp.seftware.ibm.com)
thekidsdirectory (www.thekidsdirectory.c...

65 ) Y [

B

Kategorija: 5.13

In a moderated public forum you found a post wiitikg inviting to visit website with nudity conte’/ho will you contact?

1. Message poster

2. Police

3. Forum Moderator

4. System Administrator
Teisingas: 3

Kategorija: 5.1

What is the best way to protect children online?
1. Use latest children protection software
2. Always supervise and teach children safety on hater
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3. Use latest firewall and antivirus software
4. Use children protection software with as much suiggm as possible
Teisingas: 4

Kategorija: 5.1

Your child browses the web and you notice a popvirglow on the screen containing pornography. Whtba do you
take?

1. Ask your child to leave the room, and click on lin& in the pop-up page

2. Ignore the fact and pretend that nothing happened

3. Close the pop-up window

4, Talk to your child about dangers (malware, finahs@ms) that may be encountered browsing pornogrsipes
Teisingas: 4

Kategorija: 5.1

What you should talk about with your child prioloaling him to use Internet?

1. About benefits of global information network

2. About possibilities to download latest music andvies
3. About possible dangers on internet — viruses, mawa
4, All answers above are correct

Teisingas: 4

Kategorija: 5.1

What you should talk about with your child priotoa¥ing him to use Internet?

1. About safe usage of e-mail

2. About illegal content on Internet
3. About installing illegal programs
4. All answers above are correct
Teisingas: 4

Kategorija: 5.2

You have received an e-mail informing you that yawe won in an Internet lottery. What action wilytake?
1. Contact senders to claim your prize

2. Forward e-mail to your best friend

3. Do nothing

4, Delete the e-mail and add the sender to blockedessnist
Teisingas: 4

Kategorija: 5.2

What action should you or your child take if hamagsnessages are received from unknown sender?
1. Respond and help sender

2. Forward his message to other person or organiztitetrmight help them
3. Suspect scam or abuse and ignore message

4. Check message using latest software for virusepywrare

Teisingas: 3

Kategorija: 5.2

Which measure is sufficient to ensure that a abéld safely browse Internet?

1. Child should browse Internet daytime hours only

2. Child should browse using only one safe searchnengily
3. Child should browse Internet only with his friends

4, None of these options is safe

Teisingas: 4
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Kategorija: 5.2

Your child browses the web and you notice a popvirglow on the screen containing pornography. Whtba do you

take?

1. Ask your child to leave the room, and click on lin& in the pop-up page

2. Close the pop-up window; consider blocking pop-apd the page that contained this particular pop-up
3. Close the pop-up window. Tell your child that yaukfid him/her to view any kind of pornography sites
4, Close the pop-up window

Teisingas: 2

Kategorija: 5.3

Which one should you check to find out what Intésites, have been opened recently?

1. Internet Explorer Favorites
2. Internet Explorer History
3. Windows Defender

4. HTTP Cookies

Teisingas: 2

Kategorija: 5.3

You want to view all the history of pages browsethwiozilla Firefox. Where do you need to click?

& Mazilla Firefox' praddios tinklzlapis - Mozillz Firefox
File Edit View

£ Most Visited 4

Bookmarks Tools Help

Fefoxrclient=firefox-aBirls=org.motilla:en- UStofficial w7

Forward
Home Alt+Home

Ziniafinklis M g0 AlHistory  Ctrl+ShifteH

firefox
& Moxilla Firefox” pradiios tinklalapis
firefox

Recently Closed Tabs

Kategorija: 5.3

You want to view all installed applications on antfows Vista computer. Where do you need to click?
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|« év:' v Control Panel »

- 4[| seoren

nitrol Parel Home

s (Classic View

Name‘ Category

&2 Keyboard

B Mail
¥ Mouse

= Metwark and Sharing Center

Ei Mokia Connection Manager

& NVIDIA Control Panel

|12 Offline Files

&% Parental Controls

f Pen and Input Devices

,-3 People Mear Me

Bl Performance Information and Tools
&l personalization

[ Phone and Modem Options

@ Power Options

L—,@ Printers

@ Problem Reports and Seluticns

ﬁ Programs and Features

D Regional and Language Options
%Scanners and Cameras

a4 Secure Online Key Backup
@ Security Center

4| Sound

@ Speech Recognition Options
@Sync Center

18 System

& Tablet PC Settings
ETaskbar and Start Menu
ﬁTex‘t to Speech

& User Accounts

1 Welcome Center

E Windows CardSpace

i Windows Defender

E9 Windows Firewall

L8 Windows Mebility Center
B Windows Sidebar Properties
5 Windows SideShow

£ Windows Update

g

Kategorija: 5.3

You want to view what users have been connectedtndows Vista computer. Where do you need tkelic

Help

- BE

4 '[fg System Tools |

& Task Scheduler
Event Viewer

a lﬁ Custom Views

4 !’i‘a Windows Logs
Application
| Security
Setup
System

] Antivirus

S Administrative Events

Forwarded Events
a5 Applications and Services Logs

= || Name

Type

T @Task Scheduler

E Event Viewer

2] Shared Folders

@ Local Users and Groups  Extension Snap-in
€88 Reliability and Perfor...
ﬂ; Device Manager

Reliability and Performa...

DF5 Replication
Hardware Events
| Internet Explorer
Key Management Service
| Media Center
i ] Microsoft
] Microsoft Office Diagnostics
£] Microsoft Office Sessions
EE Subscriptions
4 3| Shared Folders
2] Shares

22| Sessions
i Open Files

a ﬁl Local Users and Groups
=1 Users

=] Groups

GLLES

Description

Displays shared folders, ...
Manages Local Users an...
Reliability and Performa...
View and update your h...
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Kategorija: 5.4

What do you need to press, if you want to accessriat Explorer History?
1. Ctrl+Shift+H

2. Ctrl+H

3. Windows key+H
4, Alt+H
Teisingas: 1

Kategorija: 5.4
Which item should you use, if you want to accessriret Explorer History?
File Edit |20 Favorites Toaols Hel[:

Links & | Cu Toolbars L
o all |I v Status Bar

Quick Tabs Ctrl+Q

Explorer Bar 2
Go To 3
Stop Esc
Refresh F5
Text Size 2
Enceding 3
Source

Full Screen F11

Kategorija: 5.4

Which item should you use, if you want to accessriret Explorer History?

/= Internet Explorer cannot display the webpage

| & hittp://www.googlelt/

Filte Edit View Favorites Tools Help
Links g Customizelinks & Google

Kategorija: 5.4

Where should you click, if you want to access Ime¢Temporary Files?
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Internet Options T e

General |5ecurity | Privacy | Content I Connections | Programs | Advanced!

Home page - =
/" To areate home page tabs, type each address on its own line,
:-_ll !

| A

| Use current || Use default || Use blank

Browsing history

-'L_ Delete temporary files, histary, cookies, saved passwords,
¥ and web form information,

Delete.., | | Settings |
Search
P
() Change search defaults, Settings
7

Change how webpages are displayed in Settings

tabs.

Kategorija: 5.5

What do you need to click, if you want to prohibitage of Internet Explorer for a particular useli@gk®n a particular
place in the picture.

@lec& v Parental Controls » User Controls
File - Edit ~ View + Tools Help

Set up how Child_Account will use the computer

Parental Controls:
@ On, enforce current settings
T Off
Activity Reporting:
@ On, collect information about computer usage

- Off

Windows Settings
g Windews Vista Web Filter
Control allowed websites, downloads, and other use

Gamis

3 Time limits
\ Control when Child_Account uses the computer
“e Control games by rating, content, or title

Allow and block specific programs
Allow and block any programs on your computer

o)

Kategorija: 5.5

You implement Parental Controls game restrictiamsybur child on your computer. You select the TEfNng game
restrictions. Your child is still able to run somn@ppropriate games. You need to prevent acced$iteappropriate games.
What should you do?

1. Configure Microsoft Internet Explorer in Protectddde
2. Configure Windows Defender to remove high alermnise
3. Configure the Game Restrictions parental contrdiléck games that have intense violence
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4. Configure the Game Restrictions parental contralisallow games that are not rated
Teisingas: 4

Kategorija: 5.5

You configure parental controls on your computeryfaur child’s user account. Your child logs oniwit different account
and is able to access inappropriate Web sites.néed to ensure that your child cannot access inpgpte Web sites.
What should you do?

1. Configure Web sites you approve of in the list afisted Sites of Microsoft Windows Internet Explorer
2. Use password protection for all user accounts

3. Disable the default administrator account

4. Enable Microsoft Windows Firewall

Teisingas: 2

Kategorija: 5.5

You want to block the usage of some specific pnogréor your child. Where do you need to click?

f 4
@’@sl » Control Panel » - | +4 | | Search
-
Control Panel Home : Hioerie Categpry 5

2 Keyboard 4 Secure Online Key Backup

e Classic View B Mail W Security Center
¥ Mouse % Sound
i.: Metwork and Sharing Center @ Speech Recognition Opticns
Q Mokia Connection Manager @Sync Center
= NVIDIA Control Panel B4 Systern
| @ Offline Files gTablet PC Settings
ﬁg Parental Controls ETaskbar and Start Menu
f Pen and Input Devices :E,Tex‘t to Speech
_J- People Mear Me %User Accounts
B Performance Information and Tools W Welcome Center
@ Personalization E Windows CardSpace
Qﬂ Phene and Modem Options i Windows Defender
%Power Opticns ﬂWi ndows Firewall
ﬁ_&ﬂ Printers @Wi ndews Mebility Center
@ Problern Reports and Soluticns E.;S*Windows Sidebar Properties
@ Programs and Features L%’Windows SideShow
.Igﬂegional and Language Options &Windows Update
%Scanners and Cameras
‘ 3

Kategorija: 5.6

Which one is not children protection software?

1. MS Windows Parental Controls
2. Tiscali Child Protection

3. iProtectYou

4. Skype

Teisingas: 4

Kategorija: 5.6

What can children protection software do?

1. Clean computer from viruses

2. Scan OS for updates

3. Block online chat containing inappropriate words
4. Make computer boot faster

Teisingas: 3

148



Kategorija: 5.6

What can children protection software do?

1. Block e-mails, if they contain inappropriate words

2. Control the list of programs that can have acoesbé Internet

3. Set a schedule to specify days and times whemenalctivity is allowed
4, All are correct

Teisingas: 4

Kategorija: 5.6

What can you not do with Windows Vista Parental @ae software?

1. Restrict the websites that children can visit

2. Set time limits to control when children are allaie log on to the computer
3. Control access to games

4, Control files that children create

Teisingas: 4

Kategorija: 5.7

What do you need to click, if you want to prohiditcess to a website? Click on a particular platkerpicture

- —ry
Caontent Advisor ; kﬁ

-l o

Ratings | Approved Sites I General I Advanced |

Select a category to view the rating levels:

ele

ng children

‘7{5 ent tat s a a Emamplefou
‘7{5 Depiction of alcohol use

‘7{} Depiction of drug use

©1 Depiction of gambling

Adjust the slider to specify what users are sllowed to see:

i

ol >

None
Description

Mo content that creates feelings of fear, intimidation, etc. in amy
context

To view the Intemet page for this rating service,
click Mare Irfo. Mo loia

[ 0K ][ Cancal ] Bpoly

e

Kategorija: 5.7

You are browsing a website and new windows to otfedysites are constantly opening. What integratediger tool will

you use to stop this?

1. Phishing filter

2. Pop-up blocker

3. Browser history cleaner
4. Favorites organizer
Teisingas: 2
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Kategorija: 5.7

How can you block specific websites using Mozilleefox Internet browser?

1. You can block access to a website by adding ibtr YWindows HOSTS file
2. You can block the cookies from the specific wehsiteblock all sites

3. Download and use the block site add-on from Mozilla

4, All answers are correct

Teisingas: 4

Kategorija: 5.7

What do you need to click, if you want to prohiaitcess to websites by content? Click on a partiglitee in the picture.

| General | Security | Privacy I Content iConnections E Frograms: | Advancedi

Parental Controls

Control the Internet content that can =@lgarenial Controls
G beviewed,

Content Advisor

@‘1 Ratings help you control the Internet content that can be
viewed on this computer.

Certificates
Use certificates for encrypted connections and identification.

I Clear S5L state l | Certificates l [ Publishers ‘

AutoComplete —

? AuteComplete stores previous entries Settings
E=

on webpages and suggests matches
for you.

Feeds. — -

=1 " Feed ! ted content fr i
;_J eeds provide updated content from Settings

BE 5| websites that can be read in Internet
Explorer and other programs.

[ ox || cancel

Internet Options . ..

Kategorija: 5.8

Which program from the list is defensive software?

1. Skype

2. Internet Explorer

3. Kaspersky Antivirus
4, Command Prompt
Teisingas: 3

Kategorija: 5.8

You suspect that your computer might be infecteth wiorms. Which software from the list will helpwy®o clean your

computer?

1. BitDefender Antivirus
2. Zero Trace

3. HijackThis

4 Spyware Terminator
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Teisingas: 1
Kategorija: 5.8

You want to protect your files/folders from openivghat software will you use?

1. Norton Antivirus
2. HijackThis

3. File Defender
4, Zone Alarm
Teisingas: 3

Kategorija: 5.8

Antivirus software can protect computer from unawitted access on the network. Is this correct?

1. Not correct, firewall should be used for that

2. Correct if latest antivirus software is used

3. Correct if antivirus is used together with antispam
4, Correct if antivirus is used together with antispye/
Teisingas: 1

Kategorija: 5.9

Which program would you use to protect your comgpute

1. Zero Trace

2. Ad-Aware

3. Ashampoo

4. All of these programs
Teisingas: 2

Kategorija: 5.9

You are receiving spam e-mails from random sendélslinks to abusive or dangerous content angdlevebsites. What

will you do?

1. Add each sender to blocked senders list and delatail

2. Reply sender and ask to stop sending unwanted ls-mai

3. Use adaptive spam blocking software to filter illeg-mails

4. Contact sender‘'s domain administrator and requestdideal with this problem
Teisingas: 3

Kategorija: 5.9

Your child has had his/her friends at home. Theyewsaying on a computer and browsing Internet. ¥/gbé&ware will
you use to check if there is any Trojan Horse saifeninstalled on your computer?

1. Antivirus software

2. Spam blocker software
3. Firewall software

4, Anti-spyware software
Teisingas: 4

Kategorija: 5.9

You want to protect your computer from unauthoriaedess on the network. What software will you use?
1. Antivirus software

2. Spam blocker software
3. Firewall software

4, Anti-spyware software
Teisingas: 3
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7 PRIEDASEKSPERTU KOMENTARAI PO BANDYM U LAIKYTI TEST A

e-Guardian Review Sheet

Product e-Guardian
Module n/a
Test No 1
Software Version Tested on 0
MQTB Reviewer Name Frank Mockler
Review Date 2009.05.19

General Comments \

Branding of the programme should not be "ECDL". It would be permitted to
use the "Endorsed by the ECDL Foundation" logo in conjunction with the
test, however.

There seems to be a significant lag time between questions - more than 5
secs?

If you use Mozzilla Firefox as your browser, you cannot see the menu
options on the right hand side after logging on.

Question Review Comment

Which program would you use to protect your computer? In this
question, all the answers relate to proprietary software names - will
3 these all be commonly identified by candidates?

How should you protect yourself from evel-minders who may steal and
use client information? "evel-minders" does not make sense -
"malacious individuals" would be better. Also, the third and fourth

4 options should read "Do not"

"You are receiving spam e-mails from random senders with links to
abusive or dangerous content and illegal websites. What will you do?"
5 Change second part of sentence to "What should you do?"

Your child browses the web and you notice a pop-up window on the
screen containing pornography. What action do you take? Change first
7 sentence to "Your child is browsing the web..."
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Which item should you use, if you want to access Internet Explorer
History? Many users may have a menu button related to the favourites
centre, and may navigate to history that way. Also, a standard
terminology such as "Where do you click" should be used for all
guestions requiring an interaction.

10

What outcomes may unsafe USB media removal cause? Reword to
What may be the outcome of unsafely removing USB media?

11

The pop-up blocker is enabled on your computer. How can you always
view pop-ups from a Web site and still maintaining the highest level of
security? Change "and still maintaining" to "while still maintaining".

12

You receive an e-mail from a person, asking you to open empty bank
account on your name and give the access on this account for the
person. For your help you will receive 100 USD to your other personal
account. What will you do? Change to You receive an e-mail from a
person, asking you to open empty bank account in your name and to
give access to this account to the person. For your help you will be sent
100 USD to your other personal account. What should you do? Also,
replace "me" and "my" with "you" and "your" in the options for
consistency.

13

You want to block the usage of some specific programs for your child.
Where do you need to click? Change to You want to prevent your child
from using some specific programs. Where do you need to click?

14

Is it possible for a user with administrator account to open and read
encrypted documents? Change to

Is it possible for a user with an administrator account to open and read
encrypted documents?

18

Which of the mentioned below belong to a definition “personal data”?
Change to Which of the following is personal data? Also, the definition
of personal data here seems very restrictive, and three of these would
be commonly viewed as personal data.

20

What is the most likely reason that your antivirus active protection did
not find the virus in an e-mail with a virus attached? Change to What is
the most likely reason that your active antivirus protection did not find a
virus in an e-mail attachment?

22

Which of the following statements relating to copyright and forwarding
mail is correct? None of the options seems to be correct in all
circumstances.

23

You want to receive MS Windows Vista updates for your computer.
How can you do that? Will all candidates be using Windows Vista?

24

Which of the mentioned below is an example of a safe Internet banking
site? One of the options below is using a secure http conntection.
However, the url might not be safe if, for example, it was bogus and
distributed by phishing.

27

What is a spyware? Change to What is spyware?

End of test

The candidate should be told explicitly that they have passed the test.
The button the close the test window should also be clearly labelled.
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Will candidates have access to the specific questions that they get right
or wrong after the test? This would breach test integrity. If the fail, they

could however get information on the areas of the syllabus that require
Results tab | their revision.
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