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Summary

Relevance of the subject. Information security and its urgency relate to the prime
requirements while working with the information. From the early beginning of the writing days
people were looking for the means, resistant to time and natural phenomenon in which to record
the information. When the need of transmission of information rose, almost simultaneously the
need to ensure that it reached only those whom it was intended emerged. Hereby crypto
graphical security measures began to develop. The first chroniclers, librarians and workers of
the archives can be ascribed to the developers of information security, e.g. they used wax stamps
in order to prevent and note illicit approach to the information; codes — to protect from the
revealing of information; making of copies — to avoid the loss of information (Denning, 1999;
Lomas, 2010; Rusell and Gangemi, 1999).

The content of the information security significantly changed when computers and other
information technologies were developed. The first computers, although used inasmuch in
national security and in complex commercial matters, were not considered neither the security
problem nor its solution. One user for a particular task usually used these computers. Therefore
after the user finished the job, the main attention was focused on the physical security of the
information medium (magnetic tapes, punch cards) and the premises in which the computer
systems were held (the locking up). The first information security problems arose after the
nature of the computer usage had changed in 1960 when the first personal computers appeared
and new technologies permitted to use the same computer for several users to perform various
calculations at the same time and even more after the development of the computer nets
(Brinkley and Schell, 1995).

Information security problems in modern society are becoming critical. In the second
half of the XX™ century the ever rising need to control the information and knowledge with the
help of modern technologies and management methods, predetermined that more and more
information and every day performance processes migrated into the global electronic space.
Dynamic changes transformed the society into an extremely dependant on the reliable
functioning of information processing technologies. Any functioning perturbations of these
technologies affect not only a single individual or organization, but also the whole social and
economic life. Spam, viruses, malware, breaking into the information systems, trouble shooting
of web sites, identity or business information thefts, leakage of information (e.g. Wikileaks) or
millennium mistake (Y2K) elicited global flurry are becoming a recent point at issue (Amaral,
2007; Atkocitiniené, 2009; Kuttschreuter, Gutteling, 2004).



Affluence of information security problems evoked the need of security management.
Relating documentation was prepared - examples of good practices, assessment methods and
recommendations for special business areas, a number of internationally recognized security
management standards. Based on these documents organizations are provided a methodological
help to apply an integrated and acting in concern information security management methods and
technologies to follow the best practices and to correspond legitimate demands (Amaral, 2007;
Gorge, 2009; Weise, 2009). The practice shows that individuals or organizations not always are
willing or are able to solve the emerging security problems. Thus the public authorities’
intervention becomes essential. Countries that recognized the importance of information security
issues and their management (e.g. USA, the Great Britain, Japan, Austria and others) identified
mandatory information security requirements for organizations or special activity, administering
a sensitive information (personal, health, financial or military data, etc). These requirements
often are based on entrenched good practices and (or) international information security
management standards.

Despite the attempts to solve the arising information security challenges, recent years
tendencies show that information security becomes a global issue that can be illustrated by the
continually growing number and scale of information security incidents. These incidents
threaten not only to separate organizations or countries but to the global cyber space. Worldwide
web infrastructure, largest electronic services providers, internet traffic exchange points, domain
name systems and other equipment that serves millions of users and billions of inquiries around
the world, disorders or purposeful attacks can significantly slow down international dataflow,
cut occasional webs sites or their groups and other sources from the remaining users (Ryan,
2007). Tangibility of the problem and possible damage can be illustrated by recent events in
Estonia while relocating “bronze warrior statue”. This country was attacked by organized global
communication infrastructure means. Any possibilities to reach the world, to receive or provide
the information about the events that had been happening were cut off. The activities of public
authorities and business organizations were paralyzed as well as the possibility to perform
business or everyday life needs in electronic space. This incident triggered a wide international
discussion, enrolling relevant NATO and European Union structures regarding the present range
of violations and the necessity of according collective actions (Janelitinas, 2007; Lorents, Rain,
Rikk, 2009).

Environment changes and the current processes demonstrate that the information
security issue specifications can be distinguished on individual or organizational, State or

international level. Evaluating the range of information security occurrence and possible



negative impact to any of these levels can be stated that ability to manage the information
security must become a strategic objective of any organization, State or States conjoining
international alliances and other institutions. Specific information security measures can be
sought for each level, but the main responsibility in this context must be within the purview of
the States, that provided the given possibilities can and must determine the means ensuring the
information security management domestically (i.e. on personal and business level) and
influence other States or their constructs to take the security measures and hereby join the
problem solving on international level (CIO, CSO and PwC survey, 2012, 2012; Ernst &
Young’s 12th Annual Global Information Security Survey; NATO, 2010).

Analyzing the discussed global information security management problems context
reflection in Lithuania, it can be stated that these global information security problems are also
relevant to Lithuania: we had encountered internet banking systems malfunctioning and attacks,
inaccessibility of registers and public authorities’ information systems, the leakage of personal
information from business and public institutions. A breaking into telecommunication services
providers’ servers, affecting private companies’ as well as public authorities’ Internet sites and
disturbing their work, received a broad resonance (Gamulis, Kiskina, 2009 Janeliiinas, 2007;
RRT, 2010). Solving these problems in Lithuania, as in other countries, a range of various
strategic documents and other legal instruments adapted, coordinating the information security
management. The content of these information security documents has been drawn and is
constantly enhanced by information specialists’ practices, referring to international good
practices and methodologies.

Having discussed the information security problematic development and measures taken
managing the information security questions in various levels it can be stated that even though
the information security becomes one of the most important priority of action for organizations
and countries however the number of information security incidents along with the range of
losses they suffer, uncontrollably rises all around the world. These tendencies presuppose that:
1) information security incidents can be marked as the main indicator, signifying the existence
of information security issues; 2) the States should take the main responsibility solving
information security issues; 3) the information security protection is not duly managed and
remains a relevant practical issue.

Thereby the existing situation forces to seek for the deep causes of information security

management problems and for possible ways of solutions applicable to Lithuania.



Status of the research on the subject. Many scientific surveys influenced the change in
the information security definition. Researching the information security problems attention was
focused on the perception of information security (Parker, 1981; Treek, 2006; McCumber, 2005;
Zafar and Clark, 2009; D’Archy and Hovav, 2009; Mikucionis, Toldinas and Venckauskas,
2007 and others), economical (Anderson, 2001; Caelli, 2002; Gordon and Loeb, 2006; Johnson,
2009 and others), management (Abbas et al., 2011; Chang and Lin, 2007; Dlamini, Eloff and
Eloff, 2003; Hong et al., 2003; Knapp et al., 2006; Parakkattu and Kunnathur, 2009 and others),
communication (Janeliinas, 2007 and others), implementation of security measures
(Kazanavicius et al., 2012; Japertas, Cingikas and Sestavinskas, 2012; Paulauskas, 2009 and
others), implementation of standards (Amaral, 2007; Gorge, 2009; Smith et al., 2010; Weise,
2009 and others), psychological (Nohlberg, 2008; Witten and Tygar, 1999; Anderson and
Moore, 2009; Asch, 1952 and others), human factor (Ashenden, 2008; Timko, 2008 and others),
social engineering (Bakhshi, Papadaki and Furnell, 2009; Workman, 2008; Kelly, 2007; Mitnick
and Simon, 2002 and others), legislation and control (Césna and Stitilis, 2000; McFadzean,
Ezingeard and Birchall, 2007; Paskauskas, 2007; Smith et al., 2010; Stitilis and Paskauskas,
2007 and others), competence and training (Venckauskas, Krivickiené and Toldinas, 2009;
Choi, Kim and Goe, 2008; Chang and Ho, 2006; Tsohou et al., 2008; White, 2009 and others) as
well as other aspects of information security.

Analyzing and evaluating the development of information security theory and experience
of practical implementation a significant contribution was made by M. Sipponen and H. Oinas-
Kukkonen (2007), J. D’Archy and A. Hovav (2009), F. Bjorck and L. Yngstrom (2001), H.
Zafar and J. Clark (2009), M. Dlamini, J. Eloff and M. Elloff (2009), von Solms (2010), J.
Choobineh, G. Dhillon and M. Grimaila (2007), R. Werlinger, K. Hawkey and K. Beznosov
(2009), G. Dhillon and J. Backhouse (2001), E. McFadzean, J. Ezingeard and D. Birchall (2006)
and others.

Evaluating theoretical researches and experiences of practical implementation we can
assert that information security problematic is quite broad however most of the information
security surveys are concentrated on technological issues. There are many studies based on
comprehensive scientific and reliable information security ensuring measures yet often due to
their technological complexity, economical factors, lack of competence or other reasons, these
measures are not properly applied thus a big breakaway is observed between the science and
practice. There is a lack of conceptual information security management surveys.

On the grounds of general research context we can presume that the principal purpose

(object to be protected) is information, however analyzing the security of information, managed



by technological means, quite often information technologies and information systems actually
become a target of security. Seeking for solutions for present information security management
issue in this dissertation a presumption is made that the fundamental information security
management object is information therefore information security should be researched as a
constituent part of information management and other related concepts (information resources
management, information systems management, information records management and etc.).

Looking at the academic discourse, history of information security management and
information management origins in particular, initial, technical information resource
management tasks solving data computing issues can be prefigured. Subsequently these tasks
were developing towards effective use of information technologies and became a broad
managerial conception, ranging throughout information management to all organizational
activities processes and existence of organization. In modern information management context
the use of information technologies is valued as specific means (instrument) prepared for
effective organizational activity. And to help the organization managing information effectively,
optimize all activity processes (bonding them to organizational strategy) and to adapt to
environment changes is becoming the objective of information management (Choo, 2002, 2008;
Wilson, 1997; Vodacek, 1998; Schlogl, 2005).

Having analyzed the discourse of leading information management academics, we can
emphasize the research of T. Wilson (1997), E. Macevicituté and T. Wilson (2002), D. Chaftfey
and S. Wood (2005), D. Chaffey and G. White (2011) in which these authors accent that the
information must be safe and delivered to the right person not analyzing information security
more explicitly. Studying the process model of information management (Choo, 2002) and
model of information ecology (Davenport and Prusak, 1997), we can state that the aspect of
information security is not highlighted. Expanding the analysis towards contiguous information
management concepts we can discover that emphasizing the technological aspect of information
management and having formulated the conception of information resources management in
1970, the issue of information security was analysed in the context of information resources
management. Information resources management models, formulated by D. Skyrme (1999), J.
Hoven (2001), N. Willard (1993. 2003), Z. Atkocitniené and L. Markeviciaté (2005), also
specify the aspect of implementation of information resources security.

Summarizing the analyzed academic surveys of information security, it can be deduced
that since the appearance of first computers until these days the approach towards the
information security has essentially evolved — narrow understanding of information security as a

mere technological issue is expanded by the studies of economical, managerial, psychological,



legal and other aspects’ influence information security. A need for the broader viewpoint
emerges. It becomes clear that existing information security management measures are no
longer sufficient to control the information security. A need for a broader information security
concept develops and the flaws of systemic information security management research become
apparent. In the context of discussed surveys, comparing the development of information
security management and information resource management, we can distinguish parallels of the
shifts from technologies towards management in both discourses and predict the links between
the objects of research. However in the surveys of information management models, methods
and controlling implements the component of information security is not emphasized and
information security management is not associated with information management.

The analysis of academic data allowed identifying the flaws of surveys dedicated to
defining the information security management entirety and highlighting the cohesion with
information management. In researches information is accentuated as a critical resource,
inadequate attention is given to the implementation of the security of this resource becomes a
pressing issue.

Discussed scientific issue (Research problem). The research field of information
security management is not entirely formed, noticeable development of the research, however
prevails a discreet analysis of single aspects (especially technological). In administering
information security an emphasis on technological aspects is particularly identifiable. It is
lacking scientifically grounded thorough information security management concepts that would
broaden the field of information security management and determine the implementation of
theoretical paradigms solving apparent practical problems of information security management
in Lithuania as well as worldwide. It becomes evident that scientifically unevaluated
information security management causes problems that become apparent in practical level.

Seeking for solutions to solve the existing information security management problems
and making an essential scientific presumption that the object of information security
management is the information, it is likely that information security should be a constituent part
of information management therefore it could be appropriate to make use of theoretical
information management concepts and implements while controlling information security. The
use of scientifically grounded information security management implements might help to
ensure comprehensive and effective information security management.

It has been observed that even though in scientific acumen information is emphasized as
a critical resource, however the attention to ensure the security of this resource is feeble. Up

until now the connection between information security management and information
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management is not sufficiently developed and proved thus there are no reasonable theoretical
grounds to put in practice information management models, methods and management
implements in information security management and this becomes a relevant scientific issue.
Having analyzed the problematic spheres of information security management it can be
stated that existing information security management means, springing of technological
sciences, do not ensure sufficient information security management that would also integrate
managerial aspects into it. According to this, the main research problem could be formulated as
a question: how to integrate the means of information security management and information
management instruments and to ensure thoroughly managed information security in Lithuanian

public sector?

Object of the research — information security management.

Aim of the research — to create and substantiate information security management

model, suitable for Lithuanian State institutions.

Tasks of the thesis:

1. Assess the prevailing scientific approach to information security and to form the
content of information security management.

2. Emphasize the position of information security in the context of information
management science; accentuate the means of information management applicable
to information security management.

3. Create an integral, scientifically sound information security management model.

4. Form access to information security management assessment and perform an
analysis of sources, shaping the requirements for information security management
for Lithuanian State institutions.

5. Survey how Lithuanian State institutions implement existing information security

management requirements.

Statements being defended:
1. Information security is a constituent part of information management therefore an
effective information security management could be ensured invoking information

management instruments.
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2. Information security in Lithuanian State institutions is not duly controlled because of
fragmentation of information security requirements and because of prevailing formal
technical approach.

3. Integral information security management model, conjoining information security
management means and information management instruments, allows solving
present information security management issues, equally broadens the margins of
information management and can be successfully used in further theoretical research

as well as practically implemented in activities of Lithuanian State institutions.

Research methods

Research methods have been used in theoretical and empirical parts of the work: critical
analysis of the literature, document analysis, content analysis, comparison, induction,
abstraction, synthesis and generalisation as well as qualitative semi-structured interview and
quantitative research questionnaire.

In theoretical part of the thesis forming the versatile outlook to information security
subject matter, an analysis of scientific information security issue research as well as the content
analysis applying methods of comparison, summarising and synthesis was carried. Comparative
analysis was invoked to contextualize the most commonly applied means and contents of
information security management. A systemic analysis of information management literature,
methods of comparison, abstraction, parallel and generalization allowed highlighting the
interconnection between information security and information management, distinguish the
means of information management applicable to information security management also
formulate an integral model of information security management.

In empirical part of the thesis, in order to identify a practical model of integrated
information security management, a compound methods’ approach was invoked matching
quantitative and qualitative research methods — documents’ content analysis, questionnaire
survey of institutions and experts’ interviews. Coordinating these methods for the vouching and
practical realizations of integral academic information security management model it is possible
to ensure thoroughly grounded and credible results of the research. To analyse the results of
empirical research a consistent procedures’ research strategy was applied. Qualitative and
quantitative data was collected consistently one after another. Previous research results itemized,
broadened and appended using the new information. Access to information security assessment
was formed based on theoretical integrated information security management model,

distinguished means of information security management and specified assessment criteria. This
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access was used for identified sources’ that form information security management requirements
for Lithuanian State institutions content analysis. Results of analysis were used forming
questions to experts and along with their insight (pointed out issues) — forming quantitative
research (surveying institutions) questionnaire.

Content analysis of information security documents, regulating information security
management in Lithuanian institutions, used to substantiate weaknesses of information security
management in Lithuanian State institutions. Results of analysis indicated that information
security management of Lithuanian State institutions could be termed a model only with
reservation therefore designating present situation a term discrete (segregated from a whole)
information security model should be used. An information security management requirement
applied not for whole organisational information, but to its separate information systems defines
the content of this model.

Experts’ interview method used as means of input of Lithuanian State institutions and
their expert context to evaluation of application of content results theoretical integral
information security management model to Lithuanian State institutions’ documents’ content
analysis results.

The aim of surveying Lithuanian State institutions was to explore the practical
implementation of information security management requirements. To gather quantitative data
of how Lithuanian State institutions implement information security requirements an original
questionnaire was formed to assess the information security management. Obtained information
helped thoroughly evaluate information security management situation in Lithuanian State
institutions and form the presumption for the implementation of information security

management model.

Novelty and scientific significance of research

Achieved results are substantial to information management science and determine the
novelty and academic significance of the thesis. Thesis allowed reducing indeterminacy in
information management science, amplify academic information management paradigm in
information management highlighting the component of information security management.

Information security management content definition was established and justified having
analysed the foresight of information security research, having systematized information
security concepts and having established their links as well as having made a comparative

analysis of information security management means prevailing at international level.
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Specified information security management object discourse and highlighted information
as an object of information security management, formed theoretical possibilities to employ the
means of information management for information security management. Analysis of these
means allowed identifying the means of information management to be used for information
security management.

Linking the results of performed research, a theoretical integral information security
management model was formed to be applied for further theoretical research as well as for
practical use. Practical applicability of integral information security management model tested
evaluating information security management in Lithuanian State institutions. Empirical research
results confirm the importance of theoretical model providing effective information security

management.

The thesis research boundaries

The thesis research confines the creation of information security management model for
Lithuanian State institutions. Such boundaries are caused by the following reasons.

1. Current legal requirements on information security management with the broadest
approach are implemented exclusively in Lithuanian public authorities therefore; this sector
contains the widest area for research. Considering that the Government of the Republic of
Lithuania has declared the intention to extend information security management requirements
application to other sectors, it is a right time for a thorough scientific evaluation of current
situation; justified recommendations could provide a practical value of this scientific work.

2. This sector is chosen also considering the principles of public law which
characterize that public sector is authorised only to what is specified, i.e.. 1) public
administrative services are authorised only as provided in legislation; 2) public administration
services are made compulsory what is provided in legislation, i.e. public sector is bound by
these frames and has no freedom of choice on how to react to information security risks. As a
result, information security of Lithuanian State institutions are directly dependent from valid
information security management requirements, this presupposes that these requirements must

be adequately justified.

Basic concepts used in the thesis
This term of information security management is used in the thesis.
Studying the research a lack of coherence of information security concepts’ usage was

noted. On the level of objective of research in scientific works in English language as well as in
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Lithuanian, frequently are used terms information security (eng.), information technology
security (eng.) and information systems security (eng.). There is no consistent differentiation on
the level of security process between English concepts management and governance and their
translation into Lithuanian language. It should be noted that there is no strictly established and
in this context used translation of English term security — security, safety, protection (for
example, in the translation of COBIT methodology all three terms are used). Now the term
security is mostly found in personal data legal protection, privacy context, safety — in the context
of the State information resources management (registers and information systems), protection
Is used most commonly, as including all the above-mentioned aspects. During the evaluation of
discussed context, the concept of information security management is the most appropriate with
the view to enhance the diversity of information security management context and it was used in
the thesis as covering (in the broad sense) security, safety and protection as well as the aspects
of management and control.

This term of Lithuanian State institution is used in the thesis:

Lithuanian State institution — institution of representative, Head of the State, executive,
juridical authorities, enforcement authorities, auditing, controlling (supervising) institution,
other State institution, being financed from the State’s budgets and other State money funds and
which by the law of public administration is authorized the right to execute the public

administration.

The structure of the thesis

The thesis consists of introduction, three parts, conclusions, bibliographical references
and annexes.

In the first part of the thesis information security definitions are being analysed and
structurized, also disclosed the concept genesis of the information security conception, analysed
the scope and problems of Lithuanian and foreign researcher’s information security studies. On
the basis of this analysis the content of information security management was established.

The means of information security management - international information security
management standards, methods and models and the implementation of their comparative
analysis are also described in this part.

On the grounds of the assumptions and the content of information security management
theoretical research implementation, a prospective research was performed, the documents’
content analysis method used to examine the means of information security management for

Lithuanian State institutions and the provision of these requirements assessed in a concrete
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group of Lithuanian State institutions — in the Ministries of the Republic of Lithuania. The
results of this prospective research were capable of supporting the subject-matter of the thesis
and the relevance of claimed propositions also to determine the need for further research and
directions.

In the second part of the thesis in order to reveal the interconnectedness of information
security management and information management, the work of information management
scientist has been analysed and evaluated, identified the means of information management
which could be applied managing the information security.

Summarising the results of theoretical research, an integral information security
management model was composed, which combines the means of information security
management and the instruments of information management.

In the third part of the thesis an empirical research of theoretical integral information

security management model‘s applicability was performed.

Methodology of research

The object of empirical research — the practical implementation of integral information
security management model for information security management in the Lithuanian State
institutions.

The aim of empirical research — to determine the practical implementation possibilities

of theoretical integral information security management model.

The tasks of empirical research:

1.  Formulate an access to information security management assessment, instruments
and the evaluation criteria.

2.  Determine the sources influencing information security management requirements
for Lithuanian State institutions.

3. Research the content of identified sources on the grounds of formulated
information security management access instruments and their evaluation criteria.

4.  Evaluate how Lithuanian State institutions implement the legal requirements for

information security.

Research methods
On the basis of theoretical integral information security management model, an access to

information security management evaluation was formed and researched the management of
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information security in Lithuanian State institutions. An access of mixed methods was applied to
the research, combining document’s content analysis, questionnaire of institutions and experts’
interview. The results of empirical research allowed identifying weaknesses and formulating
proposals on how to manage information security in Lithuanian State institutions on the grounds

of integral information security model.

Results of research

According to formulated access to information security management assessment,
empirical research was performed at the levels of information security policy, information
security strategy, information security audit, and information security maturity and information
security operators.

At the level of information security policy it was identified that information security
policy in States institutions is defined by the document of institution’s security policy and the
object of information security management is defined by the information resources (State
registers, departmental registers, State information systems and internal administration
information systems). At present information security management requirements unambiguously
are in force for three sorts of information resource (requirements for the internal administration
information systems are not defined). With the help of quantitative research it was identified that
only one third of Lithuanian State institutions under research have documents on information
security policy which cover all information resources managed by these institutions and define a
common organisational information security policy. At the level of non subject to authority,
even 63 percent of organisations (most of these organisations control only internal
administrative systems) do not have any information security policy documents. Research
results allowed to conclude that even though the defined information security management
object — the State information resource — has deficiencies (e.g., 48 percent of identified
resources are of internal administrative systems and there information security management
requirements are not applied), however given the situation that it would require significant
financial and organisational resources to alter it, therefore the more appropriate decision — to
adopt additional requirements for information security management for internal administration
systems and information security documents applied in the integrated way to all information
resources administered by a specific institution.

Documents content analysis allowed identifying that the supreme information security

management level requirements (laws and the Government decisions) directly cover only two
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out of three information security management aims — confidentiality and integrity, however they
do not include accessibility.

Experts consider that institutions should have the possibility to set the priorities applying
information security objectives with regards to controlled information specification.
Quantitative research showed that evaluating overall and individual results institutions haven’t
singled out any statistically significant information security objectives’ difference. Only a small
part of State institutions are capable to realistically evaluate and reasonably select the clear
methodological recommendations for the choice of priorities.

At the level of information security strategy during theoretical documentary research it
was identified that a public authorities’ security management document exists, however the
implementation has not been ensured yet. Public authorities are not obliged to develop a special
information security strategy, however a quantitative research showed that one third of
institutions have an approved timely document of information strategy. It is worth mentioning
that the cycle of information security processes is not ensured, - a quantitative research shows
that 61 percent of State institutions has tried at least once to evaluate the risks and react to
environment changes however, only 7 percent of these institutions do it on a regular basis.

Evaluating the content of information security strategy implementation means in the
context of information security management dimensions (strategic, human, technological),
stated a formal division of information security management responsibilities between the
institutions (except the coordination of critical infrastructure security) however, identified an
evident insufficiency of real possibilities to implement these responsibilities also it should be
mentioned that economic context is not being taken into account while not basing on realistic
grounds a mandatory application of expensive technical means.

At the level of information security audit, theoretical research identified obligation to
implement information security audit at the State level is indicated in the State information
resources law. The importance of such audit was emphasized by the experts, who participated in
qualitative research. However, audit at the State level is not fulfilled. At the institutional level
the State institutions are obliged to carry out periodical audits however, the quantitative research
revealed that only 58 percent of the State institutions have carried out security audit at least once
and only 6 percent of them carry out such audit on a regular basis.

At the level of maturity of information security, during the qualitative research the
experts almost unanimously emphasized the advantages of determination and evaluation of
maturity levels. The means of information security management could be selected according to

the maturity level of institution. Institutions controlling more important resources should aim for
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accordingly higher maturity level. Documents’ content analysis allowed identifying the fact that
maturity levels of security and evaluation procedures are not established for State institutions.

Document’s content analysis revealed that at the level of information security operators
there are designated authorities or institutions, responsible for information security management
however, after the analysis of the functions and the list of posts of these institutions it is clear
that coordinating institutions are not capable of carrying out their tasks. Similar insights were
submitted by the experts, having participated in qualitative research, according to them, even
though there are assigned competent authorities, the information security management lacks
competence, there is not enough specialists and decision making for appointed tasks is slow.

Quantitative research of information security management in the Lithuanian State
institutions helped identifying a serious gap at the institutional level — 78 percent of the
institutions have assigned security representatives however, in 60 percent of cases information
technology units’ staff members or even heads of units are responsible for the management of
information security.

Such situation is clearly at odds with the principle of separating the implementation and
control functions.

Summarising the information security management in Lithuanian State institutions
research results it can be stated that at present only single parts of information security
management are controlled. There is a lack of holistic approach. Means which would enable the
establishment and maintenance of managed information security as an objective security status

are not implemented.

Conclusions

1. Growing information security cases and scope illustrate that the relevance of
information security issues becomes critical and present information security means are not
sufficient enough to manage information security. Narrow comprehension of information
security merely as technological problem is broadened by the research results of economic,
managerial, psychological, legal and other related aspects’ influence to information security. It
becomes apparent that present means of information security management are not sufficient to
control the information security. There is a need for a more holistic managerial approach.

2. The scientific information security management problem field is not yet formed. The
research area development is observed however, dominates an analysis of single aspects.
Managing the information security too much emphasis is put on technological aspects and the

lack of scientifically substantiated general information security management concept which
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would expand the field of theoretical information security management research and determine
the implementation of theoretical paradigms dealing with apparent practical information security
management problems. Scientifically unjustified information security management causes
problems which become apparent in practice both in Lithuania and globally.

3. In the context of both scientific research and in practical use, observed a rather
synonymous use of information, information systems, information technologies and other
security objects. Information security management as an objective security status, first of all
must have a clearly and unambiguously defined object of management. The designation of an
object permits to define the conditions and criteria which allow evaluating whether the object’s
security is managed.

4. Information is named the objective of information security management in this thesis,
and the main objectives of information security management are the assurance of information
confidentiality, integrity and accessibility, the aspects, relevant to information security
management, grouped into strategic, human and technological dimensions thus the content of
information security is defined as an objective to provide information confidentiality, integrity
and accessibility, adjusting strategic, human and technological dimensions.

The information security management content is defined as an aim to ensure the
information confidentiality, integrity and accessibility sustainably combining strategic, human
and technological dimensions.

5. Defining the content of information security management is insufficient, it is
necessary to provide the measures that would help to control it. Looking for the solutions for
information security management issues and on the basis of the fact that information is the
object of information security management, new information security management solutions are
searched in the information management sciences.

6. In the view of the fact that information is stressed to be a critical resource in the
academic insights, the assurance of the security of this resource is not sufficient addressed in the
context of information management science. In the research of information management models,
methods and means of application the component of information security management is not
highlighted and information security management is not linked with information management.

Comparing the evolution of information security management and information
management, the parallels of change from technologies towards the management perceived in
both discourses. Also can be noted the security links with the object of the research of
information management, information management processes, application, informational

technologies and systems as well as with the competences of information management.
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Similarly, the security link with information management research object, information
management processes, the implementation, information technologies and systems, as well as
with the information management competences is identified. Having thoroughly analysed the
means of information management it has been stated that given the organization has a clear
information policy and strategy, regularly performs an audit, manages all informational
processes, promptly reacts to environment changes, designates competitive players and has a
high information maturity level, it can reasonably expect to be ensuring the information security
management. The main attention to information security at present is given in information
management disciplines and in relevant scientific research where the emphasis is placed on the
technological information security management aspect, - records management and information
resource management spheres. Information security accessibility and confidentiality goals are
closely integrated into the information records management and all three management
information security objectives are highlighted in the scientific research of information resource.

7. An effective information management is characterised by an appropriate use of means.
The key aspects to manage the information security these information management tools are
revealed — policy, strategy, audit, maturity and the players. Combining information security
content and the main information security means can be reasonably expected to assure the
effective information security management (clear information security policy and strategy,
regular auditing, management of all information security processes, prompt reaction to
environment changes, competitive players are designated and the aim for high maturity level).

Identifying and critical analysis of information management and information security
management links, was established a theoretical basis to form an integral information security
management model.

8. Theoretical integral information security management model forms an overall
approach to the content of information security management, that describes objects and goals
should be managed and defines the means of information management which enable to evaluate
and assure the complexity of information security management. Therefore implementation of
information management tools to information security management allows reinforcement of
present weak areas and assurance of effective and integrated management of information
security.

9. The requirements regarding the information security management in Lithuanian State
institutions are fragmented, a technological approach dominates.

There is no special law in Lithuania regarding information security. Information security

policy in Lithuania is regulated by the law on information resources management, in the
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institutions — it is a security policy document (data safety regulations). These documents specify
that information is an object of information security management, processed by the State
information resources (the registers of the State, departmental registers, informational systems
of the State and internal administration systems).

Present information security management requirements, applied to single information
resources of the State, have deficiencies — this object unambiguously does not cover the whole
information, controlled by the institution, mandatory information security management
requirements are not adopted by the systems, oriented to internal administration, which
constitute 48 percent of total institution’s information resources in Lithuania (requirements for
these resources are advisory and more than half of Lithuanian State institutions do not comply
with the advisory requirements).

Information security management strategy in Lithuania is documented, long time targets,
tasks are set, as well as assessment criteria however, it is yet not decided regarding the detail
implementation actions and legislation for implementation of operative provisions is not
adopted.

A permanent information security management circle is not ensured — only 7 percent of
the State institutions apply measures in reaction to environment changes permanently (risk
analysis, etc.) and information security management measures are determined without
evaluation of economic context (implementation of certain valid means of information security
is unduly expensive); also a human factor is underestimated.

Regulatory provisions, relating the information security requirements for Lithuanian
State institutions, define the implementation of information security audit. However, the process
of information security auditing is not duly specified and implemented, information security
policy and its implementation is not being audited, responsible for the information security
management coordination institutions® referred functions implementation, sufficient control is
not provided regarding how the State institutions implement information security management
requirements, a real situation in Lithuanian State institutions is unknown, information security
management processes are uncontrolled. A significant part of the State institutions only formally
apply the current requirements.

A decentralized information security management coordination model is applied in
Lithuania — the coordination related functions are designated to several institutions (apart from
critical infrastructure security function, which unambiguously is not designated to anyone); a
collegiate interinstitutional coordinating body was established — permanent commission.

However, institutions, coordinating the information security, are incapable of carrying out their
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tasks — institutional competence to organize information security is low and implements
assigned tasks rather slow.

60 proc. of the cases information technology units’ staff members or even heads of units
are responsible for the management of information security. Such situation is clearly at odds
with the principle of separating the implementation and control functions and prevents the
effective information security management.

One of the most important factors for an effective fulfilment of the targets is maturity;
the means of information security management could be selected according to the maturity level
of institution. Institutions, controlling more important resources should aim for accordingly
higher maturity level. Information security maturity levels and their evaluation procedures are
not established for the Lithuanian State institutions.

10. Evaluating information security management in the Lithuanian State institutions, it is
concluded that only the single parts of information security are assured, a formal approach
dominates; means that would allow creation and maintenance of controlled information security
as an objective security state are not implemented.

A dominant formal approach to the information security in Lithuanian public sector
materialises through the abundance of confirmed, though not implemented legislation and yet to
be defined implementing documents (the lack of law, administrative provisions, necessary for
the implementation of the strategies; internal institutional documents are unattended, not
renewed, measures provided are not implemented).

A higher maturity noticed of institutions that comply in addition to the requirements of
information security management on a long time basis (Ministries, other institutions under the
authority of the Government).

11. Aiming for the effective information security management in the Lithuanian State
institutions binding information security management requirements must be proved, covering all
the State‘s information resources and laying down that each State institution has one information
security management policy document (data safety regulations), that would generally describe
all the information resources controlled by that State institution.

The objective of information security management should be — the assurance of the
confidentiality, integrity and accessibility of all the State controlled information (at present there
iIs no unambiguously defined accessibility target objective and it becomes especially relevant
evaluating last year’s tendencies — various cyber space attacks, if successful, information
resources become unavailable). Priorities for these objectives must be defined basing on each

institution’s controlled information specifics, accordingly choosing and applying information
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security assurance strategies, human and technical means. With the view to the fact the State
institutions lack sufficient competence to set the priorities assuring effective and uniformed
information security management process, clear criteria for prioritisation and selection of means
should be prepared.

Aiming for the better performance of the State institutions, the coordinating institutions
should be strengthened (unambiguously and specifically appointing the responsibility),
delegating them to centralize the use of information infrastructure (after inventorying it),
provide centralized methodological support to institutions (bringing into collaboration the
public, private and academic sectors) and assure a continual information security management
evaluation and control, in accordance with uniformed methodology and clear evaluation criteria.
For the establishment of definition and evaluation procedures of information security maturity
levels, it may be appropriate to refer to the international methodologies and practices.

12. Integral information security management model, constructed at a theoretical level,
shows a complex approach towards information security, integrates information management
and information security management. Integral information security management model allows
indentifying information security management weaknesses in the Lithuanian State institutions,
rectifying deficiencies, provide an integrated and efficient information security management. A
practical research and obtained results grounded the constructed model’s applicability both for
further theoretical academic research and for practical application in the Lithuanian State
institutions.

The result of theoretical and empirical research allow suggesting that the objective of the
thesis is achieved — an integral information security management model, drawn at a theoretical

level, is justified, and can be implemented in the Lithuanian State institutions.
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Santrauka

Temos aktualumas. Informacijos saugumo svarba ir aktualumas sietini su pirmaisiais
poreikiais tvarkyti informacija. Vos atsiradus rastui, buvo ieSkoma laiko ir gamtos reiSkiniy
poveikiui atspariy priemoniy informacijai fiksuoti ir iSsaugoti. ISkilus poreikiui informacija
perduoti, radosi ir poreikis uztikrinti, kad ji pasiekty tik tuos, kam ji skirta. Tai sudaré sglygas
formuotis kriptografiniy saugumo priemoniy uzuomazgoms. Pirmieji metrastininkai, archyvy
bei biblioteky darbuotojai taip pat gali buti priskirti informacijos saugumo vystytojams,
pavyzdziui, jy naudoti vasSko antspaudai buvo taikomi siekiant uzkirsti kelig neteisétai prieigai
prie informacijos ir ja pastebéti; kodai — apsaugoti informacija nuo atskleidimo; kopijy darymas
— iSvengti informacijos praradimo (Denning, 1999; Lomas, 2010; Rusell ir Gangemi, 1991).

Informacijos saugumo turinys reikSmingai keitési pradéjus vystytis kompiuteriams ir
kitoms informacinéms technologijoms. Pirmieji kompiuteriai, nors ir buvo naudojami tiek
nacionalinio saugumo, tiek sudétingy komerciniy uzdaviniy sprendimams, nebuvo laikyti nei
saugumo problema, nei jos sprendimu. Sie kompiuteriai daZniausiai buvo naudoti vieno
vartotojo konkre¢iy uzdaviniy sprendimams, todél vartotojui baigus darba realiai buvo
ripinamasi tik informacijos laikmeny (magnetiniy juosty, perfokorty) bei patalpy, kuriose buvo
kompiuteriné sistema, fiziniu saugumu (uzrakinimu). Informacijos saugumo problemos pradéjo
ryskéti po 1960 mety pradéjus keistis kompiuteriy naudojimo pobudziui, atsiradus
personaliniams kompiuteriams ir technologijoms, leidusioms naudoti tg patj kompiuterj keliems
vartotojams jvairiems skaiiavimams atlikti vienu metu, o ypa¢ pradéjus vystytis kompiuteriy
tinklams (Brinkley ir Schell, 1995).

Siuolaikinéje visuomenéje informacijos saugumo problemy aktualumas tampa kritinis.
XX a. antroje puséje kylant poreikiui valdyti informacijg ir Zinias pasitelkiant modernias
technologijas ir vadybos metodus, vis daugiau informacijos ir kasdienés veiklos procesy
persikele | globalig elektroning erdve. Vykstantys dinamiski pokyc€iai paverté visuomene labai
priklausoma nuo patikimo informacija apdorojanciy technologijy veikimo, bet kokie Siy
technologijy veiklos sutrikimai turi neigiamos jtakos tiek pavieniy jos individy, tiek ir
organizacijy ar net visos visuomengs socialiniam ir ekonominiam gyvenimui. Aktualiomis
informacijos saugumo problemomis tapo nepageidaujami laiSkai, virusai, jsilauzimai |
informacines sistemas, interneto svetainiy sutrikimai, tapatybés pasisavinimas, asmens duomeny
ar verslo informacijos vagystés, slaptos informacijos nutekéjimas (pvz., Wikileaks) ar
Tukstantmecio klaidos (Y2K) sukeltas aziotazas visame pasaulyje (Amaral, 2007; Atkocitiniené,

2009; Kuttschreuter, Gutteling, 2004).
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Aktualiy informacijos saugumo problemy gausa lémé poreikj informacijos saugumui
valdyti. Kylan¢ioms problemoms spresti buvo parengta jvairiy dokumenty — geryjy praktiky
pavyzdziai, vertinimo metodikos, rekomendacijos pavienéms verslo Sakoms, sukurtas ne vienas
tarptautinj pripaZzinima pelngs informacijos saugumo valdymo standartas. Siy dokumenty
pagrindu organizacijoms suteikiama metodin¢ pagalba kompleksiSkai ir suderintai taikyti
informacijos saugumo valdymo metodus bei technologijas, laikytis geriausiy praktiky, atitikti
teisinius reikalavimus ir kity privalumy (Amaral, 2007; Gorge, 2009; Weise, 2009). Kaip rodo
praktika, pavieniai individai ar organizacijos ne visada nori ir gali spresti kylancias saugumo
problemas, ¢ia iSryskéja valstybiy valdzios institucijy isikiSimo butinybé. Valstybés, supratusios
informacijos saugumo problemy kritiskumg ir valdymo svarba (pvz., JAV, DidzZioji Britanija,
Japonija, Australija ir kt.), nustat¢ privalomus informacijos saugumo reikalavimus
organizacijoms, veiklos sritims (sektoriams), valdan¢ioms jautrig informacija (asmens ar
sveikatos duomenis, finansing ar karine informacija ir kitg). Sie reikalavimai daZnai remiasi
susiformavusiomis gerosiomis praktikomis ir (ar) tarptautiniais informacijos saugumo valdymo
standartais.

Nepaisant bandymy spresti informacijos saugumo keliamus i$Stukius, pastaryjy mety
tendencijos rodo, kad informacijos saugumas tampa globalaus masto problema, Kkurios
aktualumg iliustruoja nuolat augantys informacijos saugumo incidenty atvejai ir mastai. Sie
incidentai kelia grésme¢ ne tik pavienéms organizacijoms ar valstybéms, bet ir globaliai
kibernetinei erdvei. Pasaulinés interneto infrastruktiiros, kuriai priskiriami didZiausi elektroniniy
rySiy paslaugy tiekéjai, interneto srauty paskirstymo jranga, vardy sriciy saugyklos ir kita
milijonus vartotojy bei milijardus uzklausy visame pasaulyje aptarnaujanti jranga, sutrikimai ar
tikslingos atakos gali smarkiai sulétinti tarptautiniy duomeny srauta, atkirsti pavienius tinklus ar
ju grupes bei kitus iSteklius nuo likusiy vartotojy (Ryan, 2007). Problemos realumg ir galima
zalag parodé jvykiai Estijoje perkeliant ,bronzinio kario skulptiirg®. Pasaulinés rySiy
infrastruktiiros priemonémis organizuoto puolimo prie§ §ig Sal] metu buvo atkirstos visos
valstybés galimybés susisiekti su pasauliu, gauti ar pranesti informacijg apie Salyje vykstancius
procesus, paralyzuotas valstybés institucijy ir verslo organizacijy darbas bei galimybé tvarkyti
verslo ar kasdienio gyvenimo poreikius elektroninéje erdvéje. Sis jvykis sukélé placia
tarptauting diskusijg, 1 kurig buvo jtrauktos ir NATO bei Europos Sajungos atitinkamos
struktiiros, del esamy tokio masto pazeidziamumy ir kolektyviniy veiksmy tokiais atvejais
bitinybés (Janelitinas, 2007; Lorents, Rain, Rikk, 2009).

Aplinkos kaita ir joje vykstantys procesai rodo, kad informacijos saugumo problemy

specifiSkumas gali biiti iSskiriamas individo ar organizacijos, valstybés bei tarptautiniame
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lygmenyse. Ivertinus informacijos saugumo incidenty mastg ir galimg neigiamg poveikj bet
kuriame i§ Siy lygmeny, teigtina, kad sugebéjimas valdyti informacijos sauguma turi tapti
strateginiu tiek organizacijy, tiek valstybiy, tiek ir valstybes jungianciy tarptautiniy aljansy ar
kity instituty tikslu. Kiekviename lygmenyje galima ieskoti konkreciy informacijos saugumo
valdymo jrankiy, taciau didziausia atsakomybé Siame kontekste turi tekti valstybéms, kurios,
pasiremdamos suteiktomis galiomis, gali ir privalo nustatyti priemones, uZztikrinancias
informacijos saugumo valdyma jy viduje (t. y. individy ir organizacijy lygmenyje), bei turéti
jtakos kitoms valstybéms ar jy dariniams imtis informacijos saugumo priemoniy ir taip prisideti
prie tarptautinio lygmens problemy sprendimo (CIO, CSO ir PwC tyrimas, 2010, 2012; Ernst &
Young’s 12th Annual Global Information Security Survey; NATO, 2010).

Analizuojant aptarto globalaus informacijos saugumo valdymo problemy konteksto
atspindj Lietuvoje, galima teigti, kad Lietuvai taip pat aktualios globalios informacijos saugumo
problemos: esame susidir¢ su internetinés bankininkystés sistemy sutrikimais ir atakomis,
registry ir valstybés informaciniy sistemy duomeny nepasiekiamumu, asmens duomeny
nutekéjimu 1§ verslo ir valstybiniy organizacijy, plataus atgarsio susilauké¢ jsilauzimai i rysiy
paslaugy tiekéjy serverius, kada nukentéjo tiek privaéiy bendroviy, tiek ir valstybés institucijy
interneto svetainés, buvo sutrikdytas jy darbas ir pan. (Gamulis, Kiskina, 2009; Janelitinas,
2007; RRT, 2010). Sprendziant Sias problemas Lietuvoje, kaip ir kitose Salyse, priimta jvairiy
strateginiy dokumenty ir kity teisés akty, reglamentuojanéiy informacijos saugumo valdyma. Siy
informacijos saugumo dokumenty turinys parengtas ir nuolat tobulinamas informacijos saugumo
specialisty praktiky, remiamasi tarptautinémis gerosiomis praktikomis ir metodikomis.

Aptarus informacijos saugumo problematikos raida bei priemones, kuriy imamasi
valdant informacijos saugumo problemas jvairiuose lygmenyse, galima konstatuoti, kad nors
informacijos saugumas tampa vienu svarbiausiu veiklos prioritetu tiek organizacijoms, tiek ir
valstybéms, taciau informacijos saugumo incidenty skaicius, kartu su dél jy patiriamy nuostoliy
mastais, nevaldomai auga visame pasaulyje. Sios tendencijos leidzia daryti i$vadas, kad: 1)
informacijos saugumo incidentai gali buti jvardyti kaip pagrindinis indikatorius, suponuojantis
sisteminiy informacijos saugumo problemy egzistavima; 2) sprendziant informacijos saugumo
problemas, didZiausia atsakomybé turi tekti valstybéms; 3) informacijos saugumo uztikrinimas
néra tinkamai valdomas ir islieka aktualia praktine problema.

Taigi esama situacija vercia ieskoti giluminiy informacijos saugumo valdymo problemy

priezasCiy bei galimy jy sprendimy biidy, taikytiny Lietuvos atvejui.
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Temos iStirtumas. Informacijos saugumo apibrézties kaitai jtakg daré¢ daugybé
moksliniy tyrimy. Tyrinéjant informacijos saugumo problematikg, analizuota informacijos
saugumo suvoktis (Parker, 1981; Trcek, 2006; McCumber, 2005; Zafar ir Clark, 2009;
Mikalauskiené ir Brazaitis, 2010 ir kiti), jvairts techniniai (Anderson, 1994; Anderson ir Moore,
2009; D*Archy ir Hovav, 2009; Mikucionis, Toldinas ir Venckauskas, 2007 ir kiti), ekonominiai
(Anderson, 2001; Caelli, 2002; Gordon ir Loeb, 2006; Johnson, 2009 ir kiti), vadybiniai (Abbas
et al., 2011; Chang ir Lin, 2007; Dlamini, Eloff ir Eloff, 2009; Eloff ir Eloff, 2003; Hong et al.,
2003; Knapp et al., 2006; Parakkattu ir Kunnathur, 2010 ir kiti), komunikaciniai (Janelitinas,
2007 ir kiti), saugos priemoniy taikymo (Kazanavi¢ius et al., 2012; Japertas, Cindikas ir
Sestaviskas, 2012; Paulauskas, 2009 ir kiti), standarty taikymo (Amaral, 2007; Gorge, 2009;
Smith et al., 2010; Weise, 2009 ir kiti), psichologiniai (Nohlberg, 2008; Whitten ir Tygar, 1999;
Anderson ir Moore, 2009; Asch, 1952 ir kiti), ZzmogiSkojo faktoriaus (Ashenden, 2008; Timko,
2008 ir kiti), socialinés inzinerijos (Bakhshi, Papadaki ir Furnell, 2009; Workman, 2008; Kelly
2007; Mitnick ir Simon 2002 ir kiti), teisinio reglamentavimo ir reguliavimo (Césna ir Stitilis,
2000; McFadzean, Ezingeard ir Birchall, 2007; Paskauskas, 2007; Smith et al., 2010; Stitilis ir
Paskauskas, 2007 ir kiti), kompetencijos ir mokymy (Venckauskas, Krivickiené ir Toldinas,
2009; Choi, Kim ir Goo, 2008; Chang ir Ho, 2006; Tsohou et al., 2008; White, 2009 ir kiti) bei
kiti informacijos saugumo aspektai.

Analizuojant ir vertinant informacijos saugumo teorijos raidg ir praktinio taikymo patirt]
daug prisidéjo M. Sipponen ir H. Oinas-Kukkonen (2007), J. D‘Archy ir A. Hovav (2009),
F. Bjorck ir L. Yngstrom (2001), H. Zafar ir J. Clark (2009), M. Dlamini, J. Eloff ir M. Eloff
(2009), von Solms (2010), J. Choobineh, G. Dhillon ir M. Grimaila (2007), R. Werlinger,
K. Hawkey ir K. Beznosov (2009), G. Dhillon ir J. Backhouse (2001), E. McFadzean,
J. Ezingeard ir D. Birchall (2006) ir Kiti.

[Sanalizavus teorinius tyrimus ir praktinio taikymo patirtj, galima teigti, kad informacijos
saugumo problematika gana plati, taciau dauguma informacijos saugumo tyrimy koncentruota
ties technologinémis problemomis. Egzistuoja daug iSsamiais moksliniais tyrimais pagristy,
patikimy informacijos saugumo uztikrinimo priemoniy, bet daznai dél savo technologinio
sudétingumo, ekonominiy veiksniy, kompetencijos trilkumo ar kity priezasCiy $ios priemongs
néra tinkamai taikomos, taigi stebimas didelis atotrukis tarp mokslo ir praktikos, stokojama
konceptualiy informacijos saugumo valdymo tyrimy.

Remiantis bendru moksliniy tyrimy kontekstu, galima daryti prielaida, kad pagrindinis
saugumo tikslas (objektas, kurj siekiama apsaugoti) yra informacija, taiau, analizuojant

informacijos, tvarkomos informaciniy technologijy priemonémis, saugumg, daznai saugumo
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objektu virsta padios informacinés technologijos ar informacinés sistemos. Sioje disertacijoje,
ieSkant esamos informacijos saugumo valdymo problematikos sprendiniy, daroma esminé
moksliné prielaida, kad svarbiausias informacijos saugumo objektas yra informacija, todél
informacijos saugumas turéty buti tiriamas kaip sudétiné informacijos vadybos ir kity gretimy
koncepcijy (informacijos istekliy vadybos, informacijos sistemy vadybos, informacijos jrasy
vadybos) dalis.

Zvelgiant j informacijos vadybos moksly raida, ypa¢ informacijos vadybos istakas, taip
pat galima jzvelgti pradines, techniSkas, informacijos vadybos uzduotis sprendziant duomeny
apdorojimo problemas. Véliau Sios uzduotys pléstos efektyvaus informaciniy technologijy
iSnaudojimo linkme bei tapo placia vadybine koncepcija, apimancia informacijos valdyma
visuose organizacijos veiklos procesuose ir gyvavimo srityse. Siuolaikinés informacijos vadybos
kontekste informaciniy technologijy naudojimas vertinamas kaip konkreciy efektyviai
organizacijos veiklai parengty procesy paramos priemoné (jrankis), o informacijos vadybos
uzdaviniais tampa siekis organizacijai padéti efektyviai valdyti informacija, optimizuoti visus
veiklos procesus (siejant juos su organizacijos veiklos strategija) bei prisitaikyti prie aplinkos
poky¢iy (Choo, 2002, 2008; Wilson, 1997; Vodacek 1998; Schlogl, 2005).

[Sanalizavus pagrindiniy informacijos vadybos teoretiky darbus, galima iSskirti
T. Wilson (1997), E. Maceviciutés ir T. Wilson (2002), D. Chaffey ir S. Wood (2005),
D. Chaffey ir G. White (2011) mokslinius tyrimus, kuriuose $ie autoriai mini, kad informacija
turi biti saugi, pristatyta reikiamam subjektui, taCiau detaliau informacijos saugumo
nenagrinéja. Nagrinéjant pagrindinius informacijos vadybos procesinj (Choo, 2002) ir ekologinj
modelius (Davenport ir Prusak, 1997), galima konstatuoti, kad informacijos saugumo aspektas
neisrySkintas. Ple€iant analiz¢ j gretimas informacijos vadybos koncepcijas, galima aptikti, kad
iSryskinus informacijos valdymo technologinj; aspekta ir apie 1970 m. susiformavus
informacijos iStekliy vadybos sampratai, Siek tiek placiau informacijos saugumo problematika
nagrinéta informacijos iStekliy vadybos kontekste. D. Skyrme (1999), J. Hoven (2001),
N. Willard (1993, 2003), Z. Atkocitnienés ir L. Markeviciités (2005) sudaryti informacijos
iStekliy vadybos modeliai, kaip viena i$ informacinés veiklos sriciy, i$skiria ir informacijos
1Stekliy saugumo uZtikrinimo aspekta.

Apibendrinus i$analizuotus mokslinius informacijos saugumo tyrimus, konstatuota, kad
pozitris | informacijos sauguma nuo pirmyjy kompiuteriy pasirodymo iki Siy dieny i§ esmeés
evoliucionavo — siaurg informacijos saugumo, kaip technologinés problemos, supratimg plecia
ekonominiy, vadybiniy, psichologiniy, teisiniy ir kity susijusiy aspekty jtakos informacijos

saugumui tyrimy rezultatai, kyla platesnio vadybinio poziiirio poreikis, tampa akivaizdu, kad
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esamos informacijos saugumo valdymo priemonés nebéra pakankamos informacijos saugumui
valdyti. RysSkéja platesnés informacijos saugumo valdymo suvokties poreikis ir sisteminiy
informacijos saugumo valdymo tyrimy trilkumas. Aptarty moksliniy tyrimy kontekste, gretinant
informacijos saugumo valdymo ir informacijos vadybos raida, galima jzvelgti paraleliy abiejy
diskursy slinktyje nuo technologijy vadybos link, numanyti tyrimy objekto sasajas, taciau
informacijos vadybos modeliy, metody bei valdymo jrankiy tyrimuose neisryskinta informacijos
saugumo dedamoji, o informacijos saugumo valdymas nesiejamas su informacijos vadyba.
Mokslinés literatiiros analizé leido nustatyti moksliniy darby, skirty informacijos
saugumo valdymo visumai apibrézti ir sgsajumui su informacijos vadyba iSryskinti, trikuma.
Mokslinése jzvalgose akcentuojant informacija, kaip kritinj iStekliy, per maZas teoretiky

démesys Sio iStekliaus saugumui uztikrinti tampa aktualia moksline problema.

SprendZziama moksliné problema. Informacijos saugumo valdymo mokslinés
problemos laukas néra visiSkai susiformaves, stebétina tyrimy plétra, tac¢iau vyrauja diskretyvi
pavieniy aspekty (ypac¢ technologiniy) analizé. Valdant informacijos sauguma identifikuotinas
technologiniy aspekty ryskinimas. Stokojama moksliSkai pagristy sisteminiy informacijos
saugumo valdymo koncepty, kurie praplésty informacijos saugumo valdymo teoriniy tyrimy
lauka bei lemty teoriniy paradigmy taikyma sprendZiant ryskéjancias praktines informacijos
saugumo valdymo problemas tiek Lietuvoje, tiek ir globaliu mastu. Tampa akivaizdu, kad
moksliskai nejtvirtintas informacijos saugumo valdymas sukelia problemy, kurios isryskéja ir
praktiniame lygmenyje.

Ieskant esamos informacijos saugumo valdymo problematikos sprendiniy bei darant
esming¢ moksling prielaida, kad informacijos saugumo valdymo objektas yra informacija,
tikétina, jog informacijos saugumas turéty buti sudétiné informacijos vadybos dalis, todél,
valdant informacijos saugumg, galéty buti tikslinga pasitelkti teorinius informacijos vadybos
konceptus ir jrankius. Moksliskai pagristas informacijos vadybos jrankiy pasitelkimas, tikétina,
padéty uztikrinti visapusiska ir efektyvy informacijos saugumo valdyma.

Pastebéta, kad nors mokslinése jzvalgose informacija akcentuojama kaip Kritinis
iSteklius, taciau teoretiky démesys Sio iStekliaus saugumui uZztikrinti yra menkas. ki Siol
informacijos saugumo valdymo ir informacijos vadybos sgsajos néra pakankamai i$plétotos ir
pagristos, todél néra argumentuoto teorinio mokslinio pagrindo informacijos saugumo valdymui
taikyti informacijos vadybos modelius, metodus bei valdymo jrankius ir tai tampa aktualia

moksline problema.
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ISanalizavus informacijos saugumo valdymo problemines sritis, galima teigti, kad

egzistuojancios informacijos saugumo valdymo priemonés, kilusios i§ technologiniy moksly,

neuztikrina visapusiSko, integruojancio vadybinius aspektus informacijos saugumo valdymo.

Disertacijoje keliamas pagrindinis probleminis klausimas — kaip integruoti informacijos

saugumo valdymo priemones ir informacijos vadybos jrankius ir uZtikrinti visapusiskai

valdomg informacijos sauguma Lietuvos valstybés institucijose?

Tyrimo objektas — informacijos saugumo valdymas.

Tyrimo tikslas — sukurti ir pagrijsti integraly informacijos saugumo valdymo modelj,

taikyting Lietuvos Respublikos valstybés institucijoms.

Tyrimo uzZdaviniai:

1.

ISanalizuoti vyraujan¢ius mokslinius pozitrius ] informacijos saugumg ir
suformuoti informacijos saugumo valdymo turinj.

ISryskinti informacijos saugumo vietg informacijos vadybos moksly kontekste,
18skirti informacijos vadybos jrankius, taikytinus informacijos saugumo
valdymui.

Sudaryti integraly, teoriSkai pagrjsta informacijos saugumo valdymo model;.
Suformuoti informacijos saugumo valdymo vertinimo prieigg ir atlikti Saltiniy,
formuojanciy informacijos saugumo valdymo reikalavimus Lietuvos valstybés
institucijoms, turinio analizg.

Istirti, kaip Lietuvos valstybés institucijos jgyvendina galiojancius informacijos

saugumo valdymo reikalavimus.

Ginamieji teiginiai:

1.

Informacijos saugumas yra sudétiné informacijos vadybos dalis, todél
informacijos saugumo valdymui pasitelkiant informacijos vadybos jrankius gali
biti uztikrintas efektyvus informacijos saugumo valdymas.

Informacijos saugumas Lietuvos valstybés institucijose néra tinkamai valdomas
del informacijos saugumo reikalavimy fragmentiSkumo ir vyraujancio formalaus
techninio pozidirio.

Integralus informacijos saugumo valdymo modelis, jungiantis informacijos

saugumo valdymo priemones ir informacijos vadybos jrankius, leidzia spresti
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esamas informacijos saugumo valdymo problemas, praple¢ia informacijos
vadybos ribas ir gali bati sékmingai naudojamas tiek tolesniuose teoriniuose

tyrimuose, tiek praktinéje Lietuvos valstybés institucijy veikloje.

Tyrimo metodai

Vykdant tyrimg buvo taikyti mokslinés literatiros kritinés analizés, dokumenty turinio
analizés, lyginimo, abstrakcijos, analogijos, sintezés, apibendrinimo, anketinés apklausos bei
eksperty interviu tyrimo metodai.

Teorinése darbo dalyse, formuojant sisteminio pozitrio j informacijos saugumg turinj,
atlikta mokslinés literatiros kritiné analizé, lyginimas bei apibendrinimas. Sisteminé
informacijos vadybos mokslinés literatiiros analizé, abstrakcijos, analogijos ir apibendrinimo
metodai leido iSrySkinti informacijos saugumo ir informacijos vadybos sasajuma, iSskirti
informacijos vadybos jrankius, taikytinus informacijos saugumo Vvaldymui, bei suformuoti
integraly informacijos valdymo model;.

Empirinéje darbo dalyje, integralaus informacijos saugumo valdymo modelio praktiniam
pritaikomumui nustatyti ir pagristi pasitelkta miSriy metody prieiga derinant kiekybiniy ir
kokybiniy tyrimy metodus — dokumenty turinio analize, anketing institucijy apklausg ir eksperty
interviu. Derinant Siuos metodus galima uZtikrinti visapusiSkai argumentuotus ir patikimus
tyrimo rezultatus teorinio integralaus informacijos saugumo valdymo modelio praktinei
realizacijai ir pagrindimui. Empirinio tyrimo duomenims analizuoti taikyta nuosekliy procediiry
tyrimo strategija. Kokybiniai ir kiekybiniai duomenys renkami nuosekliai vieni po Kkity,
renkamais duomenimis detalizuoti, praplésti bei papildyti anks¢iau surinkty duomeny pagrindu
gauti rezultatai. Remiantis teorinéje darbo dalyje suformuotu integraliu informacijos saugumo
valdymo modeliu buvo sudaryta informacijos saugumo vertinimo prieiga, i$skirti informacijos
saugumo valdymo jrankiai ir apibrézti vertinimo kriterijai. Si prieiga taikyta identifikuoty
Saltiniy, formuojan¢iy informacijos saugumo valdymo reikalavimus Lietuvos valstybés
institucijoms, turinio analizei. Analizés rezultatai panaudoti formuluojant klausimus ekspertams,
0 kartu su eksperty interviu jzvalgomis (iskeltais probleminiais klausimais) — sudarant
kiekybinio tyrimo (institucijy apklausos) anketas.

Informacijos saugumo dokumenty, reglamentuojanciy informacijos saugumo valdyma
Lietuvos valstybés institucijose, turinio analizé taikyta pagristi informacijos saugumo valdymo
Lietuvos valstybés institucijose trilkumus. Analizés rezultatai parodé, kad informacijos saugumo
valdymas Lietuvos valstybés institucijose tik su iSlyga gali buti pavadintas modeliu, todél

jvardijant esamg bukle naudotina diskretaus (atskiro nuo visumos) informacijos saugumo
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modelio sagvoka, kurios turinj nusako informacijos saugumo valdymo reikalavimy taikymas ne
visai organizacijos informacijai, o atskiroms organizacijos informacijos sistemoms.

Eksperty interviu metodas taikytas kaip pavieniy Lietuvos valstybés institucijy ir
ekspertinio konteksto jvesties jrankis j atlikta teorinio integralaus informacijos saugumo
valdymo modelio taikymo Lietuvos valstybés institucijoms dokumenty turinio analizés rezultaty
vertinima.

Atliekant Lietuvos valstybés institucijy apklausg buvo siekiama iStirti praktinj
informacijos saugumo valdymo reikalavimy jgyvendinimg. Kiekybiniams duomenims, kaip
Lietuvos valstybés institucijos jgyvendina informacijos saugumo reikalavimus, surinkti, buvo
suformuotas originalus informacijos saugumo valdymo jvertinimo valstybés institucijose
klausimynas. Surinkty duomeny i$sami analizé padéjo detaliai jvertinti informacijos saugumo
valdymo situacijg Lietuvos valstybés institucijose ir suformuluoti sudaryto teorinio integralaus

informacijos saugumo valdymo modelio jgyvendinimo prielaidas.

Darbo naujumas ir moksliné reik§mé

Darbo naujumg ir teorinj reikSminguma lemia pasiekti informacijos vadybos mokslui
svarblis rezultatai. Darbas leido sumaZzinti neapibréZtumag informacijos vadybos moksly
sistemoje, iSplétoti teoring informacijos vadybos paradigma informacijos vadybos moksly
sistemoje iSrySkinant informacijos saugumo valdymo dedamaja.

Disertacijoje, iSanalizavus informacijos saugumo moksliniy tyrimy jzvalgy kisma,
susisteminus informacijos saugumo sgvokas ir nustacius jy rySius bei atlikus lyginamaja
tarptautiniame lygmenyje vyraujanciy informacijos saugumo valdymo priemoniy analizg,
suformuota ir pagrjsta informacijos saugumo valdymo turinio apibréZtis.

Aptartas informacijos saugumo valdymo objekto diskursas ir iSrySkinta informacija, kaip
informacijos saugumo valdymo objektas suformavo teorines prielaidas informacijos saugumo
valdymui pasitelkti informacijos vadybos jrankius. Siy jrankiy analizé leido i$skirti informacijos
vadybos jrankius, taikytinus informacijos saugumo valdymui.

Sujungiant disertacijos teorinése dalyse atlikty moksliniy tyrimy rezultatus suformuotas
teorinis integralus informacijos saugumo valdymo modelis, taikytinas tiek tolesniuose
teoriniuose moksliniuose tyrimuose, tiek praktiniam taikymui. Integralaus informacijos
saugumo valdymo modelio praktinis pritaikomumas patikrintas vertinant informacijos saugumo
valdymg Lietuvos valstybés institucijose. Atlikto empirinio tyrimo rezultatai pagrindé teorinio

modelio reikSmingumga efektyviam informacijos saugumo valdymui uztikrinti.

33



Disertacijos tyrimo ribos

Disertacijos tyrimas apsiriboja informacijos saugumo valdymo modelio Lietuvos
valstybés institucijoms kiirimu. Tokias mokslinio darbo ribas lemia dvi pagrindinés priezastys.

1. Lietuvoje galiojantys informacijos saugumo valdymo reikalavimai placiausiai taikomi
iSskirtinai valstybés institucijoms, todél Siame sektoriuje yra didziausia erdvé tyrimams, o
jvertinant, kad Lietuvos Respublikos Vyriausybé yra deklaravusi siekj plésti informacijos
saugumo valdymo reikalavimy taikyma ir visiems kitiems sektoriams, iSsamus esamos situacijos
mokslinis jvertinimas bty kaip tik laiku; pagristos rekomendacijos galéty sukurti ir prakting
mokslinio darbo verte.

2. Sis sektorius pasirinktas atsizvelgiant ir j vieSosios teisés principus, nusakanéius, kad
vieSajam sektoriui leidZiama tik tai, kas nurodyta, t. y.: 1) vieSojo administravimo subjektams
leidziama tik tai, kas numatyta teisés aktuose; 2) viesojo administravimo subjektams privaloma
atlikti tai, kas numatyta teisés aktuose, t.y. viesSasis sektorius yra jpareigotas aiskiy rémy ir
negali laisvai rinktis, kaip reaguoti j informacijos saugumo rizikas. D¢l Sios priezasties Lietuvos
valstybés institucijy informacijos saugumas tiesiogiai priklauso nuo galiojanciy informacijos

saugumo valdymo reikalavimy, o tai suponuoja, kad Sie reikalavimai turi biiti tinkamai pagristi.

Disertacijoje naudojamos pagrindinés savokos

Darbe naudojama si informacijos saugumo valdymo sqvoka:

Nagrin¢jant mokslinius tyrimus, pastebétas naudojamy informacijos saugumo sgvoky
nuoseklumo trikumas. Tyrimy objekto lygmenyje mokslo darbuose tiek angly kalba, tiek
lietuviy kalba daznai sinonimiSkai naudojamos informacijos saugumo (angl. information
security), informacijos technologijy saugumo (angl. information technology security),
informaciniy sistemy saugumo (angl. information systems security) savokos. Saugumo proceso
lygmenyje néra nusistovéjusios aiskios takoskyros tarp angliSky sgvoky management ir
governance bei jy vertimo ] lietuviy kalbg. Reikéty pazyméti, kad Lietuvoje néra grieztai
nusistovéjes ir net Siame kontekste angly kalboje vartojamo termino Security vertimas —
saugumas, sauga, apsauga (pavyzdziui, COBIT metodikos vertime naudojamos Vvisos trys
savokos). Siuo metu terminas apsauga daZniausiai sutinkamas asmens duomeny teisinés
apsaugos, privatumo kontekste, sauga — valstybés informaciniy istekliy (registry ir informaciniy
sistemy) kontekste, saugumas vartojamas placiausiai, kaip apimantis visus iSvardytus aspektus.
Vertinant aptartg konteksta, informacijos saugumo valdymo sgvoka labiausiai tinka siekiant
atskleisti jvairialypj informacijos saugumo valdymo kontekstg ir disertacijoje buvo naudojama

kaip apimanti (bendraja prasme) saugumo, saugos ir apsaugos bei vadybos ir valdymo aspektus.
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Darbe naudojama si Lietuvos valstybés institucijos sqvoka:

Lietuvos valstybés institucija — atstovaujamosios, valstybés vadovo, vykdomosios,
teisminés valdzios institucija, teis€saugos institucija, auditg, kontrole (priezitrg) atliekanti
institucija, kita valstybés institucija, kuri finansuojama i§ valstybés biudzety bei valstybés pinigy
fondy ir kuriai VieSojo administravimo jstatymo nustatyta tvarka yra suteikti vieSojo

administravimo jgaliojimai.

Disertacijos struktiira

Disertacija sudaryta i$ jvado, trijy daliy, iSvady, literattiros saraso ir priedy.

Pirmoje disertacijos dalyje iSanalizuotos ir susistemintos informacijos saugumo
apibréztys, atskleista informacijos saugumo sampratos geneze, iSanalizuota Lietuvos ir uzsienio
tyréjy informacijos saugumo tyrimy apréptis ir problematika. Sios analizés pagrindu
suformuotas informacijos saugumo valdymo turinys.

Sioje dalyje taip pat aprasytos informacijos saugumo valdymo priemonés — tarptautiniai
informacijos saugumo valdymo standartai, metodikos ir modeliai, atlikta §iy priemoniy
lyginamoji analizé.

Remiantis teoriniame tyrime suformuluotomis informacijos saugumo valdymo
prielaidomis bei turiniu, atliktas Zvalgomasis tyrimas: dokumenty turinio analizés metodu iStirti
informacijos saugumo valdymo reikalavimai Lietuvos valstybés institucijoms ir jvertintas Siy
reikalavimy laikymasis konkrecioje Lietuvos valstybés institucijy grupéje — Lietuvos
Respublikos ministerijose. Sio Zvalgomojo tyrimo rezultatai leido pagristi darbo temos ir
ginamyjy teiginiy aktualuma, apibréZzti tolesniy tyrimy poreik] ir kryptis.

Antroje disertacijos dalyje, siekiant atskleisti saugumo valdymo ir informacijos vadybos
moksly s3sajuma, iSanalizuoti ir jvertinti informacijos vadybos tyré¢jy darbai, iSskirti
informacijos vadybos jrankiai, kuriuos biity galima taikyti informacijos saugumui valdyti.

Apibendrinus atliktg teorinj tyrima, sudarytas integralus informacijos saugumo valdymo
modelis, jungiantis informacijos saugumo valdymo priemones ir informacijos vadybos jrankius.

Trecioje disertacijos dalyje atliktas teorinio integralaus informacijos saugumo valdymo

modelio praktinio pritaikomumo galimybiy empirinis tyrimas.
Empirinio tyrimo metodologija

Empirinio tyrimo objektas — integralaus informacijos saugumo valdymo modelio

praktinis taikymas informacijos saugumo valdymui Lietuvos valstybés institucijose.
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Empirinio tyrimo tikslas — nustatyti teorinio integralaus informacijos saugumo

valdymo modelio praktinio pritaikomumo galimybes.

Empirinio tyrimo uZdaviniai:

1. Suformuoti informacijos saugumo valdymo vertinimo prieiga, jrankius ir
vertinimo Kriterijus.

2. Nustatyti Saltinius, formuojancius informacijos saugumo valdymo reikalavimus
Lietuvos valstybés institucijoms.

3. Istirti identifikuoty Saltiniy turinj remiantis suformuotos informacijos saugumo
valdymo prieigos jrankiais ir vertinimo kriterijais.

4. Ivertinti, kaip Lietuvos wvalstybés institucijos jgyvendina galiojancius

informacijos saugumo reikalavimus.

Empirinio tyrimo metodai

Remiantis teoriniu integraliu informacijos saugumo valdymo modeliu, buvo suformuota
informacijos saugumo valdymo vertinimo prieiga ir atliktas informacijos saugumo valdymo
Lietuvos valstybés institucijose tyrimas. Tyrimui taikyta miSriy metody prieiga derinant
dokumenty turinio analizés, institucijy anketinés apklausos ir eksperty interviu metodus.
Empirinio tyrimo rezultatai leido identifikuoti trikumus ir suformuluoti sitlymus, kaip,
remiantis integraliu informacijos saugumo valdymo modeliu, efektyviai valdyti informacijos

saugumg Lietuvos valstybés institucijose.

Tyrimo rezultatai.

Remiantis suformuota informacijos saugumo valdymo vertinimo prieiga, empirinis
tyrimas atliktas vertinant Lietuvos valstybés institucijoms nustatytg informacijos saugumo
politika, informacijos saugumo strategija, informacijos saugumo auditg, informacijos saugumo
brandg ir informacijos saugumo veikéjus.

Informacijos saugumo politika valstybés institucijose apibrézia institucijos saugumo
politikos dokumentas, o informacijos saugumo valdymo objektas — informaciniai iStekliai
(valstybés registrai, zinybiniai registrai, valstybés informacinés sistemos ir vidaus
administravimo informacinés sistemos). Siuo metu informacijos saugumo valdymo reikalavimai
vienareikSmiskai galioja trims informaciniy iStekliy rGsims (neapibrézti reikalavimai vidaus

administravimo informacinéms sistemoms).
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Kiekybinis tyrimas leido nustatyti, kad nors per 70 proc. Lietuvos valstybés institucijy
turi informacijos saugumo politikos dokumentus, taciau tik trecdalis tirty institucijy turi
informacijos saugumo politikos dokumentus, kurie nuosekliai apima visus $iy institucijy
valdomus informacijos iSteklius ir nustato bendra organizacijos saugumo politikg. Nepavaldziy
Lietuvos Respublikos Vyriausybei institucijy lygmenyje jokiy informacijos saugumo politikos
dokumenty neturi net 63 procentai institucijy (dauguma S$iy institucijy valdo tik vidaus
administravimo sistemas).

Tyrimo rezultatai leido konstatuoti, kad nors Lietuvos valstybés institucijoms nustatytas
informacijos saugumo valdymo objektas — valstybés informacijos iStekliai — turi trikumy
(pavyzdziui, beveik pusé valstybés informaciniy iStekliy yra vidaus administravimo sistemos, o
joms informacijos saugumo valdymo reikalavimai néra taikomi), taciau jo pakeitimas kainuoty
daug finansiniy ir organizaciniy iStekliy, todél labiau tinkamas sprendimas — patvirtinti
trikstamus informacijos saugumo valdymo reikalavimus vidaus administravimo sistemoms, 0
informacijos saugumo dokumentus kompleksiSkai taikyti visiems konkreCios institucijos
valdomiems informacijos iStekliams.

Dokumenty turinio analizé leido identifikuoti, kad valstybés institucijoms galiojantys
aukscCiausio lygmens informacijos saugumo valdymo reikalavimai (jstatymai ir Vyriausybeés
nutarimai) tiesiogiai apima tik du i$ trijy informacijos saugumo valdymo tiksly —
konfidencialumg ir vientisuma, tac¢iau neapima prieinamumo. Ekspertai iSsaké abejones dél Siuo
metu tapaciai taitkomy informacijos saugumo tiksly visoms valstybés institucijoms: jy manymu,
institucijos turéty turéti galimybe nustatyti prioritetus Siems tikslams taikyti atsizvelgdamos j
institucijoje valdomos informacijos specifika. Kiekybinio tyrimo rezultatai parod¢, kad vertinant
tiek bendrus, tiek atskirus rezultatus (pagal institucijy pavaldumo grupes) institucijos nei$skyré
jokio statistiskai reikSmingo skirtumo tarp informacijos saugumo tiksly, t.y. tik maza dalis
valstybés institucijy sugeba realiai jvertinti ir argumentuotai pasirinkti prioritetus tarp taikytiny
informacijos saugumo tiksly. Taigi jei blity nuspresta suteikti institucijoms teis¢ rinktis, kurie
informacijos saugumo tikslai joms yra prioritetas, reikty parengti aiSkias metodines
rekomendacijas $iy prioritety argumentuotam pasirinkimui.

Teorinio dokumentinio tyrimo metu buvo identifikuota, kad wvalstybés informacijos
saugumo valdymo strategijos dokumentas egzistuoja, taCiau vis dar neuztikrintas jo
jgyvendinimas. Valstybés institucijos néra jpareigotos rengti specialios informacijos saugumo
strategijos, taCiau kiekybinis tyrimas parodé¢, kad trec¢dalis institucijy turi patvirtinta aktualy
informacijos strategijos dokumentg. Pazymétina, kad strategijai jgyvendinti néra uztikrintas

informacijos saugumo procesy ciklas, — kiekybinio tyrimo rezultatai parodé, kad 61 proc.
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valstybés institucijy nors kartg bandé vertinti rizikas ir reaguoti j aplinkos poky¢ius, ta¢iau tik 7
proc. valstybés institucijy tai daro nuolat.

Vertinant informacijos saugumo strategijos jgyvendinimo priemoniy turinj, konstatuotas
formalus atsakomybiy pasidalinimas tarp institucijy, taciau identifikuotas létas paskirty
uzduociy sprendimas, taip pat iSskirtas nevertinamas ekonominis kontekstas (pavyzdziui,
nustatytas racionaliai nepagrjsty, brangiai kainuojan¢iy techniniy priemoniy privalomas
taikymas) ir per mazas démesys zmogiskajam faktoriui.

Teorinis tyrimas leido identifikuoti, kad Valstybés informaciniy istekliy jstatyme
nustatytas informacijos saugumo audito vykdymas (audito reik§me¢ pabrézé ir kokybiniame
tyrime dalyvave ekspertai), taCiau valstybés lygmenyje auditas nevykdomas. Institucijy
lygmenyje valstybés institucijos privalo vykdyti periodinius auditus, taciau kiekybinis tyrimas
atskleidé, kad tik apie 58 proc. valstybés institucijy yra nors kartg vykde saugumo auditg ir tik 6
proc. jy informacijos saugumo audita vykdo nuolat.

Kokybinio tyrimo metu ekspertai praktiskai vienbalsiai pabrézé informacijos saugumo
brandos lygiy nustatymo ir vertinimo privalumus. Pagal institucijy brandos lygj galéty biti
parenkamos informacijos saugumo valdymo priemonés, svarbesnius iSteklius valdancios
institucijos turéty siekti atitinkamai aukStesnio brandos lygmens. Dokumenty turinio analizé
leido identifikuoti tai, kad valstybés institucijoms informacijos saugumo brandos lygiai
nenustatyti, vertinimo tvarka neapibrézta.

Vertinant informacijos saugumo veikéjus, empirinio tyrimo metu nustatytas
decentralizuotas informacijos saugumo valdymo organizavimas ir koordinavimas — pavienés
sritys formaliai i$dalintos atsakingoms valstybés institucijoms (iSskyrus kritinés infrastruktiiros
apsaugos funkcija, kuri vienareikSmiskai niekam nepriskirta), veiklos tarpinstituciniam
koordinavimui jkurta kolegiali koordinaciné komisija. ISanalizavus kompetentingy institucijy
funkcijas ir jas palyginus su institucijy struktira, etaty sgraSais bei pareigybiy aprasymais,
akivaizdziai matyti, kad koordinuojancios institucijos néra pajégios vykdyti iSkelty joms
uzdaviniy, neturi reikiamy etaty bei specialisty. PanaSias jzvalgas kokybinio tyrimo metu
pateiké ir ekspertai — jy teigimu, nors yra paskirtos kompetentingos institucijos, taciau
informacijos saugumo organizavimas pasiZzymi zema institucijy kompetencija, specialisty
trikumu, létu paskirty uzduociy sprendimu (pavyzdziui, Lietuvos Respublikos valstybeés
informaciniy iStekliy jstatymas jsigaliojo 2012 m. sausio 1 d., ta¢iau dauguma jam jgyvendinti
reikalingy teisés akty vis dar neparengta).

Kiekybinis informacijos saugumo valdymo Lietuvos valstybés institucijose tyrimas

padéjo identifikuoti rimtg spragg institucijy lygmenyje — 78 proc. institucijy turi uz sauguma

38



atsakingais paskirtus saugos jgaliotinius, taiau 60 proc. atvejy uz informacijos Saugumo
valdyma paskirti informaciniy technologijy padaliniy darbuotojai ar net vadovai. Tokia situacija
aiSkiai priestarauja vykdymo ir kontrolés funkcijy atskyrimo principui ir trukdo efektyviai
uztikrinti informacijos saugumo valdyma.

Apibendrinant informacijos saugumo valdymo Lietuvos valstybés institucijose tyrimy
rezultatus, galima teigti, kad Siuo metu valdomos tik pavienés informacijos saugumo
uztikrinimo dalys, triilksta visuminio pozitrio, netaikomi jrankiai, kurie jgalinty valdomo

informacijos saugumo, kaip objektyvios saugumo biisenos, sukiirimg ir i§laikyma.

ISvados

1. Nuolat augantys informacijos saugumo incidenty atvejai ir mastai iliustruoja, kad
informacijos saugumo problemy aktualumas tampa kritinis, o esamos informacijos saugumo
valdymo priemonés néra pakankamos informacijos saugumui valdyti. Siaurg informacijos
saugumo, kaip technologinés problemos, supratimg ple¢ia ekonominiy, vadybiniy,
psichologiniy, teisiniy ir kity susijusiy aspekty jtaka informacijos saugumui.

2. Informacijos saugumo valdymo mokslinés problemos laukas néra visiskai
susiformaves, stebétina tyrimy plétra, taciau vyrauja diskretyvi pavieniy aspekty analizé:
pernelyg ryskinami technologiniai aspektai; triikksta moksliskai pagrjsty sisteminiy informacijos
saugumo valdymo koncepty, kurie praplésty informacijos saugumo valdymo teoriniy tyrimy
lauka bei lemty teoriniy paradigmy taikyma sprendZiant rySkéjancias praktines informacijos
saugumo valdymo problemas tiek Lietuvoje, tiek ir globaliu mastu.

3. Informacijos saugumo valdymui tirti bitina sglyga — vienareikSmiskai jvardytas
objektas, tac¢iau moksliniy tyrimy bei praktinio taikymo kontekste nepakankamai aiSkiai ir
pagristai pateikiama informacijos saugumo valdymo objekto apibréztis (Stebimas informacijos,
informaciniy sistemy, informacijos technologijy ir kity saugumo objekty vartojimas).

4. Disertacijoje vienareikSmiskai jvardytas informacijos saugumo valdymo objektas —
informacija. Objekto jvardijimas leidzia iSskirti informacijos saugumo valdymo tikslus bei
informacijos saugumo valdymui aktualius aspektus. Moksliniame darbe pagrindiniais
informacijos saugumo valdymo tikslais isrySkintas informacijos konfidencialumo, vientisumo ir
prieinamumo uztikrinimas, o aspektai, aktualiis informacijos saugumo valdymui, sugrupuoti |
strateging, zmogiskaja ir technologing dimensijas. Apibendrinus $ias jzvalgas, disertacijoje
informacijos saugumo valdymas apibréztas kaip siekis uztikrinti informacijos konfidencialuma,
vientisumg ir prieinamumg subalansuotai derinant strateging, zmogiskaja ir technologing

dimensijas.
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5. Informacijos saugumo valdymui uZztikrinti nepakanka suformuoti jo apibréztj, butina
numatyti ir priemones, kuriomis informacijos saugumas galéty bati valdomas. Teigiant, kad
informacijos saugumo valdymo objektas yra informacija, informacijos saugumui valdyti
pasitelktini informacijos vadybos metodai ir biidai.

6. Efektyvi informacijos vadyba pasizymi suderintu jrankiy taikymu. Informacijos
saugumui valdyti iSskirti informacijos vadybos jrankiai — politika, strategija, auditas, branda ir
veikéjai. Jungiant informacijos saugumo valdymo apibréztj ir iSskirtus informacijos vadybos
jrankius, siekiama, kad bty apibrézta informacijos saugumo valdymo politika ir strategija,
nuolat atliekamas auditas, valdomi visi informacijos saugumo uztikrinimo procesai, operatyviai
prisitaitkoma prie aplinkos pokyciy, paskirti kompetentingi veikéjai bei siekiamas aukStas
brandos lygis. Suderinus S§iy jrankiy taikyma, galima pagrjstai tikétis, kad bus uztikrintas
efektyvus informacijos saugumo valdymas.

Identifikavus ir kritiskai jvertinus informacijos vadybos bei informacijos saugumo
valdymo diskursy sagsajas sukurtas teorinis pagrindas suformuoti integraly informacijos
saugumo valdymo model;.

7. Teorinis integralus informacijos saugumo valdymo modelis suformuoja sisteminj
pozitrj | informacijos saugumo valdymo turinj, nusakantj objekts, tikslus bei priemones, ir
apibrézia informacijos vadybos jrankius, kurie sudaro salygas jvertinti ir uztikrinti informacijos
saugumo valdymo kompleksiskuma. Modelio kompleksiskumg iSrySkina ir tai, kad modelyje
integruoti informacijos vadybos jrankiai — politika, strategija, auditas, branda ir veikéjai — yra
sietini ir su esamy informacijos saugumo valdymo priemoniy trikumais. Taigi informacijos
vadybos jrankiy jdiegimas informacijos saugumo valdymui leidzia sustiprinti esamas silpnas
vietas ir taip uztikrinti efektyvy ir kompleksiska informacijos saugumo valdyma.

8. Teoriniame lygmenyje sukonstruoto integralaus informacijos saugumo valdymo
modelio praktinj reiksmingumgq atskleidzia empirinio informacijos saugumo valdymo Lietuvos
valstybés institucijose tyrimo rezultatai:

v Specialaus jstatymo, nuosekliai reglamentuojan¢io su informacijos saugumu
susijusius santykius, Lietuvoje néra. Informacijos saugumo politikg valstybéje
nustato Lietuvos Respublikos valstybés informaciniy istekliy valdymo jstatymas,
institucijose — saugumo politikos dokumentas (duomeny saugos nuostatai). Sie
dokumentai informacijos saugumo valdymo objektu jvardija informacija,
apdorojama valstybés informaciniais iStekliais (valstybés registrais, zinybiniais
registrais, valstybés informacinémis sistemomis ir vidaus administravimui skirtomis

informacinémis sistemomis).
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Informacijos saugumo valdymo reikalavimai, taikomi pavieniams valstybés
informaciniams iStekliams, turi trikumy — Sis objektas vienarecikSmiSkai neapima
visos valstybés institucijos valdomos informacijos, 0 privalomi informacijos
saugumo valdymo reikalavimai nepatvirtinti vidaus administravimui skirtoms
sistemoms, kurios sudaro 48 proc. visy Lietuvos valstybés institucijose valdomy
informaciniy iStekliy (Siems iStekliams reikalavimai yra rekomendacinio pobiidzio, o
rekomendaciniy informacijos saugumo valdymo reikalavimy nesilaiko daugiau nei
pusé Lietuvos valstybés institucijy).

Valstybiné informacijos saugumo valdymo strategija dokumentuota, nustatyti
ilgalaikiai tikslai, uzdaviniai bei $iy siekiniy vertinimo kriterijai, tac¢iau vis dar
neapsispresta dél detaliy jgyvendinimo veiksmy bei nepriimti strateginiams
nuostatams jgyvendinti reikalingi teisés aktai.

Nuolatinis informacijos saugumo valdymo ciklas néra uztikrintas — tik 7 proc.
valstybés institucijy nuolat taiko reagavimo i aplinkos pokycius priemones (riziky
analizes ir pan.), o informacijos saugumo valdymo priemonés nustatytos nejvertinus
ekonominio konteksto (kai kuriy galiojanc¢iy informacijos saugumo priemoniy
lgyvendinimas nepagrijstai brangiai kainuoja), taip pat per mazas démesys skiriamas
zmogiskajam faktoriui.

Norminiai dokumentai, formuojantys informacijos saugumo reikalavimus Lietuvos
valstybés institucijoms, nustato informacijos saugumo audito vykdymg. Taciau pats
informacijos saugumo audito procesas néra tinkamai apibréztas ir vykdomas,
neaudituojama informacijos saugumo politika ir jos jgyvendinimo procesas,
atsakingy uz informacijos saugumo valdymo koordinavima institucijy funkcijy
vykdymas, neuZtikrinama kontrolé, kaip valstybés institucijos jgyvendina
informacijos saugumo valdymo reikalavimus, neZinoma reali situacija Lietuvos
valstybés institucijose, nevaldomi informacijos saugumo procesai. Didelé¢ dalis
valstybés institucijy galiojancius reikalavimus taiko tik formaliai.

Informacijos saugumo valdymui koordinuoti Lietuvoje taikomas decentralizuotas
modelis — su informacijos saugumo valdymo koordinavimu susijusios funkcijos
paskirtos kelioms institucijoms (iSskyrus kritinés infrastruktiiros apsaugos funkcija,
kuri vienareikSmiSkai niekam nepriskirta), ikurtas kolegialus tarpinstitucinio
koordinavimo organas — nuolatiné komisija. Taciau informacijos sauguma

koordinuojancios institucijos néra pajégios vykdyti iSkelty joms uzdaviniy —
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informacijos saugumo organizavimas pasizymi zema institucijy kompetencija,
specialisty trikumu, 1étu paskirty uzduociy sprendimu.

v Lietuvos valstybés institucijose vyrauja techninis pozitris j informacijos sauguma;
tinkamai neatskirtos informacijos saugumo valdymo jgyvendinimo ir kontrolés
funkcijos trukdo efektyviai uztikrinti informacijos saugumo valdyma (tyrimo
rezultatai atskleidé, kad 60 proc. atvejy valstybés institucijose uz informacijos
saugumo valdyma paskirti informaciniy technologijy padaliniy darbuotojai ar net
vadovai).

v Informacijos saugumo brandos lygiai ir jy jvertinimo tvarka Lietuvos valstybés
institucijoms neapibrézti. Branda yra vienas svarbiausiy sékmingo tiksly
igyvendinimo ir valdymo procesy tobulinimo veiksniy, pagal institucijy brandos lygi
turéty buti parenkamos informacijos saugumo valdymo priemonés, svarbesnius
iSteklius valdancios institucijos turéty siekti atitinkamai aukStesnio brandos
lygmens.

9. Empirinio tyrimo rezultatai leidzia teigti:

v uztikrinant informacijos saugumg Lietuvos valstybés institucijose valdomos tik
pavienés informacijos saugumo uztikrinimo dalys, vyrauja formalus techninis
pozitiris, netaikomi jrankiai, kurie jgalinty valdomo informacijos saugumo, kaip
objektyvios saugumo biisenos, sukiirimg ir i§laikyma;

v Lietuvos vieSajame sektoriuje vyraujantis formalus pozitris j informacijos sauguma
pasireiSkia patvirtinty, taciau nejgyvendinty teisé€s akty ir neparengty jgyvendinanciy
dokumenty gausa (triksta informacijos saugumo reikalavimams, ijtvirtintiems
jstatymu ir strateginiais dokumentais, jgyvendinti bitiny teisés akty; institucijy
vidiniai informacijos saugumo valdymo dokumentai neperzitirimi ir neatnaujinami;
formaliai jtvirtinty priemoniy tinkamas jgyvendinimas nekontroliuojamas);

v pastebéta didesné branda valstybés institucijy, kurioms galiojantys informacijos
saugumo valdymo reikalavimai jau ilgg laika yra privalomojo pobidzio
(ministerijos, kitos Vyriausybei pavaldZios institucijos).

10. Siekiant efektyvaus informacijos saugumo valdymo Lietuvos valstybés institucijose,
salia aptarty triskumy Salinimo, informacijos saugumo valdymas turéty biti tobulinamas Siomis
kryptimis:

v' Lietuvos valstybés institucijoms turéty buti patvirtinti privalomi informacijos

saugumo valdymo reikalavimai, apimantys visus valstybés informacinius iSteklius ir

nustatantys, kad kiekvienoje valstybés institucijoje biity vienas informacijos
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saugumo valdymo politikos dokumentas (duomeny saugos nuostatai), kuriuo biity
bendrai apibréziami visi tos valstybés institucijos valdomi informaciniai iStekliai.

v Informacijos saugumo valdymo reikalavimy tikslas turéty buti — uztikrinti visos
valstybés institucijos valdomos informacijos konfidencialumg, vientisumg ir
pricinamumg (Siuo metu néra vienareikSmiskai apibréztas prieinamumo tikslo
siekinys, o tai tampa ypac¢ aktualu vertinant pastaryjy mety tendencijas — jvairias
kibernetinés erdvés atakas, kurioms pavykus, informacijos iStekliai tampa
neprieinami). Siy tiksly prioritetai turéty bati nustatomi pagal konkregios institucijos
valdomos informacijos specifika, pagal tai parenkant ir taikomas informacijos
saugumo uztikrinimo  strategines, ZmogiSkasias ir technines priemones.
Atsizvelgiant | tai, kad valstybés institucijos neturi pakankamai kompetencijos
pacios nusistatyti prioritety, bendram efektyviam informacijos saugumo valdymo
procesui uztikrinti, turéty buti parengti aiSkiis prioritety nustatymo ir priemoniy
pasirinkimo Kriterijai.

v Siekiant valstybés institucijy veiklos efektyvumo, reikéty stiprinti koordinuojanéias
institucijas (vienareikSmiskai ir konkreciai paskiriant atsakomybe), joms pavesti
centralizuoti informacinés infrastruktiiros naudojimag (prie$ tai jg inventorizavus),
teikti centralizuota metodologing pagalbg institucijoms (pasitelkiant vieSojo,
privataus ir mokslo sektoriy bendradarbiavimg) bei uztikrinti nuolatinj informacijos
saugumo valdymo vertinimg ir kontrole pagal vienoda metodikg ir aiSkius vertinimo
kriterijus. Informacijos saugumo brandos lygiams apibrézti ir vertinimo tvarkai
nustatyti tikslinga pasiremti tarptautinémis metodikomis ir praktikomis.

11. Teoriniame lygmenyje sukonstruotas integralus informacijos saugumo valdymo
modelis atskleidzia kompleksinj pozitirj j informacijos sauguma, integruoja informacijos vadyba
ir informacijos saugumo valdyma bei leidzia identifikuoti informacijos saugumo valdymo
Lietuvos valstybés institucijose trukumus, o Siuos trilkumus paSalinus, uZtikrinti kompleksisSkg ir
efektyvy informacijos saugumo valdyma. Empirinis tyrimas ir gauti rezultatai pagrindé
teoriniame lygmenyje sukonstruoto modelio pritaikomumg tiek tolesniems teoriniams
moksliniams tyrimams, tiek praktingje Lietuvos valstybés institucijy veikloje.

Atlikty teoriniy ir empiriniy tyrimy rezultatai leidZia teigti, kad disertacijos tikslas
pasiektas, — teoriniame lygmenyje suformuotas integralus informacijos saugumo valdymo
modelis yra teoriskai bei empiriskai patikrintas ir gali buti taikomas Lietuvos Respublikos

valstybés institucijoms.
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