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Highly Imbalanced Data Case:  
Pattern-Guided Feature Selection  
to Detect Financial Fraud

Dalia Breskuvienė, Gintautas Dzemyda

Institute of Data Science and Digital Technologies
Vilnius University

dalia.breskuviene@mif.vu.lt

Financial fraud represents widespread challenges in the modern finan-
cial landscape, necessitating innovative methodologies and technologies 
to detect and mitigate losses resulting from sophisticated fraudulent tac-
tics.

Fraud detection systems need to respond quickly while maintain-
ing the stability of the financial ecosystem. To address the critical issues 
identified in fraud detection, we introduce a novel feature selection 
method, FID-SOM (Feature Selection for Imbalanced Data Using Self-Or-
ganizing Maps), specifically designed to overcome the challenges posed 
by imbalanced data in fraud detection scenarios. Feature selection can 
significantly enhance classification performance related to accuracy and 
response time. Given the inherent imbalance in fraud detection data, 
feature selection must be conducted with high attention. To accomplish 
this task, we utilize Self-Organizing Maps (SOMs), an artificial neural 
network designed to organize data into clusters based on similarity, sim-
plifying the complex data landscape typical of financial fraud scenarios. 
FID-SOM is engineered to address the challenge of high-dimensional 
data in scenarios characterized by highly imbalanced data. It has been 
specifically developed to efficiently process and analyze vast, complex 
datasets commonly encountered in the financial sector. More impor-
tantly, it demonstrates adaptability to the dynamic nature of big data 
environments, thereby making it a practical and reassuring solution for 
fraud detection.

The proposed method’s distinctive aspect lies in forming a new data-
set containing the Best-Matching Units of the trained SOM as vectors 
of attributes corresponding to the initial features. These attributes are 
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sorted in descending order based on the score calculated using meth-
ods like KL-divergence Information Gain and/or Variance. By retaining 
the required number of attributes, we select features corresponding to 
those attributes for further analysis. The proposed FID-SOM method has 
demonstrated its capacity to perform comparably to existing methods 
and exhibits the potential to surpass them. This potential for superior 
performance makes FID-SOM a thrilling prospect in fraud detection.
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