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Static and dynamic malware analysis has been used for a while among
cybersecurity professionals and researchers. While static analysis can
be used to gather useful information about file features such as strings,
hash values, creation date, import address tables, sections and many
more, attackers have adapted to these analysis methods quite easily.
Dynamic analysis, on the other hand, offers a much deeper insight into
what the program does as it monitors the process itself. However, this
analysis method requires an isolated virtual environment and can slow
down the workflow of the system as it requires additional resources. By
combining these two methods, security researchers and security prod-
ucts started using machine learning and deep learning algorithms to
detect and mitigate known and unknown cyber threats. Application of
these technologies allows antivirus and EDR (Endpoint Detection and
Response) systems make decisions faster regarding a file or process is
malicious or not. It helps to save some computational resources as well
because deeper inspection and classification can take place in a cen-
tralised remote server instead of on local computer resources. It comes
with no surprise that threat actors started to investigate and search for
weaknesses in these detection algorithms as well. Therefore, a deeper
insight regarding weaknesses in these deep learning and machine learn-
ing models is necessary. Furthermore, deep learning algorithms such as
Generative Adversarial Neural Networks, Variational Autoencoders can
be used to generate adversarial malware samples that could evade de-
tection. In our research, we aim to design a Command and Control (C2)
framework that would use deep learning algorithms to make it more
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evasive than standard C2 frameworks. This will help red team members
to better train blue teams and notice anomalies by not being over-reli-
ant on automated tools.
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