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Abstract: This study systematically evaluates the vulnerabilities of modern web browsers
using developed indices derived from the CVE database, including Icyg, Icyss, Ir and
I7. These indices incorporate metrics such as vulnerability severity and risks, along with
browser popularity, to enable a balanced comparison of browser security. The results
highlight significant differences in browser security: while Google Chrome and Sam-
sung Internet exhibited lower threat indices, Mozilla Firefox demonstrated consistently
higher scores, indicating greater exposure to risks. These observations a slightly contradict
widespread opinion. The findings emphasize the importance of timely software updates
in mitigating vulnerabilities, as many incidents were linked to outdated browser versions.
This study also introduces a robust methodology for assessing browser threats, providing a
framework for future research. Potential applications include developing browser-based
penetration testing systems to simulate phishing and data extraction scenarios, offering in-
sights into user-specific risks and broader organizational impacts. By combining theoretical
analysis with practical implications, this work contributes to advancing browser security
and lays the foundation for future applied research in cybersecurity.
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1. Introduction

Web browsers, used by more than 5.35 billion internet users [1], are essential tools for
accessing information through websites and facilitating communication on social media
platforms [2]. They play a crucial role in modern digital life, enabling activities such
as online banking, shopping, and accessing cloud-based services [3]. However, their
extensive use and the sensitive information they handle make them prime targets for
cybercriminals [4,5].

Over the past decade, browser-related security incidents have shown a concerning
upward trend in both frequency and severity [6]. For instance, in 2021, Google Chrome
faced CVE-2021-4102 [7], a critical zero-day vulnerability actively exploited in the wild,
prompting emergency updates. In 2024, the type confusion vulnerability CVE-2024-1238 [8]
once again forced Google to patch billions of devices within days to prevent widespread
exploitation. Similar threats have impacted other major browsers. For example, Mozilla
Firefox experienced CVE-2022-26485 [9], a use-after-free vulnerability enabling remote
code execution, which was also exploited before its discovery. In 2024, Mozilla patched
critical zero-day vulnerability CVE-2024-9680 [10] in its Firefox browser, which was actively
exploited in the wild. These incidents underscore how rapidly evolving attack techniques,
particularly zero-day exploits and targeted malware injections, continue to compromise
sensitive data [11].
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Understanding these risks is crucial, as web browsers are integral to both personal
and professional online activities [12]. With billions of users relying on these browsers
daily, even minor vulnerabilities can result in widespread consequences [13]. This study
contributes to the field by providing a comprehensive analysis of browser-related threats
using the security indices CVE, CVSS and EPSS [14] and propose four new, developed
for this comparison, Icyg, Icvss, Ir and It. Unlike previous research, which often focuses
on isolated vulnerabilities or specific browsers, this work offers a holistic view of the
interconnected nature of browser vulnerabilities across multiple platforms. By investigating
these threats in depth, this research lays the groundwork for future development of browser-
based penetration testing systems. Such systems could assess user-specific risks [15] by
identifying exploitable vulnerabilities, ultimately enabling broader organizational risk
analysis and proactive mitigation strategies. This study bridges the gap between theoretical
vulnerability assessments and practical, user-centric security solutions, emphasizing the
need for scalable frameworks to address evolving cyber threats. This work stands out
by providing actionable insights for both individual users and organizations, while also
setting the stage for future innovations in browser security.

2. Related Works

Tewari and Datt, in their article, investigated the security vulnerabilities of popular
web browsers [16]. Firstly, they defined the common vulnerabilities in the most-used web
browsers, such as SQL injection, cross-site scripting (XSS), sensitive file disclosure, cross-site
request forgery (CSRF), and inadequate transport layer protection. They chose six web
browsers for testing, including Google Chrome, Safari, Mozilla Firefox, Microsoft Edge,
Opera, and Internet Explorer. On these six web browsers, they performed three different
tests: the ACID3 test, which checks how well an internet browser adheres to certain web
standards, particularly those related to the Document Object Model and JavaScript; a
browser speed test; and a browser security test using an online tool and performing around
400 tests. In conclusion, they stated that Mozilla Firefox is the safest of all, passing a total
of 370 tests. Safari and Internet Explorer showed no CSS or JavaScript vulnerabilities as
identified by the ACID3 test. According to the speed test, Google Chrome is the fastest
browser of all.

Petkova, in her article, conducted a security analysis of the most-used browsers that
provide access to cyberspace [17]. She analyzed three web browsers—Google Chrome,
Safari, and Mozilla Firefox—as the most popular. As a source for analysis, she used the CVE
and CVSS databases for the period 1989-2021. According to her results, Google Chrome
has the highest percentage of moderate 6—7 and 4-5 CVSS vulnerabilities, Firefox has the
highest percentage of critical 9+ CVSS vulnerabilities, and Safari has the highest percentage
of moderate CVSS vulnerabilities. In conclusion, she found that all browsers are not fully
secure, and due to constant technological innovations, the better browser is the one that
can consistently provide updates to enhance security.

Krolo et al. investigated the architecture of modern web browsers to determine their se-
curity vulnerabilities [18]. Going deeper into browser architectures, they divided them into
monolithic and modular browser architectures. In comparison to monolithic architecture,
modular architecture is superior in terms of user experience, fault tolerance, accountability,
security, memory management, and performance. In modular architecture, the perfor-
mance of each program can be easily monitored, making it superior in accountability.
In their study, they investigated the architecture of four browsers—Google Chrome, OP,
Tahoma, and Gazelle—which are based on modular browser architecture. The analysis
showed that the modular architecture of Chrome mitigates the most serious threats related
to system compromise and data theft. However, Chrome’s architecture does not provide



Future Internet 2025, 17, 104

30f15

full protection. Threats related to cross-site attacks, session hijacking, and user interface
compromise are not fully mitigated. They also reviewed similar architectures implemented
in the OP, Tahoma, and Gazelle web browsers. These architectures sacrifice compatibility
with the current web architecture to provide a higher level of security than Chrome. The
research was conducted in 2010, and since that time, only Chrome still exists, despite its
lower security compared to the other three browsers in their study.

Woo et al., in their paper, presented a quantitative characterization of browser threats
that can be used to project the number of vulnerabilities and plan, test, and develop re-
sources more efficiently [19]. For their experiments, they chose three major browsers:
Internet Explorer, Firefox, and Mozilla. They classified the vulnerabilities into eight cate-
gories, including Input Validation Error, Access Validation Error, Exceptional Condition
Error, Environmental Error, Configuration Error, Race Condition Error, Design Error, and
Others. They determined the percentage of each vulnerability category relative to the
total browser threats. For each category, they calculated the chi-square goodness of fit.
Additionally, they investigated vulnerability severity levels (high, medium, and low) and
also calculated the chi-square goodness of fit for each level. In conclusion, they state that
the fit is significant when aggregate vulnerabilities are divided into classes, provided there
are sufficient vulnerabilities in a class. According to their results, Mozilla was the most
secure browser with the fewest vulnerabilities, although it was relatively unpopular during
the research period.

Fajar and Yazid, in their research, provided a descriptive analysis of the weaknesses
and vulnerabilities of the Chrome browser compared to other popular browsers such as
Safari and Firefox using CVE data [20]. They found that Chrome has the most reported
vulnerabilities but responds the fastest to updates. Firefox showed the highest average
severity scores, while Chrome’s sandboxing architecture proved more secure. Key issues
across browsers include input validation and code injection vulnerabilities, with Chrome
managing memory and resources more effectively. The study highlighted Chrome’s tech-
nical superiority, frequent updates, and market dominance, suggesting that competitors
adopt strategies like Chromium-based technologies to stay relevant. Despite frequent
reports of vulnerabilities, Chrome’s robust design ensures its continued leadership.

Cyber threats are evolving at a rapid pace, with new challenges emerging as older ones
diminish in significance. Similarly, browsers are continuously adapting and improving to
keep up with these changes. Although conclusions from five or more years ago may still
provide useful insights, they often require reassessment in light of current developments.
This study aims to evaluate the modern resilience of browsers against potential attacks
while introducing additional parameters to enhance the robustness of the evaluation.

3. Materials and Methods

The methodology used in this study focuses on analyzing browser threats through
developed in this article indices such as Icyr, Icyss, g and I, which incorporate metrics
like browser popularity and vulnerability severity. While these indices are primarily
used to evaluate browser security, they also provide a foundation for future research into
browser-based penetration testing systems.

In particular, the calculated indices could inform the design of scenarios targeting user-
specific vulnerabilities, such as phishing simulations or data extraction tests. This opens
pathways for further exploration of how user-level browser risks can translate into broader
organizational vulnerabilities, a direction that may be pursued in subsequent studies.
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3.1. Datasets

In this research, the browsers were selected based on their worldwide popularity as of
November 2024, using data from Statcounter GlobalStats [21]. According to this database,
the six most popular browsers are as follows:

Google Chrome—67.48%;
Apple Safari—18.22%;
Microsoft Edge—4.84%;
Mozilla Firefox—2.6%;
Samsung Internet—2.18%;
Opera—2%.

ALY

In this research, only the first five browsers were analyzed. The CVE Details database
was chosen as the source for browser threats [22]. According to this database, the latest
records for Opera browser threats end in 2019, which is why it was excluded from the
analysis. Additionally, since Samsung Internet was released in 2021, the analysis was
conducted starting from that year. For the CVSS score analysis, data from 1 January 2021,
to 1 December 2024, were used. The number of vulnerabilities for each browser was
determined through a manual calculation based on vulnerabilities categorized by type and
impact per year. This approach was necessary because the total number of vulnerabilities
could differ from the manual sum by type and impact. The Python Pyplot Matplotlib 3.10.0
API was used for building graphics and diagrams.

3.2. Estimating the Browser Threat Indices

To assess browser security based on CVE metrics, it is essential to define the key
parameters used in this evaluation. The following parameters were selected:

1.  Browser Popularity—Represents the percentage of users relying on a specific browser.
More widely used browsers may attract more attackers due to their larger potential
attack surface.

2. Number of CVE Vulnerabilities—Indicates the total number of documented security
vulnerabilities associated with the browser, reflecting its historical security posture.

3. CVSS Score—Measures the severity of vulnerabilities, providing insight into how
critical and exploitable these weaknesses are.

4. EPSS Score—Estimates the likelihood of a vulnerability being exploited in real-world
attacks, offering a predictive risk assessment.

To compare browsers according to their vulnerabilities and CVSS data, a direct com-
parison may not be precise due to the differing popularity of web browsers. If a browser
is more popular, then more users utilize it, and as a result, more users can fall victim to
cyberattacks [23]. Looking at the data without an accurate comparison may lead to a false
conclusion that Google Chrome is the most vulnerable browser because it has the largest
number of vulnerabilities. To determine the correct conclusion about browser security, it is
important not only to include the number of vulnerabilities and CVSS scores but also to
factor in the popularity of browsers in the comparison. The idea is based on estimating
a vulnerability index—the ratio between the number of vulnerabilities and the browser’s
population, which could be expressed as Formula (1):

I
Vi
Ieve = Ft 1)
t=f "t

where:

e  Icyg—CVE browser threat index for certain year;
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t—year;

f—first year;

[—last year;

Vi—the amount of browser vulnerabilities per year;

Pi—average browser’s popularity per year in percentage.

By summing up the ratio between the number of vulnerabilities and the average
popularity for each year, the vulnerability index could be calculated for each year.

The CVE Details database can already present the average CVSS score for a selected
period. However, to compare browsers via CVSS more precisely, the score should be
divided by the average browser popularity by year, as indicated in developed Formula (2):

levss = - Cang 2)
(Zt:f Pt) /(I—1t)
where:
e  Icyss—CVSS browser threat index;
e f—year;
e  f—first year;
e |—lastyear;
e  Capyg—average browser’s CVSS score for the selected period;
e  Py—average browser’s popularity per year in percentage.

Unlike the previous index, Icyg, the average popularity per year was chosen to main-
tain scalability due to the available average CVSS score, which is represented as an aver-
age score.

The browser threats, which are categorized by type and impact, differ and have
varying CVSS and EPSS scores. Since CVSS indicates the severity of a vulnerability and
EPSS reflects the probability of its exploitation, the multiplication of CVSS and EPSS can be
used to identify risk [24], as represented in developed Formula (3):

I ny
Ri =YY (Ciix Ey) ©)

t=fi=1

where:

e  Ry—risk of all browser threats for a selected year based on CVSS and EPSS scores;

e (—year;

o f—first year;

o |—lastyear;

e [, ,—the amount of browser’s vulnerabilities per year and type, impact;

e (C;;—CVSS score for selected vulnerability per year according to it type and impact.

To estimate browser threats more accurately, the combination of the number of vulnera-
bilities, EPSS, and the CVSS score for each should be considered in relation to the browser’s
popularity, as was previously carried out for the Icyr and Icyss indices. Proposed Formula
(4) presents the calculation steps required for estimating the risk browser threat index:

Rt

1
Ig = d (4)
t; Py

where:

e  Jr—risk browser threat index;
e f—year;
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f—first year;

[—last year;

Rj—risk of all browser threats for a selected year based on CVSS and EPSS scores;
Pi—average popularity per year in percentage.

Knowing the scores of the described browser indices, the sum of all indices, which
represents the total browser threat index, can be calculated. Proposed Formula (5) illustrates
this calculation:

It = Icye + Icvss + Ir (&)
where:
e [r—total browser threat index;
o  Icyg—CVE browser threat index for a certain year;
o  Iryss—CVSS browser threat index;
e  [gp—risk browser threat index.

In this methodology, the threat index, risk, CVE, and CVSS indices are introduced to
accurately assess browser security by considering both vulnerabilities and popularity. The
CVE index is calculated by dividing the number of vulnerabilities by the browser’s average
popularity, while the CVSS index adjusts the CVSS score accordingly. By combining these
indices, a more precise comparison of browser security is achieved, taking into account
both the number of vulnerabilities and their severity relative to browser usage. That is
why, in this research, Formulas (1)-(5) were created to estimate and compare different
browsers according to their key parameters to make the comparison more detailed and
mathematically justified. This approach ensures that comparisons are not influenced solely
by a browser’s popularity.

4. Results
4.1. Comparison of Browser Threat Indices

Five browsers were chosen for comparison: Google Chrome, Apple Safari, Microsoft
Edge, Mozilla Firefox, and Samsung Internet. Because Samsung Internet was released in
2021, the period for comparison starts from 2021. According to the formulas, the browser
popularity value should be calculated. For each year in the period 2021-2024, the average
popularity of each browser in the comparison was determined. Figure 1 demonstrates the
visualization of the results.

Browser Popularity (2021-2024)

5560 Browsers
Chrome
Safari
Edge
Firefox

Samsung
Internet

£4.45 64.78

63 87

601

50

Popularity (%)
£
o

w
=}
L

201

10 1

359 362 37

Figure 1. Average browser popularity in the 2021-2024 period.



Future Internet 2025, 17, 104

7 of 15

Instead of finding the average popularity for the whole period 2021-2024, the average
popularity for each month was used in calculating all indexes except Icyss to achieve higher
precision. Figure 2 demonstrates the number of vulnerabilities for each browser in the
selected period.

Number of CVEs by year

Browsers
Chrome
Safari
Edge
Frefox

Samsung
Internet

2004

150 4

Number of CVE

100

51
50 1
2 3 27

10 7 10

2021 2022 2023 2024
Year

Figure 2. Number of browser threats in the 2021-2024 period.

Knowing the number of vulnerabilities for each year and the browser’s average
popularity for the selected period, Formula (1) can be utilized to find the Icyr score.
Figure 3 demonstrates the visualization of the browser’s Icyr score for the selected period
and the year 2024.

leve SCOTE

6241 Metrics

804 leve2024
leve
2021-2024
701

60

50 1

love

40 4

304

21.63

12.64

6.89
395
055 058 0.40

192

Chrome Safari Edge Firefox Samsung
Internet
Browsers

Figure 3. Icyg score for the year 2024 and the 20212024 period.

The average CVSS score for 2024 and the period 2021-2024 was calculated. This score
is required for calculating the Icyss score, as indicated in Formula (2). Figure 4 shows the
visualization of the average CVSS score for different browsers for the selected period.

The next step is to find the Icyss browser score. Since the average CVSS score can
be found in CVE Details for the selected period, Formula (2) uses the average browser
popularity over the 4 years for the calculation. The Icyss score for the year 2024 was
also calculated using the average browser popularity for 2024. Figure 5 demonstrates the
visualization of the browsers’ calculated I-ysg scores.

The EPSS value indicates the probability that a certain vulnerability could be exploited.
To estimate the final threat index score, the multiplication of the CVSS and EPSS scores,
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which shows the risk, should be calculated using Formula (3). Figure 6 demonstrates the

visualization of the risk value for each year.

Browser average CVSS score

Metrics |
mm CVSS 2024

CVSS
T 20212024

Average CVSS score

Firefox

Figure 4. Browser average CVSS score.

lvss SCOTE

254

204

15 4--mmr

levss

10 f-—

R 142 ¢,

0.13 0.12

Chrome Edge Firefox Samsung
Internet

Browsers

Figure 5. Icygg score for the 2021-2024 period.

R: value by Year for Different Browsers
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Internet
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I eyss 2024

levss
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300 1
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100+

Figure 6. R; value for the 2021-2024 period.
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The final step is to estimate the Ig index using Formula (4). This index includes all the
most important criteria for browser threat comparison, including their number of CVEs,
average yearly popularity, CVSS, and EPSS scores. The index value for 2024 was also
calculated and visualized in Figure 7. Table 1 summarizes all the index scores for 2024 and
the 2021-2024 period.

Iz score

Samsung | Metrics
Internet 2.63 122021
In
2021-2024
3.04
Firefox 4
56.34
1.05
Edge
176.80
0.73
Safari -
11.78
0.12
Chrome -
6.11
T T T T T T T T
o 25 50 75 100 125 150 175

values

Figure 7. I score for the 2021-2024 period.

Table 1. Browser threat index scores for the selected period.

Ik 2024 Icyss 2024 Icyg 2024 Ig 2021-2024  Icyss 2021-2024  Icyp 2021-2024  Browser
0.12 0.12 1.92 6.11 0.13 12.64 Chrome
0.73 0.39 0.55 11.78 0.42 3.95 Safari
1.05 11 0.58 176.8 1.62 8.02 Edge
3.04 2.62 21.63 56.34 2.38 82.41 Firefox
0.51 2.27 0.4 2.63 2.16 6.89 Samsung

Figure 8 visualizes results from Table 1 as a heatmap. It also highlights the minimum
and maximum values for each metric. The highest value is highlighted in a red square,
while the lowest is highlighted in green.

Heatmap of Browser Metrics with Min/Max Highlight

10

Chrome 1264 013 6.11 192 012 012

safari 4 3.95 0.42 11.78 0.55 0.39 073

o
0.6 =
T
=
el
Edge | 8.02 162 176.80 0.58 110 105 o
™
E
to4 5
=
Firefox 82.41 238 56.34 2163 262 304
ro.2
Samsung | 6389 216 263 0.40 227 051
Internet
D & 5 = S =
N g N sv S <
g Y g & & N
& v v « & A
g N Y A
=) &
\{:‘V \C" A

Figure 8. Browser threat index scores for the 2024 and 2021-2024 period.
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Knowing all the indices, the sum of them, I, which represents the total browser threat
index, can be calculated using Formula (5). Figure 9 shows the visualization of the I index
for the selected period and the year 2024.

I+ score

Samsung Metrics
Internet 11.69 172021

I

2021-2024

27.29
Frefox
141.13

2.73
Edge
186.45

166
safari q
16.14

2.17
Chrome 4

18.88
T T T T T T T T
0 25 50 73 100 125 150 175
Values

Figure 9. Total browser threat index scores for the 2024 and 2021-2024 period.

4.2. Main Findings

According to the results for the period 2021-2024, Google Chrome is the most popular
browser in this comparison, while Samsung Internet is the least popular. Analyzing the CVE
Details database showed that over four years, Google Chrome also had the highest number
of vulnerabilities (817), followed by Mozilla Firefox with 259 vulnerabilities. Samsung
Internet had the lowest number of vulnerabilities during this period, with only 20. This
could lead to an early conclusion that Google Chrome is the most vulnerable browser,
while Samsung Internet is the safest due to its lower number of vulnerabilities. However,
browser popularity should be noted, as it influences the number of vulnerabilities.

The Icye index score shows the ratio between the number of vulnerabilities and
browser popularity. Figure 3 indicates that during the 20212024 period, the Iy index
scores for these browsers are as follows: Firefox—82.41, Chrome—12.64, Edge—38.02,
Samsung Internet—6.89, and Safari—3.95.

The average CVSS score for the selected period was calculated, and all browsers have a
high average CVSS score except Samsung Internet, which has a medium CVSS score. How-
ever, the Icyss index score was calculated to account for browser popularity and determine
the ratio between the CVSS score and browser popularity over four years. Figure 5 shows
that during the 2021-2024 period, the Icyss index scores for these browsers are as follows:
Firefox—2.62, Samsung Internet—2.27, Edge—1.1, Safari—0.39, and Chrome—0.12.

Each vulnerability has a probability of being exploited, which is represented by the
EPSS score. The multiplication of the CVSS score and EPSS score called Risk was calculated,
and over four years, Edge had the highest R; score, while Samsung Internet had the lowest
due to its lower number of vulnerabilities. To refine the results and determine the ratio
between the R; score and browser popularity, the Iz index was calculated. Figure 7 indicates
that during the 2021-2024 period, the Iz index scores for these browsers are as follows:
Edge—176.8, Firefox—56.43, Safari—11.78, Chrome—6.11, and Samsung Internet—2.63.

According to the results for the year 2024, Google Chrome is still the most popular
browser in this comparison, while Samsung Internet is the least popular. Analyzing the
CVE Details database showed that in 2024, Google Chrome also had the highest number of
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vulnerabilities (126), followed by Mozilla Firefox with 61 vulnerabilities. Samsung Internet
had the lowest number of vulnerabilities for 2024, with only 1.

Figure 3 shows that for 2024, the Icyr index scores for these browsers are as follows:
Firefox—21.63, Chrome—1.91, Edge—0.58, Safari—0.55, and Samsung Internet—0.4.

The average CVSS score for 2024 was calculated, and all browsers have a high average
CVSS score except for Samsung Internet and Edge, which have medium CVSS scores.
Figure 5 shows that during 2024, the Icyss index scores for these browsers are as follows:
Firefox—2.38, Samsung Internet—2.16, Edge—1.62, Safari—0.42, and Chrome—0.13.

The multiplication of the CVSS score and EPSS score was calculated for 2024, with
Safari having the highest R; score and Samsung Internet the lowest. Figure 7 shows that
in 2024, the Ig index scores for these browsers are as follows: Firefox—3.04, Edge—1.05,
Safari—0.73, Samsung Internet—0.51, and Chrome—0.12.

Figure 8 demonstrates the overall comparison of browser threats. The higher the
index, the less secure the browser is. Mozilla Firefox has five out of six possible highest
vulnerability index scores for 2024 and the 2021-2024 period. Microsoft Edge has the
highest index score for the 2021-2024 period in the I index. Google Chrome has the three
lowest index scores out of six, while Samsung Internet has two of them, and Apple Safari
has one.

Figure 9 demonstrates the total sum of all three indices for each browser in 2024 and
for the period 2021-2024. For 2024, Firefox has the highest total score of 27.29, followed
by Samsung Internet with a score of 3.18. Chrome and Safari have the lowest scores for
2024, with 2.17 and 1.66, respectively. For the period 20212024, Edge and Firefox have
the highest total scores of 186.45 and 141.13, while Safari and Samsung Internet have the
lowest, with scores of 16.14 and 11.69. Detailed calculations of all indices are provided in
Table S1: Calculations in the Supplementary Materials section.

The findings of this study highlight the potential for leveraging browser threat data to
facilitate cyberattacks. This underscores the need for systems capable of collecting such
information, providing users with actionable recommendations, such as updating their
browsers. Such systems would not only mitigate user risks but also serve as a tool for
broader cybersecurity efforts. For a basic user, it is recommended to keep the browser
version up to date and regularly check for available updates. These actions do not require
any specific knowledge and only require the user to click on “Settings”, find the “About
browser_name” page, and click on it. The user will see the browser version and a “Check
for updates” button, which can be clicked to update the browser version [25].

5. Discussion

The findings of this study highlight the potential for leveraging browser threat data to
facilitate cyberattacks. This underscores the need for systems capable of collecting such
information, providing users with actionable recommendations, such as updating their
browsers. Such systems would not only mitigate user risks but also contribute to broader
cybersecurity efforts.

One notable aspect is the high threat index of Mozilla Firefox, which contradicts
some prior research. This discrepancy may stem from its open-source nature [26], which,
while promoting transparency, also allows attackers to analyze the code for vulnerabil-
ities. Additionally, Firefox may not have the same level of financial and engineering
resources dedicated to security as Chrome or Edge, which benefit from corporate back-
ing. Future research could further explore how funding and development models impact
browser security.

Another critical observation is the significant risk associated with Microsoft Edge
despite its relatively lower number of reported vulnerabilities. This suggests that not only
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the quantity but also the exploitability of vulnerabilities plays a crucial role in overall
security. The higher EPSS scores of Edge vulnerabilities indicate that they may be more
attractive to attackers, possibly due to the browser’s integration with Windows and enter-
prise environments. This aligns with the need for a more comprehensive approach to risk
assessment beyond just counting CVEs.

5.1. Comparison with Previous Studies

According to the results of this research, Mozilla Firefox is not the safest browser,
contrary to previous studies [16,19,20]. The difference in results could be due, firstly, to
the different periods used for estimating browser threats, as their results are up to 2021.
Secondly, during that period, Mozilla Firefox might have been significantly more popular
than it is now. When accounting for the popularity ratio, it could have achieved a lower
vulnerability index score in comparison.

In this research, it was found that over the last four years and in 2024, Google Chrome,
Mozilla Firefox, and Apple Safari had high average CVSS scores, which differs from a
previous study [17]. This difference could be attributed to technological advancements
and the emergence of new cyberattacks. Additionally, Petkova’s study analyzed a period
starting from 1989 to 2021—a much longer timeframe during which the popularity of
each browser could have varied, leading to differences in the number of vulnerabilities.
Furthermore, Safari and Firefox were developed in 2002 and 2003, respectively, while
Chrome was introduced in 2008. This is likely why the earlier study reported more critical
vulnerabilities in Safari and Firefox.

In a previous study, the architecture of Chrome and other browsers was ana-
lyzed [18,20]. In their conclusions, they stated that the architecture of Google Chrome
is better than that of other browsers. In this research, the Rt score was calculated, which can
reflect the security of a browser’s architecture. If a vulnerability has a high EPSS score, the
probability of exploitation is high, and even a moderate user could execute such a cyberat-
tack. According to the results, Google Chrome had a high Rt score during the 2021-2024
period, higher than Safari and Firefox, indicating the presence of several vulnerabilities
in its architecture. However, in 2024, Google Chrome’s Rt score was lower compared to
Firefox and Safari, suggesting that developers are actively working on updates and striving
to make their browser more secure.

5.2. Limitations

One of the most significant limitations that could impact the results is the reliance on
data from the CVE Details database. There is no guarantee that browser vendors disclose
all vulnerabilities publicly [27], meaning some vulnerabilities might be excluded from
the CVE Details database, potentially influencing the final results. However, it could also
genuinely indicate that no vulnerabilities occurred during the selected period.

5.3. Further Work

The findings of this study provide a foundation for developing a browser-based
penetration testing system, which could be a central focus of future research. The primary
objective of such a system would be to assess the information and resources that could
be extracted from a user during a phishing attack. By simulating scenarios where users
are directed to spoofed websites, this system could identify vulnerabilities specific to the
user’s browser, shedding light on the potential risks at an individual level rather than an
organizational one.

Building on this, the second objective would involve exploring how the data gathered
from these simulations could be leveraged to assess the user’s interactions with external
systems, such as their organization or other platforms they access. This approach could
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help determine the extent to which vulnerabilities in a user’s browser environment might
facilitate broader system compromises.

Finally, integrating these insights could pave the way for developing an automated
system with using Al technologies [28] to assess and mitigate user-specific cyber risks [29].
Such a system would provide real-time evaluations of vulnerabilities, offering practical
tools for both individual users and organizations to enhance their security posture. Machine
learning models could be employed to predict emerging threats [30] based on historical
CVE data and exploit patterns, while Al-driven anomaly detection [31] could help identify
suspicious browser behavior, further strengthening proactive defense mechanisms.

6. Conclusions

This study provides a systematic evaluation of browser vulnerabilities according
to CVE database, utilizing developed indices such as Icyg, Icyss, Ir and It to offer a
comprehensive comparison across popular platforms. The results reveal critical insights
into the security landscape of modern web browsers, emphasizing the impact of both
vulnerability severity and platform popularity.

The analysis revealed that among the studied browsers, Google Chrome and Samsung
Internet demonstrated the lowest vulnerability indices, indicating superior security perfor-
mance during the analyzed period. Conversely, Mozilla Firefox showed the highest indices,
suggesting greater exposure to potential threats. These findings underline the variability in
security across platforms and highlight areas requiring further investigation.

One of the critical insights from this study is the importance of timely software updates
in enhancing security. The CVE analysis indicated that many vulnerabilities were linked
to outdated browser versions. Regular updates not only address known vulnerabilities
but also introduce architectural improvements and new security features, significantly
reducing the likelihood of exploitation.

By establishing a robust methodology for vulnerability assessment, this study lays the
groundwork for future research aimed at practical applications. Specifically, the findings
highlight opportunities for developing browser-based penetration testing systems that
simulate real-world phishing and data extraction scenarios. Such systems could provide
valuable insights into user-specific risks, paving the way for broader organizational security
assessments and the automation of cyber risk mitigation strategies.

In conclusion, while this study advances our understanding of browser vulnerabilities,
it also underscores the need for continued exploration of how these risks translate into
actionable security measures. The results suggest that browser vulnerabilities, as docu-
mented in the CVE database, can provide valuable insights for identifying user-specific
cyber risks. Developing systems that utilize this information to guide users in updating
or removing risky components could significantly enhance security. This work lays the
groundwork for such practical applications, forming a bridge to future research in the
area of browser-based penetration testing and cyber risk mitigation. The work not only
contributes to the theoretical framework of browser security but also serves as a stepping
stone for future applied research, including the potential development of tools to enhance
both individual and organizational cybersecurity.
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The following abbreviations are used in this manuscript:

CVE  Common Vulnerabilities and Exposures
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SQL Structured Query Language

XSS Cross-Site Scripting

CSRF  Cross-Site Request Forgery

API Application Programming Interface

Al Artificial Intelligence
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