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YOUNG REVIEWERS:

As humans, we are very good at processing information quickly
and making decisions based on that information. But unfriendly
individuals online may take advantage of these factors that make us
human by encouraging us to make fast decisions, such as responding
to urgent-sounding messages. This article explains the concepts of
our intuitive (fast) and rational (slow) decision-making processes. It
also discusses a common approach that unfriendly online individuals
use in their attempts to hack or gain access to our smart phones or
computers and capture our personal information. Finally, readers will
learn how mindfulness can help them slow down and be present in
the moment, which will help them to decide how best to respond, if
at all, to the information they receive online.
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Figure 1

Both intuitive and
rational decision
making having pros and
cons, as shown in the
example here in green
and red, respectively.

LEARNING FROM EXPERIENCES

What factors make us human? These factors include our ability to
think, feel, process information, make decisions, and learn from the
choices we make. Our human factors help us to make sense of
what we are seeing and how we interact with each other and with
machines. Imagine you want to cross a street. You learned when
you were small never to step into the street without checking first
for oncoming cars. That is, you were taught to stop, be mindful of
approaching cars, and then cross the street only after deciding it
was safe. Once you crossed the street successfully without harm,
you learned that this approach worked, and you should repeat
it again. If you learned these safety steps as a child, then this
knowledge came from personal experience and the wisdom you
gained from that experience. Knowledge gained from personal
experiences comes from our thinking and decision-making processes,
and the consequences we experience.

TWO WAYS OF THINKING

Imagine you are at a fork in the road, and you can either take the
shortcut or go the long way. Similar to a fork in the road, we tend
to rely on two general types of thinking paths, called Type | and II.
These thinking paths help us decide which direction to choose in many
situations, including when we are online. One of our thinking paths is
fast (intuitive), and the other is slow (rational), and both paths have both
positive and negative outcomes (Figure 1). These two thinking paths
help us to reason and make judgments and decisions [1, 2].

© Replying quickly back to an
expected message from a friend.
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friend without a delay.
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© Carefully choosing words in a
message to a friend who is very
disappointed and sad.

@ Delaying your response to a friend's
urgent message regarding choosing a
project topic.
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© Ignoring messages or invitations “to
follow or friend” someone unknown to
you on social media.

@ Ignoring a stream of instant

messages from a family member while
with your friends.

© Opening up the links provided on a
school's website to look up information
for a class.

(@ Jumping to the end of the game
rules to accept them without thoroughly
reading through them first.
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etter.

Figure 1

Type | thinking tends to be fast, automatic, and almost effortless.

With Type |

thinking we are not consciously aware of the

information we are receiving and processing. Type | thinking involves
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INTUITIVE DECISION
MAKING

Making decisions based
on our “gut feelings.”
These decisions are
made quickly and
effortlessly, and we are
not consciously aware
of them.

RATIONAL
DECISION MAKING

Making decisions
slowly and consciously,
to deliberately assess
the pros and cons of
each option.

MENTAL MODEL

A mental framework
used to fill in
information that is not
available. By placing
the missing information
in a model, a person
can anticipate what
outcomes or events
could happen.

CYBERSECURITY

The practice of
protecting and
preventing
unauthorized
individuals from illegally
accessing the sensitive
data contained on
internet-connected
computers

or networks.

intuitive decision making, which is also known as our “gut feeling”
decisions. For example, if a car were speeding toward you, Type |
thinking and intuitive decision making would help you automatically
move out of the way. However, let us say your friend posts an
unpleasant message about you in a group chat. How would you
respond? Would you decide quickly and respond defensively, going
with your gut feeling? Or would you stop and consider that, instead
of posting an angry response, you could talk directly to your friend
about the post? This decision to stop and think about the best way to
respond, if at all, is Type Il thinking.

Type Il thinking is controlled, and we are aware or conscious of this
type of thinking. Type Il thinking involves rational decision making, in
which we take time and effort to assess and compare the information
we have from our prior experiences (i.e., what to do before crossing
the road). When using Type Il thinking to make a decision, you may
analyze the pros and cons of each possible outcome. You may also
consider your belief system, which includes the truths that you accept
about yourself. Similarly, your values, meaning what is important to
you that influences and guides your behavior, can also play a role in
this type of thinking.

For example, do you value safety more highly than you value taking
risks? Imagine you are thinking of posting your picture online. Before
doing so, you may try to figure out how your family or friends would
react. To do this, you would most likely use a mental model to fill in
or guess any missing information. Making a mental model is also part
of Type Il thinking. Think of it like a puzzle with missing pieces: you
make a mental model to complete the puzzle, even if the pieces are
not available. Completing the puzzle gives you a better idea how your
friends and family would respond to your photo online.

To summarize, with rational decision making, we take our time to
evaluate each option, use mental models to fill in missing information,
and use our prior knowledge to help us decide. Figure 1 illustrates how
our two thinking paths and decision-making processes can affect us
both positively and negatively when online.

HOW CAN HUMAN FACTORS CONTRIBUTE TO
CYBERATTACKS?

Now you know a bit about each thinking path and how each path
affects your decision making. So, when we are online, why do we
sometimes not pay attention to the warning signs in cyberspace?
When you are online (in cyberspace), do you stop to consider your
choices, or do you make quick decisions instead? Cybersecurity
research has shown that when we do not focus on the information
presented and instead make a choice intuitively (using Type | thinking),
we have a greater chance of experiencing a negative consequence.
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SOCIAL
ENGINEERING

An online attempt to
target a person’s
emotions and
psychological needs,
such as an
urgent-sounding
message that
encourages people to
respond immediately
without thinking it
through first.

Figure 2

Online decision making
represented by
common traffic signs
seen along the road
(Icons designed using
Freepik).

A report from the World Economic Forum identified that 95% of
cyberattacks are related to human factors (i.e., the decisions we
make) [3]. Consequences from such decisions can include businesses
losing control of their computers and people losing money [3]. Like
in the real world, not everyone is friendly online. Some unfriendly
individuals are interested in finding our weak or vulnerable spots from
our online posts so they can gain access to our personal information.
By targeting our emotions or catching us when we are not focused,
unfriendly online individuals encourage us to respond quickly and
decide intuitively. Unfriendly online individuals have found that getting
others to use Type | thinking is a successful way to access people’s
private information [4]. This type of cyber-targeted technique is called
social engineering. Social-engineered messages sound urgent, like
something serious has happened.

These messages make us feel we should respond immediately,
without thinking about it first. A socially engineered cyberattack
targets our basic psychological needs, including our interest in
trusting and helping others and our need for love, acceptance, and
belonging. These attacks take advantage of our ways of thinking,
making decisions, and behaving, as well as our willingness to pay for
something of value. For example, a person may receive a message that
a family member was in an accident, and a payment is urgently needed
for their medical care [4].

In short, unfriendly online individuals want us to use our intuitive
decision making and respond impulsively. Remember: how you decide
to respond to the information you receive online (i.e., a request to post
your picture or to respond to an unpleasant chat message) can resultin
a positive or negative outcome. Figure 2 gives an example of friending
someone online who then asks for your personal information. What
would you do?

2. Receiving the invitation  4A. Calling parents or a teacher

from the stranger to discuss the experience after §
ignoring the invitation 7A. Continue the game and have

1. Having a good time: @ | fun after rejecting the request

playing an online game c and blocking the user
A 3. Deciding whether to

accept the invitation

7B. Entering the risk zone

e after sharing the private

data

4B. Being cautious after &

accepting the invitation
pHng 6. Deciding whether O

5. The stranger asking to share your = to share the data

account data used for the game .
8. Losing access to the game...

A Warning signs: proceed cautiously or gather new information.
o Mandatory signs: necessary decisions on which direction to go.
D Service signs: outcomes from decisions made.

Figure 2

kids 4


https://www.weforum.org/publications/global-risks-report-2022/
http://www.freepik.com/

METACOGNITION

Is our ability to be
aware of our thinking

and learning processes.

Metacognition helps us
plan, monitor and
self-correct our
thinking, and helps us
evaluate the

learning outcomes.

MINDFULNESS

A technique that helps
us to be present in the
moment, aware of
what we are doing, and
able to pause and
reflect on our thoughts
and decisions

without judgment.

SUPPORTING DECISION MAKING TO AVOID
CYBERATTACKS

Metacognition means thinking about the way you think. You could
call metacognition your command-and-control center for organizing
and managing your information and knowledge [5]. Examples of
metacognition include realizing that you are using an easy way to
solve a math problem, like trying random numbers, or noticing that you
are focused on the rain tapping on the window instead of the actual
math problem. You can use your metacognition to change your way
of thinking and bring your attention back to the math problem. Thus,
metacognition helps with many things, including planning, figuring out
what information is missing, using knowledge from past experiences
and evaluating the outcome from the choice made (what did | learn
from this?). Metacognition can also help you understand how your
decisions change when you feel upset or stressed, which can help you
stop yourself from deciding at that time [5].

In short, metacognition is a great tool to help us avoid acting
impulsively, such as by choosing not to respond immediately to an
unpleasant online message [5]. Metacognition makes us aware of the
warning signs, nudges us to slow down, encourages us to think about
the information presented, and helps us evaluate which direction
to go.

USING MINDFULNESS TO PREVENT CYBER ATTACKS

Mindfulness helps you be present in the moment, such as by noticing
how you are feeling. It involves observing what is happening around
you (what you are seeing) and reflecting on what it all means
(assessing the situation). Mindfulness helps you pause before making
a decision.

From what you have learned about Type | and Il thinking and how
some unfriendly online individuals may try to harm us in cyberspace,
it is easy to see how, when we are distracted or upset, we can slip
and give away our information. Although we cannot prevent all slips,
we can try to slow down and become mindful, reducing the chances
of negative outcomes from fast online decisions. Creating your own
mindful decision-making streetlight, with red, yellow, and green lights,
can help you ask yourself some key questions and decide what to do
(Figure 3). Before making any decisions, it is always a good idea to
double check with a family member or teacher about any emails, posts,
or online requests that seem strange.

In summary, unfriendly online individuals use socially engineered
messages to try to gain access to our personal information. Socially
engineered messages encourage us to make intuitive decisions and
to respond impulsively so we will not realize what information we are
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Figure 3

A mindful
decision-making
streetlight can help you
make the best
decisions when you are
confronted with
unusual information or
requests online.

@ Situation.| received an email that looks urgent, asking for my private data. What should | do?

e Do | know this person? Is the email address familiar?

e Can | make a rational decision now? Do | have the time to think it through? .
o | will take some time before | respond/react, and discuss the situation with a trusted
adult.

o | recognize the sender, but something looks wrong (e.g., the email address is misspelled)
e Do | have time to use rational decision making?

o | will take time to check on things (e.g., confirming whether my friend actually sent the
message) and reflect on my decision. If doubt increases, | will not act.

o | recognize the sender, the address is correct, and the message is not unusual.
o | have the time to think about the situation. .
e The situation is safe, so | can proceed without asking for help.

Figure 3

giving away. Both metacognition and mindfulness can help us pause,
reflect on what we are observing and prevent us from automatically
reacting to urgently sounding messages online. Finally, it is important
to understand that whatever you post online, even in a private chat
with friends, leaves a “digital footprint"—a personal information trail
about you. Therefore, being mindful of what you do online will help
you make the right decisions and keep you safe.
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