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Feature Level Deception or
When Malware Wears a Mask

Juozas Dautartas, Juozapas Rokas Cypas,
Viktor Medvedev, Olga Kurasova

Institute of Data Science and Digital Technologies
Vilnius University

Jjuozas.dautartas@mif.stud.vu.lt

Today's digital landscape shows an unsettling race between cyber
defense and offense fields. The rise in popularity of machine learning
(ML) has made this race even more intense as these technologies have
become an integral part of our everyday security tools and products.
These tools integrate various ML algorithms that have been trained on
large datasets of static and dynamic malware features or patterns of
malicious network traffic.

Therefore, it comes as no surprise that adversaries are implementing
various attacks against these classifiers used by security products.
That's why testing and validating current defenses is a critical part of
a cybersecurity professional’s job. In this research, we will analyze a
targeted adversarial attack against classical ML malware classifiers.
We will focus on Windows API calls from various benign classes as well
as malware. These data will be used to impersonate a specific benign
class using feature injection techniques. The adversarial samples will be
applied to test trained ML classifiers as well as real products.

This research is conducted for ethical and research purposes with an
aim to make cybersecurity defenses more robust and reliable. As these
realistic and malicious functionality preserving samples can be used to
train more accurate malware classifiers in the future.
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