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Modern commerce platforms are frequent targets for cybercriminals.
Attackers usually try to exfiltrate customers’ private data, which in most
casesisanessential resourceinorganisational data stores. Most breaches
lead to monetisation through the resale of data on various platforms.
Today, organisations rely on strong, unbreakable encryption without a
key, but encryption alone cannot guarantee complete protection. In the
majority of conventional system configurations, decrypted data resides
in system memory in plaintext once accessed for legitimate use. If the
machine is compromised by malware, the attackers can extract the
data directly from memory, thus bypassing encryption entirely. Modern
malware is fully capable of residing stealthily in memory and stealing
decrypted data in real time.

To address this challenge our research investigates the possibility
for integration of remote attestation mechanisms with Trusted Platform
Modules (TPMs) to cryptographically prove to a remote verifier that the
firmware is in an unaltered state and is trusted before any sensitive
operation is allowed. Remote attestation enables the system to
cryptographically prove that the current state of software and hardware
configuration matches a previously known, safe state. To achieve this, we
will explore the use of Platform Configuration Registers (PCRs), a special
register within the TPM module that holds the cryptographic fingerprints
of system components. With special registers, we can bind the use of a
TPM-based key to a certain state of the device; the key can be sealed
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to an expected set of PCR values. In the event that the machine fails
remote attestation, due to malicious activity or undocumented changes,
access to cryptographic keys will be denied. We expect to reduce the risk
of memory-based data leaks by enforcing decryption only on verified
with remote attestation systems. This approach focuses on establishing
and keeping Zero Trust Architecture (ZTA) from the system boot to data
access. The success metrics will rely on the rate of successful attestations
under controlled versus compromised conditions, system performance
overhead that was introduced by attestation checks and the mean time
to detection and denial in tampered environments.
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