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Abstract 

In today’s business environment, the trend towards more product variety and customization is unbroken. Due to this development, the need of 
agile and reconfigurable production systems emerged to cope with various products and product families. To design and optimize production
systems as well as to choose the optimal product matches, product analysis methods are needed. Indeed, most of the known methods aim to 
analyze a product or one product family on the physical level. Different product families, however, may differ largely in terms of the number and 
nature of components. This fact impedes an efficient comparison and choice of appropriate product family combinations for the production
system. A new methodology is proposed to analyze existing products in view of their functional and physical architecture. The aim is to cluster
these products in new assembly oriented product families for the optimization of existing assembly lines and the creation of future reconfigurable 
assembly systems. Based on Datum Flow Chain, the physical structure of the products is analyzed. Functional subassemblies are identified, and 
a functional analysis is performed. Moreover, a hybrid functional and physical architecture graph (HyFPAG) is the output which depicts the 
similarity between product families by providing design support to both, production system planners and product designers. An illustrative
example of a nail-clipper is used to explain the proposed methodology. An industrial case study on two product families of steering columns of 
thyssenkrupp Presta France is then carried out to give a first industrial evaluation of the proposed approach. 
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1. Introduction 

Due to the fast development in the domain of 
communication and an ongoing trend of digitization and
digitalization, manufacturing enterprises are facing important
challenges in today’s market environments: a continuing
tendency towards reduction of product development times and
shortened product lifecycles. In addition, there is an increasing
demand of customization, being at the same time in a global 
competition with competitors all over the world. This trend, 
which is inducing the development from macro to micro 
markets, results in diminished lot sizes due to augmenting
product varieties (high-volume to low-volume production) [1]. 
To cope with this augmenting variety as well as to be able to
identify possible optimization potentials in the existing
production system, it is important to have a precise knowledge

of the product range and characteristics manufactured and/or 
assembled in this system. In this context, the main challenge in
modelling and analysis is now not only to cope with single 
products, a limited product range or existing product families,
but also to be able to analyze and to compare products to define
new product families. It can be observed that classical existing
product families are regrouped in function of clients or features.
However, assembly oriented product families are hardly to find. 

On the product family level, products differ mainly in two
main characteristics: (i) the number of components and (ii) the
type of components (e.g. mechanical, electrical, electronical). 

Classical methodologies considering mainly single products 
or solitary, already existing product families analyze the
product structure on a physical level (components level) which 
causes difficulties regarding an efficient definition and
comparison of different product families. Addressing this 
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transactions using machine-to-machine communication. The blockchain technology logs these data, verifies the authenticity and make them 
available for service offers. This work deal with an architecture enabling to setup order processing between consumers and producers using 
blockchain. In this way, the technical feasibility is shown and the special characteristics of blockchain production networks will be discussed. 
© 2018 The Authors. Published by Elsevier B.V. 
Peer-review under responsibility of the scientific committee of the 12th CIRP Conference on Intelligent Computation in Manufacturing 
Engineering. 

 Keywords: Production network; Blockchain; Smart contract; Secure data exchange; Additive manufacturing 

 
1. Introduction 

The Blockchain is a new technology which enables 
transactions to be processed in a decentralized, manipulation-
secure and transparent form for all members of a network. The 
blockchain relies on decentralization by storing a series of 
data records (blocks) via an individual concatenation (hash 
values), always on its predecessor or successor data record [1]. 
These so-called "hash" sentences form the connection between 
the blocks, in other words the chain. This creates a 
decentralized database with a constantly growing list of 
transaction data records. Especially in the financial sector, the 
blockchain is currently seen as a disruptive key technology, 
whose application possibilities, however, go far beyond this 
sector [2]. Besides the pure storage of transactions, as with the 
Bitcoin network, some other platforms such as Ethereum 
provide the storage and execution of so-called Smart Contracts 
in the blockchain. Smart contracts are computer programs that 
map contracts and check their compliance. The use of Smart 
Contracts opens new perspectives for manufacturing 
companies, as critical data such as design drawings or orders 

can be sent securely across company boundaries. In the future, 
the security of product and order data, which is increasingly 
perceived as strategic resources of companies, will take 
priority. Blockchain technology is able to protect complete 
production chains against unauthorized access and thus 
increases the possibility of network cooperation [3]. The 
sharing of production data for efficient utilization of capacities 
in the network with the help of blockchain technology is 
shown below using the example of multi-dimensional 
production facilities1. Companies face several challenges in 
the acquisition of innovative technologies such as additive 
manufacturing technology. These include high initial 
investments, the development of know-how, and the risk of 
unused capacities at low capacity utilization [4]. In some 

 
 

1 Multidimensional manufacturing processes describe flexible 
technologies that can influence the productivity of capacity utilization due to 
their arrangement in 2- or 3-dimensional space. For example, plasma cutting 
belongs to 2-dimensional manufacturing and additive manufacturing 
processes to 3-dimensional manufacturing 
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cases, high market prices from suppliers prevent access to the 
integration of innovative production technologies into the 
company's own added value [5]. Thereby the utilization of the 
production facilities is analyzed and optimized through 
planning and control systems exclusively within a company 
boundary. In contrast, the cross-company and access-protected 
data exchange of product and order data enables new cross-
sector potential benefits to be generated. The outsourcing of 
production orders is usually associated with considerable 
organizational effort and is therefore not transparent with 
limited flexibility. Another way of meeting the required 
delivery dates in a constantly growing order situation is to 
increase the company's own production capacity. However, 
there is a risk that production capacities will be used 
inefficiently [6].  

The architecture presented in this paper supports 
manufacturing companies and customers by connecting the 
two parties without intermediaries on the one hand and 
enabling an economic optimization of production capacities 
via an open blockchain-based production network with secure 
product and order data transfers on the other. 

2. Architecture for a blockchain-based production 
network 

The figure 1 describes the simplified overview of an 
architecture for building a blockchain-based production 
network for order processing using additive manufacturing 
(AM) and subtractive manufacturing (SM). The aim is to 
establish a structure that enables mutual interaction between 
the producer and the customer. The data required for this (Fig. 
1 - 1.) is stored in so-called Smart Contracts (SC) in a 
manipulation-proof and transparent format (Fig. 1 - 2.). This 
data contains the address data, order details on the customer 
side and the address data or capacity descriptions on the 
producer side. A software takes over the combination of 
supply and demand in order to save the data for the order as a 
new SC (Fig. 3 - 3.). A suitable production capacity can be 
determined on the customer side and customer orders can be 
found on the producer side to increase the utilization of a 
production capacity. In the following, the architecture is 
explained in detail from the perspective of the customer and 
the producer.  

Fig. 1. Simplified overview of the blockchain-based production network. 

 

 

 

 

 

 

 

 

 
 
 
 
 
 

Fig. 2. Order generation according to customer demand. 

2.1. Order creation based on the customer's demand 

Figure 2 explains how an order is generated based on the 
customer's demand to produce goods (Fig. 2 - 1.), which is 
referred to as the production object in the following. To make 
the production object available to producers in an SC, it must 
first be transferred to the form of a SC. This requires a 
software that can process the data and then store it as SC in 
the blockchain (Fig. 2 - 2.). The software takes over the 
recording of public and private data. The public data provides 
the information that the producer needs to decide whether he 
wants to accept the order. Therefore, the public data includes 
the dimensions of the building space which can be taken from 
the production object. In the most basic case, these data is an 
outline with the maximum values, for SM in X and Y 
direction and for AM additionally in Z direction. The outline 
can also be formed from several points, which increases the 
probability of finding a suitable capacity at the producer. The 
private data represent the production object itself, ensuring 
that it can be viewed only by the producer who receives the 
order. The public data is saved together with a placeholder for 
the path to the production object as the "Production Order" SC 
(Fig. 2 - 3.). The SC "Permitted Producers" represents the 
restriction which producers are allowed for the production 
order (Fig. 2 - 4.). On the producer side, the Planning and 
Control System (PPC) reports that capacity is not completely 
used, for example due to a planned production order (Fig. 2 - 
5.). This data is transferred into a uniform structure, such as 
the available material, utilization lot and, in the case of AM, 
the usage time. Afterwards, the system searches for suitable 
orders that meet the criteria mentioned (Fig. 2 - 6.). This step 
can be done manually or by software. In the case of software 
used, this enables machine-to-machine communication 
between the customer and the producer. If there is a match 
between a customer and a producer, the offer is recorded by 
the producer in the SC "Production Order" (Fig. 2 - 3.). Other 
producers can continue to send offers to SC "Production 
Order" as long as the bid price is below the previous quotation 
price. No further bids can be submitted if the customer 
indicates in the SC "Production Order" that the tender has 
ended. The public key of the producer is read from the SC 
"Producer Data" and used for the encryption of the production 
object. After encryption, the production object is stored in a 
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decentralized storage and the path to the encrypted production 
object is stored in the SC "Production Order" (Fig. 2 - 7.). The 
producer then receives access to the production object via the 
path (Fig. 2 - 8.) and can decrypt it with his private key. The 
PPC will then take the production object into account (Fig. 2 - 
9.). If the producer still has unused capacity, the process can 
start again at the producer's "Capacity Data" (Fig. 2 - 5.). 

2.2. Representing an intermediate contractor 

Figure 3 describes a structure in which the customer states 
that only the producers he has specified in his SC production 
demand (Fig. 3 - 2.) are allowed to cover his production needs 
(Fig. 3 - 1.). This can be useful, for example, to ensure 
quality, since the customer only accepts producers for his 
orders with whom he previously had personal contact or could 
convince himself of the quality beforehand. In order not to 
restrict potential producers too much, the architecture 
presented (Fig. 2) allows a recursive structure. Thus, the 
permitted producers (Fig. 3 - 3.) can map the production order 
as a production requirement (Fig. 3 - 4.) and make it available 
to their producers (Fig. 3 - 5.). The authorized producers can 
access the production order and submit a bid for it (Fig. 3 - 
6.). If a producer is awarded the contract for the production 
order via the subcontractor, the production object does not 
have to be stored again. In the newly added SC (Fig. 3 - 5.) 
only the reference to the original SC (Fig. 3 - 2.) with the 
production path is referenced. The advantage here is that 
partner relationships can be mapped, e.g. a partner abroad 
takes over the development of production resources via local 
producers. The transparent and tamper-proof architecture by 
means of the block chain and the SCs take into account the 
respective liability of the producers. Thus, the producers (Fig. 
3 - 6.) assume liability and quality assurance towards the 
client (Fig. 3 - 5.), while the client itself (Fig. 3 - 3.) assumes 
liability and quality assurance towards the original customer. 

2.3. Order processing on the basis of the manufacturer's 
available capacity 

Figure 4 describes a structure in which the manufacturer 
makes his manufacturing capacity available to the production 
network. The focus is shifted to the manufacturer where the 
capacity is completely unused. Therefore, this structure 
describes making the capacity available by means of an SC 
for a period of time instead of finding all the individual 
production orders for this capacity together.  

 
 
 
 
 
 
 
 
 

 

Fig. 3. Recursive structure for the representation of an intermediate 
contractor. 

 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 4. Structure based on the manufacturer's available production capacities. 

The start is triggered by the PPC, which also has an 
available capacity (Fig. 4 - 1.). The capacity is prepared with 
software in a uniform form for the SC (Fig. 4 - 2.). As a 
result, all public data on the production capacity, such as 
production process, machining area, available materials and 
service life, are stored in the blockchain in the SC "Capacity 
Available" (Fig. 4 - 3.).  

On the customer's side, triggered by the production 
demand (Figs. 4 - 4.), all available production capacities can 
be read out using the SCs "Capacity Available" using 
software and the most suitable manufacturer can be selected 
based on the required production criteria (Figs. 4 - 5.). The 
customer can then place a bid for the capacity (Figs. 4 - 3.). 
Further bids for the capacity may be submitted as long as they 
are higher than the previous ones and the producer has not 
completed the bidding. The customer who has been awarded 
the contract determines which production objects are to be 
used for the production capacity and stores them encrypted in 
a decentralized storage (Figs. 4 - 6.). Encryption is performed 
using the public key of the producer located in the SC 
"Producer Data". The generated path to the production objects 
is then saved in the SC "Capacity Available" for the 
production order (Figs. 4 - 3.). After decoding, the producer 
has access to the individual production objects (Figs. 4 - 7.) 
and can take them into account in his PPC (Figs. 4 - 8.). 

3. Implementation 

For the simulation of the presented architecture, a web 
portal was developed that represents both the customer side 
and the producer side. For the Public Blockchain the 
Ethereum Platform was used, where the SC was written with 
the language Solidity [7] developed by Ethereum. The local 
software for the producer and customer was developed 
exclusively web-based with Javascript to be able to use the 
web3.js [8] from Ethereum. Web3.js allows interaction with 
the SCs over an HTTP or IPC connection. Thus the browser 
plugin Metamask [9] could also be used for authentication and 
interaction with the SCs in the browser. For simulating the 
blockchain, Ganache was used to test the functionality of the 
SCs. Ganache [10] represents a private blockchain for 
development for Ethereum.  
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Fig. 5. Development of a web portal to simulate customer and producer 
views. 

The compilation and migration of the Smart Contracts was 
done with Truffel [11]. Truffel is a development environment 
and test framework for the Ethereum. 

From the customer's point of view, the file upload of the 
production object is the starting point. After the 
manufacturing object was uploaded to the web server, the 
package node-stl [12] for AM and SVG.js [13] for SM were 
used to calculate the bounding boxes to determine the 
required installation space. The result is the maximum values 
for the axes X, Y for SM and additionally Z for AM. In 
addition, the volume of the production object was calculated 
for AM. In order to save the data in SC, the customer must 
first authenticate himself with his account via Metamask. 
After authentication, the data was then stored together with 
the production data in the SC production requirement. The 
customer can use another SC to determine which producers 
can place bids. The standardized data format OpenPGP was 
used to encrypt the manufacturing objects [14]. After a 
producer was found for the job, his public key was read 
directly from the producer data and the encryption for this 
offer in the browser with OpenPGP.js [15] was performed. 
The encrypted manufacturing object was then stored 
decentrally using IPFS [16], which identifies the files using a 
hash value. This hash value was then stored in a private 
variable in the Smart Contract production demand. On the 
web portal for the producer, the producer alone could read the 
private variable with the hash value after authentication via 
Metamask. Using the IPFS hash value, he could then 
download the encrypted manufacturing object and decrypt the 
manufacturing object in the web browser by his own private 
key and save it locally. 

4. Results 

The functionality of the presented architecture could be 
tested with the implementation. Via the presented web portal, 
available production capacities were offered by the 
manufacturer and at the same time production requirements of 
customers were networked with these production capacities. 
Although there was only one web portal for customers and 
producers, it was possible to use Metamask to switch accounts 
and thus to check the viewpoints for each transaction. Using 

the Public Blockchain, all producers and all orders with all 
required production data, such as building space size, 
manufacturing process and material, could be exchanged and 
accessed without the need for an intermediary. Contract-
dependent data was stored in the Smart Contracts and the 
problem with the large files for the production objects could 
be solved with distributed storage using IPFS, since direct 
storage on the Ethereum platform would lead to high costs. A 
criticism of this approach was raised by the public blockchain 
from several points of view. The attitude of the decentralized 
base requires participants who make their computing power 
available for the confirmation of transactions. The number of 
participants influences the security of the network. In order to 
encourage participants to provide their computing power, they 
must be rewarded, which leads to fees for the creation and 
processing of Smart Contracts. From the perspective of 
companies, the complete transparency of transactions can be a 
disadvantage and an advantage at the same time, such as the 
data provided about the customers and producers. The 
advantage of this approach is that the entire supply chain can 
remain completely transparent for the customer, but the 
question arises as to whether this data should really be 
disclosed transparently from an entrepreneurial point of view. 

5. Conclusion 

The architecture and implementation presented 
demonstrates how order processing with document exchange 
via blockchain between customer and producer can be carried 
out in a manipulation-proof and transparent manner. 

It was shown how production facilities of an open 
production network can support production within the own 
company. The barriers described in the introduction are thus 
reduced for companies. At the same time, producers can offer 
their available production capacities directly on the market. In 
addition, the individual production plants with their specific 
characteristics and capacities can be mapped flexibly and as 
an integrative open production network. Complete 
transparency in the production network is ensured by order 
identification with the production data and the data of the 
addressee, which can be identified at any time using the 
transaction code. The flow of numerous small-sized 
transactions could be mapped via the web browser control 
system. This can be used as the basis for machine-to-machine 
communication. The novelty of the approach lies in the 
provision of an open but secure production network using 
blockchain technology. The example of multidimensional 
production in particular offers companies a resource-saving 
opportunity for cooperative cooperation and strengthening 
individual competitiveness. 
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