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Overview of Identification  
of Phishing Email Messages

Laurynas Dovydaitis, Kęstutis Driaunys

Kaunas Faculty
Vilnius University
laurynas.dovydaitis@knf.vu.lt

Phishing social engineering attack is targeted towards individuals and 
organizations. Typically, the attack is conducted in two steps, where 
an email is sent to a victim and then an attacker waits for the victim to 
follow an URL link embedded in that email message. This overview pro-
vides the identification of phishing email messages. After analyzing the 
differences between the two methods, it is proposed to combine two 
classification feature sets as a new approach to identifying a phishing 
message.


